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Introduction

Given the evolving sophistication of synthetic fraud networks, 
traditional Know Your Business  and Know Your Customer 

methods of risk mitigation often aren’t enough. 
(KYB)

(KYC) 

In this guide, we lay out an integrated, multi-layered approach to detecting and 
preventing synthetic identity fraud in business onboarding. Drawing from the 
latest techniques of bad actors and the most current technology available for 
proactively fighting back against fraud, we present an actionable framework 
that financial institutions and e-commerce companies can use to streamline 
verification processes and modernize their fraud prevention systems.



The high cost of fraud for 
financial and e-commerce 
businesses
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1. Solidifying business 
verification
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Business identity verification is often compromised by fraudulent actors 
exploiting weak incorporation regulations to register shell entities with minimal 
scrutiny. For example, bad actors might provide false documents and utilize mail-
forwarding services or virtual addresses to obscure their true origins. Many 
fraudsters take advantage of states with lenient business formation laws, making 
it easier to set up fake companies that appear legitimate on paper.



Fraud detection is further complicated by the increasing use of nominee 
directors — individuals hired to act as a company’s registered officer without 
having any real connection to its operations. To combat this, regulators and 
businesses should implement more rigorous 

 and cross-reference applicants with global watchlists and adverse 
media databases to detect high-risk entities.

ultimate beneficial ownership (UBO) 
verification

In December 2021, Michael Griffin, the leader of a synthetic identity fraud ring, 
was sentenced to prison for orchestrating a scheme that defrauded multiple 
banks. The operation involved creating fictitious identities to open bank 
accounts and secure loans, resulting in significant financial losses. This case 
underscores the growing threat of synthetic identity fraud in the financial 
sector. Learn more about this case at the .IRS website

https://www.middesk.com/blog/how-why-to-identify-a-companys-ultimate-beneficial-owner-ubo
https://www.middesk.com/blog/how-why-to-identify-a-companys-ultimate-beneficial-owner-ubo
https://www.irs.gov/compliance/criminal-investigation/leader-in-synthetic-identity-fraud-ring-sentenced-to-prison-for-bank-fraud
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2. Leveraging alternative data
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We've seen fraudsters blend real and fake information so seamlessly that they pass traditional 
KYB. The key is not just checking business existence, but verifying the legitimacy of activity 
behind that entity.

Jules Mei
Product Ops at Middesk
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Additionally, KYB processes should incorporate 
 to detect inconsistencies in login locations, IP addresses, and 

device usage. Financial institutions and e-commerce companies have 
successfully leveraged AI-driven behavioral analysis to uncover synthetic 
identities that use identical device fingerprints across multiple applications, 
revealing fraud rings operating at scale.



To combat synthetic identity fraud, companies must look beyond static identity 
checks and incorporate alternative data sources. For example, 

 included within Middesk’s core product, leverages an extensive, 
proprietary database of over 40,000 registered agents across the U.S., 
authoritative U.S. government business data, international address data, and 
high-quality alternative data to provide deeper risk analysis using alternative data, 
including:

behavior-based information and 
device intelligence

Address Risk 
Insights, Verify 

https://www.middesk.com/blog/business-verification-services
https://www.middesk.com/blog/business-verification-services
https://www.middesk.com/blog/introducing-address-risk-insights
https://www.middesk.com/blog/introducing-address-risk-insights
https://www.middesk.com/products/verify
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In May 2024, the Federal Trade Commission (FTC) took action against 
payment processing company BlueSnap, Inc., for knowingly processing 
payments for fraudulent companies. The defendants agreed to a $10 million 
settlement. Learn more about the case at .the FTC website

https://www.ftc.gov/legal-library/browse/cases-proceedings/bluesnap


3. Analyzing trends and 
monitoring behavior
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The bottom line
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