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Introduction
Recent changes to federal regulations have made it even harder for banks, fintechs, 
and marketplaces to verify who they’re doing business with. In March 2025, the 
Financial Crimes Enforcement Network (FinCEN) announced it would 

 U.S. companies and certain foreign entities to report beneficial ownership 
information through the Corporate Transparency Act. This means institutions are 
more reliant than ever on their own systems to vet and verify business customers.


As Middesk CEO, Kyle Mack,  for American Banker, this policy 
shift increases pressure on state governments and private businesses alike to close 
the gaps left by inconsistent federal reporting. But there’s another growing threat 
lurking beneath the surface: the use of shelf, shell, and synthetic companies as 
tools for fraud.


“These aren’t abstract entities,” said Jules Mei, Product Operations at Middesk. 
“They’re sophisticated fraud tools being used right now to get around standard 
checks and move illicit money. And unfortunately, they’re effective.”


This guide explores how modern risk teams can use deeper data signals to spot 
fraud early — without adding friction for legitimate businesses.

no longer 
require

noted in an op-ed

https://www.fincen.gov/news/news-releases/fincen-removes-beneficial-ownership-reporting-requirements-us-companies-and-us
https://www.fincen.gov/news/news-releases/fincen-removes-beneficial-ownership-reporting-requirements-us-companies-and-us
https://www.americanbanker.com/opinion/states-should-take-charge-of-gathering-beneficial-ownership-data


What are shelf, shell, and 
synthetic companies?
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Synthetic companies blend real and fake data — such as stolen SSNs or EINs 
— to create entirely fabricated businesses capable of passing onboarding 
checks.

https://www.middesk.com/insights/guide-how-to-combat-synthetic-identity-fraud?utm_campaign=14631226-ebook%3A%20Defending%20against%20shell%20and%20shelf%20companies&utm_source=utm_source%3Debook&utm_medium=utm_source%3Debook


Why traditional KYB falls short
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The data fraudsters can’t fake
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Why post-onboarding 
monitoring matters
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Building a smarter KYB 
framework
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Purpose-built business 
verification prevents fraud in a 
deregulated environment
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See how Middesk can level-up your 
onboarding process.

Schedule a demo

https://www.middesk.com/contact-sales



