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Embedded variables - are indicated in red non-bold
Referenced Objects - are indicated in blue bold
Defined Terms - are black non-bold with all words that are part of the term capitalised
Clause Variations - If a clause has variations, the clause number will be consistent but different variations are indicated by a highlighted letter A/B/C etc.  A comment has been added to the first instance of the clause number with an explanation of the conditions for inclusion.  Only a single variation of the clause will be included in a CBAA instance.
Optional and Conditional Clauses – Optional and Conditional Clauses are shown in darkest grey
They are not mandatory and will only be present in some CBAA instances.  A comment will be added to the clause number with an explanation of the conditions for inclusion.


Module 13 – Data Protection

Synopsis

This Module concerns the nature of data protection and the requirements for the Coverholder and Insurers to comply with all applicable law and regulation and agreed processes to ensure the diligent and lawful management of Personal Data.

Definitions	Comment by Diane Gillett: Final drafting consideration - 

?? Do we leave these here - as drafted, or only have the Definition hover over from the Definitions Module??

13.1	For the purposes of this Module:

13.1.1	Data Controller means the person which alone or jointly with others determines the purposes and means of the processing of Personal Data.

13.1.2	Data Processor means the person which processes Personal Data on behalf of the Data Controller.

13.1.3	Data Protection Laws means all applicable statutes and regulations in any jurisdiction pertaining to the processing of Personal Data, including but not limited to, UK Data Protection Act 2018, UK General Data Protection Regulation (UK GDPR), EU General Data Protection Regulation 2016/679 (EU GDPR).

13.1.3A	Where the Coverholder is established in Australia, Data Protection Laws include the Privacy Act 1988 (as amended by the Privacy Amendment (Private Sector) Act 2000 and the Privacy Amendment (Enhancing Privacy Protection) Act 2012) and any regulations, codes or guidance issued under it, and processing will be undertaken in accordance with the Australian Privacy Principles.	Comment by Matthew Logue: Variation

Option A = only to be used where Coverholder is based in Australia

Option B = to allow specific data protection laws from specific jurisdictions to be inserted where required

13.1.3B	Data Protection Laws will also include the following:

13.1.3B.1 <Free Text[endnoteRef:2]13.1> [2: 13.1 Applicable Data Protection Laws:
Free text inserted by user
] 


To the extent of any inconsistency between particular legislation, the more stringent requirement will apply.


13.1.4	Data Subject means the identified or identifiable natural living person to whom the Personal Data relates.

13.1.5	Independent Data Controller means a Data Controller which alone determines the purposes and means of the processing of Personal Data.

13.1.6	Personal Data means any information relating to the Data Subject.

13.1.7	Personal Data Breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data processed under or in connection with this Agreement.

13.1.8	UK IDTA means the UK International Data Transfer Addendum to the EU Commission Standard Contractual Clauses issued by the UK Information Commission under Section 119A (1) of the Data Protection Act 2018.

13.1.9	EU Standard Contract Conditions (EU SCC) means Module 1 and / or Module 2 (as the context dictates) of the European Commission Implementing Decision (EU) 2021/914 of 04 June 2021 and, to the extent that a transfer of Personal Data is subject to UK Data Protection Laws, those Modules as amended, supplemented or read together with the UK IDTA.

Roles

13.2A	Where Personal Data is processed under or in connection with this Agreement, each of the Coverholder and the Insurers acts as an Independent Data Controller in respect of its own processing and determines independently the purposes and means of such processing.	Comment by Diane Gillett: Variation

Option A = for when the CH is deemed to be an Independent Data Controller

Option B = for when the CH is deemed to be a Data Processor

13.2B	Where Personal Data is processed under or in connection with this Agreement, the Insurers act as Data Controllers and the Coverholder acts as a Data Processor on behalf of the Insurers.

Permitted Purposes

13.3	Personal Data may be processed under this Agreement solely for the purposes of:

13.3.1	Quoting, underwriting, pricing risks and binding risks.

13.3.2	Issuing, administering, amending, renewing and cancelling policies.

13.3.3	Managing bordereaux (or other reporting methodology), premium, accounting and settlement processes.

13.3.4	Handling, investigating, administering and settling claims.

13.4.5	Audit and oversight, including quality assurance and risk management.

13.5.6	Data analytics, portfolio and exposure management, and related data type uses for the exercise of authority granted under this Agreement.

13.5.7	Compliance with applicable law and regulation.

13.5.8	The exercise of contractual rights and fulfilment of obligations under this Agreement.


Responsibilities

13.4	Where processing Personal Data under or in connection with this Agreement, both the Coverholder and the Insurers, to the extent applicable to its role, must:

13.4.1	Comply at all times with its obligations under Data Protection Laws and take reasonable steps to avoid any act or omission that would result in the other party being in breach of Data Protection Laws.

13.4.2	Notify the other party without undue delay after, and in any event within <48 hours[endnoteRef:3]13.2> of, becoming aware of a Personal Data Breach. [3: 13.2 Personal Data Breach Notification Timescale:
Insert time period (minimum 24 hours)
] 


13.4.3	Where responsible for a Personal Data Breach, remedy the Personal Data Breach and provide such information as is reasonably requested.

13.4.4	Co‑operate with each other to enable compliance with Data Protection Laws, including in respect of Personal Data security, Personal Data Breaches, Data Subject rights, regulatory notifications and data protection impact assessments.

13.4.5	Implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including preventative and detective measures such as encryption, access controls, malware protection, staff training and business continuity arrangements.

13.4.6	Ensure that all persons authorised to process Personal Data are subject to appropriate confidentiality obligations.

13.4.7	Where a request from a Regulatory Body for disclosure of Personal Data has been received, to the extent legally permitted:

13.4.7.1	Notify the other party.

13.4.7.2	Cooperate in responding to the request.

13.4.7.3	Take reasonable steps to resist disclosure where appropriate.

13.4.7.4	Disclose only the minimum amount of Personal Data required by applicable law and regulation.

13.4.8	Retain Personal Data in accordance with its own retention policies and applicable law and regulation.	Comment by Diane Gillett: Conditional provision

Will only apply if Coverholder acts as Data Controller

13.5	The Coverholder must ensure that appropriate privacy notices are issued to Data Subjects in accordance with applicable Data Protection Laws, including as set out in Module 7 – Evidence of Policies Bound.
:

13.6	The Coverholder must also:	Comment by Matthew Logue [2]: Conditional Provision

Will only apply if Coverholder acts as Data Processor

13.6.1	Notify the Insurers where the Coverholder is required by applicable law and regulation to process Personal Data otherwise than in accordance with the Insurers’ instructions, unless prohibited by applicable law and regulation.

13.6.2	Not disclose Personal Data to any third party except as permitted by this Agreement or required by applicable law and regulation.

13.6.3	Assist the Insurers in responding to Data Subject requests and in complying with obligations relating to Personal Data security, regulatory notifications, data protection impact assessments and regulatory consultations.

13.6.4	In the event of a Personal Data Breach, not make any notification to a regulator or Data Subject unless specifically instructed to do so by the Insurers.

13.6.5	At the Insurers’ option upon termination of this Agreement, delete or return all Personal Data and delete any existing copies except where retention is required by applicable law and regulation.

13.6.6	Cease processing all or part of the Personal Data except to the extent required by applicable law and regulation at the request of Insurers.

13.6.7	Not appoint any sub‑processor without the prior written consent of the Insurers and must ensure that any approved sub‑processor is subject to written obligations no less protective than those set out in this Module. The Coverholder remains fully liable for the acts and omissions of its sub‑processors.

13.6.7.1	The Insurers have provided consent for the Coverholder to use the services of the following sub-processor(s):	Comment by Diane Gillett: Conditional Provision

Only to be used where Insurers have consented to sub-processor appointments.

Each sub-processor will need to be detailed as a separate provision.

13.6.7.1.1	<Legal Entity name of sub-processor> at <address of sub-processor>.

13.6.7.1.2	<Legal Entity name of sub-processor> at <address of sub-processor>.

13.6.7.1.3	Etc…

13.6.8	Upon request, provide such information as is reasonably necessary to demonstrate compliance with this Module and permit audits in accordance with this Agreement.	Comment by Diane Gillett: ? Link to where audit related provisions are in the CBAA?

13.6.9	Retain Personal Data only for so long as instructed by the Insurers or otherwise in accordance with Data Protection Laws.

13.7	International Transfers and Standard Contractual Clauses

13.7.1	Personal Data must not be transferred from the United Kingdom, the European Economic Area or Switzerland to a jurisdiction which is not recognised as providing an adequate level of protection unless appropriate safeguards are implemented in accordance with applicable Data Protection Laws.

13.7.2	Where Personal Data is transferred from the UK, European Economic Area or Switzerland to a jurisdiction which is not recognised by the European Commission as providing an adequate level of protection, the EU SCC will apply to that transfer.

13.7.3	The EU SCC will apply automatically as between the relevant transferring party and the relevant receiving party in respect of the relevant transfer, as follows:

13.7.3.1   	where the transferring party and the receiving party each act as Data Controllers, Module 1 (Controller‑to‑Controller) will apply;

13.7.3.2   	where the transferring party acts as a Data Controller and the receiving party processes Personal Data on its behalf, Module 2 (Controller‑to‑Processor) will apply.

13.7.4	The applicable Module will apply by operation of this Agreement and forms an integral part of it.

13.7.5	The Coverholder and Insurers must cooperate in good faith to complete any transfer impact assessment or other documentation required under applicable Data Protection Laws in connection with an international transfer.

13.7.6	Optional Clause 7 of the EU SCC (Docking Clause) will apply such that the EU SCC may be extended to apply to additional parties where those parties subsequently become involved in the transfer or processing of Personal Data in connection with this Agreement, including (where applicable) additional group companies or replacement parties. Any such party may accede to the EU SCC without the need for the EU SCC to be re-executed in full, provided that the relevant accession is documented in writing and that the acceding party assumes the rights and obligations applicable to it under the EU SCC in respect of the relevant transfer.

13.7.7	The optional redress provision (clause 11(a) (Redress) of the EU SCC) permitting data subjects to mandate a not-for-profit body, organisation or association to bring a claim on their behalf does not apply.

13.7.8	Option 1 of Clause 9 of the EU SCC  (Use of Sub‑Processors) will apply and therefore the Coverholder may not appoint any sub‑processor without the prior written consent of the Insurers, and that any approved sub‑processor must be subject to written contractual obligations no less protective than those imposed on the Coverholder under this Agreement, the EU SCC and applicable Data Protection Laws.

13.7.9	For the purposes of Clause 17 of the EU SCC (Governing Law), Option 1 will apply and the governing law will be the law of <England and Wales[endnoteRef:4]13.3>. [4: 13.3 Jurisdiction and Governing Law:
Auto populated from Module 14
] 


13.7.10	For the purposes of Clause 18 of the EU SCC (Choice of Forum and Jurisdiction), the courts of <England and Wales[endnoteRef:5]13.4> will have exclusive jurisdiction. [5: 13.4 Jurisdiction and Governing Law:
Auto populated from Module 14
] 


13.7.11	The Coverholder and Insurers agree that the requirements of Annex I and Annex II of the EU SCC are satisfied by reference to this Agreement and that to the extent permitted by applicable law and regulation, no separate annex, schedule or standard form tables are required.

13.7.12	Each party must ensure that any onward transfer of Personal Data is made only where appropriate safeguards are implemented in accordance with applicable Data Protection Laws, including, where applicable, by entering into the EU SCC or other recognised transfer mechanisms, and ensures a level of protection equivalent to that required under this Agreement and the EU SCC.

Survival	Comment by Diane Gillett: Consider sweeping into a general survival clause - TBC	Comment by Diane Gillett: Check Module 14 for General Survivorship and / or build into Module 1.	Comment by Diane Gillett: Where we have “or such other period…..” words may need amending so that CBAA can reflect the “such other period” - perhaps with a default to a minimum of 7 years.

TBC 
13.8	The rights and obligations under this Module must continue throughout this Agreement and for a period of <7 years[endnoteRef:6]13.5> thereafter or such other period as the Insurers may require or as may be required pursuant to any applicable law and regulation. [6: 13.5 Survival Period:
TBC] 
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