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EXECUTIVE BRIEF

Securing Tomorrow: Dynamic SBOMs
for Agile and Al applications

Executive Summary

Cybersecurity threats are ubiquitous and evolving in an era marked by rapid digital transformation.
Organizations increasingly rely on advanced cybersecurity frameworks to stay ahead. The Software Bill
of Materials (SBOM) and Vulnerability Exploitability Exchange (VEX) are cornerstone tools in these
frameworks, providing in-depth visibility and actionable insights into software vulnerabilities. This
whitepaper is crafted for CISOs, Heads of Application Security, and GRC professionals, offering a
technical roadmap and strategic analysis on implementing SBOM and VEX effectively to enhance
security, compliance, and operational effectiveness.



Introduction

In today's complex digital landscape, the intricacies of software ecosystems demand
unparalleled transparency and proactive management of potential vulnerabilities. SBOMs
and VEX are pivotal in furnishing this transparency, equipping organizations with the tools to
address vulnerabilities preemptively. This guide explores these essential tools' technical
specifications, regulatory implications, and strategic applications.

SBOM: Unpacking its Strategic Value

SBOMs are a foundational element within cybersecurity frameworks by detailing every
constituent of software products. This practice is not merely beneficial but has become
mandated in several contexts:

e The U.S. Executive Order on Cybersecurity explicitly requires the creation of an SBOM
for all software utilized within the federal government, aiming to fortify supply chain
security

e FDA Guidelines for Medical Devices mandate the inclusion of SBOMs to enhance the
management of risks and bolster patient safety

e According to NIST’s guidelines on vulnerability management, the strategic utilization
of VEX can significantly enhance the prioritization and mitigation of threats

The Role of VEX in Enhancing Software Security

VEX enhances SBOM data by providing a contextual analysis of the documented
vulnerabilities, assessing which are practically exploitable based on the specific environment
of the software. This contextualization allows for a more focused and efficient security
response.

In Practice

The practical implementation of SBOM and VEX occurs in two key steps: (1) SBOM report
production and (2) integration into the SDLC.

(1) SBOM Report Production: Industry standards to produce and report on SBOM, VEX
have emerged with the following standards leading the way in its prevalence,
acceptance, and interoperability:

e CycloneDX, championed by OWASP, is a lightweight, flexible standard designed
for application security, enabling extensive software application
documentation.

e SPDX (Software Package Data Exchange), supported by the Linux Foundation,
promotes a comprehensive exchange of information about software packages,
facilitating easier compliance and better data management.


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://spdx.dev/

e Tools like Grype or Trivy can be integrated into security workflows to
automatically scan for vulnerabilities and generate prioritized VEX reports,
optimizing the management of security risks

(2) Integration into the SDLC: Integrating CycloneDX or SPDX within CI/CD pipelines,
such as Jenkins or GitHub Actions, automates the generation of SBOMs with every
code commit, ensuring continuous transparency.

Specialized SBOMs for Diverse Needs

Specific applications, like cryptographic solutions and machine learning projects, require
specialized SBOMs:

e Developing a Crypto BOM using tools like Salus or HashiCorp Vault ensures effective
management of cryptographic materials.

e ML-BOMs, tailored for machine learning applications, detail specific dependencies and
data sets, enhancing the oversight and security of these complex projects.

The Need for Dynamic SBOM

GitHub's 2023 State of Open Source Report reveals that source code production is up 30%
(with a 248% increase in Al-generated code), introducing unique challenges and
vulnerabilities at an unprecedented pace. This rapid evolution necessitates a shift from
traditional security audits to dynamic, real-time security measures. Traditional security audits
are no longer sufficient, with software components updating on average every three months.
Stale SBOMs quickly become a liability, failing to reflect the security landscape of
fast-evolving software ecosystems.

Integrating SBOMs and VEX into DevSecOps workflows ensures that security measures evolve
in lockstep with continuous development cycles. This integration allows for immediate
vulnerability assessments with each new code release, which is crucial for managing the risks
associated with rapid development and Al-generated code.

Today's cybersecurity threats evolve as quickly as the technologies they aim to exploit. A
dynamic security strategy, capable of adjusting to real-time developments and new threat
vectors introduced by Al, is vital for maintaining robust defenses.

The surge in Al-generated code transforms software development, necessitating more agile
and integrated security measures. Organizations can effectively counter emerging risks by
updating SBOMs and VEX dynamically through DevSecOps, ensuring security and compliance
in an era of digital acceleration. This approach not only manages the rapid pace of
development but also addresses the complexities introduced by Al, ensuring comprehensive
protection in a continually evolving threat landscape.


https://github.com/anchore/grype
https://github.com/aquasecurity/trivy
https://github.com/coinbase/salus
https://www.vaultproject.io/

Key Requirements for Building a Dynamic SBOM Program

Several critical infrastructure, technology, and personnel elements must be established to
ensure the successful implementation and operation of a dynamic SBOM and VEX program.
Below is a table outlining the specific requirements and their corresponding measures of

Success:

Category

Infrastructure

Technology
Stack

Personnel

Requirement

Advanced IT infrastructure
capable of supporting
continuous and automated
updates.

Automated tools for continuous
SBOM and VEX updates.

State-of-the-art software tools
for generating, updating, and
managing SBOMs and VEX.

Tools must support both
generation and real-time
updating of SBOMs and VEX.

Skilled cybersecurity and IT
personnel trained in SBOM and
VEX methodologies.

Continuous training and
development programs for IT
staff.

Measure of Success

SBOM and VEX reports are generated
every 2 hours and on every code
commit.

Automated processes are in place,
ensuring up-to-date documentation
and threat assessment.

Tools are effectively integrated into
the CI/CD pipeline, enabling
seamless and efficient operations.

The technology stack can handle the
processing load and provide
real-time data accessibility.

Personnel are proficient in handling
the specific tools and processes
involved in SBOM and VEX
management.

Staff remain updated with the latest
cybersecurity trends, tools, and
practices.



Compliance rate of 100% with
internal and external standards;
policies are regularly reviewed and
updated.

Clear policies for managing and
updating SBOMs and VEXin line
with regulatory standards.

Policies and
Procedures

Implementation Considerations:

e Infrastructure: Ensure that the IT infrastructure is robust enough to handle the
demands of continuous and automated updates. This might include server capacity,
network capabilities, and security measures to protect data integrity.

o Technology Stack: Select tools that are capable of generating and updating SBOMs
and VEX and are compatible with existing systems to ensure smooth integration.
Compatibility checks and pilot testing are recommended before full-scale
implementation.

e Personnel: Investin regular training and development for the IT team to keep them
abreast of new technologies and practices in cybersecurity management. Consider
certifications in cybersecurity, which can help maintain high standards.

e Policies and Procedures: Develop comprehensive guidelines that detail every aspect
of SBOM and VEX management, from generation to maintenance. Conduct regular
audits to ensure adherence to these policies and identify improvement areas.

This structured approach ensures that each component of the SBOM program is effectively
managed, maximizing the organization's security and compliance benefits.

Conclusion:

SBOMs and VEX are not just tools but fundamental components of a proactive cybersecurity
strategy. This guide provides the technical foundations and strategic insights required for
effective and sustained implementation, supporting CISOs, application security heads, and
GRC professionals in navigating their cybersecurity landscapes.



