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• Despite these efforts, customers continue to 
experience delays due to Undeliverable As 
Addressed (UAA) mail and packages.  The most 
recent statistics show 4.4 billion pieces of mail 
that were forwarded, returned to sender, or 
wasted in a year.  At the same time, USPS costs 
associated with handling UAA continues to 
increase.  The most recent statistics shows $1.4B 
in costs for one year.

• Modernization is needed to improve the quality 
of addresses and reduce UAA.

USPS® has an expansive list of partners in the mailing 
industry to ensure mail and packages have quality 
addresses.  This is primarily driven by two factors:  

1. Address standardization (CASS-certification): 
Complete and accurate address 

2. Move Update (NCOA license network): Current 
address of recipient (name and address)

• First-Class, Marketing, and Periodical mailers are 
required to perform address hygiene at periodic 
frequency - Move Update every 95 days, Address 
Verification every 90 days.

Return at 73¢ / pc. 
1.262 Billion pieces

$913.7 Million

Waste at  9¢ / pc. 
2.561 Billion pieces

$227.8 Million

Forward at 34¢ / pc. 
548.2 Million pieces

$184 Million

Address Landscape
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Open Connect via the internet, available 
in East and West regions 
 

Direct Connect to USPS APIs within 
the same cloud service provider region

Core APIs Open Connect Avg Direct Connect Avg

Addresses 16ms 13ms

Prices 31ms 30ms

Service Standards 48ms 18ms

Labels 85ms 39ms

FY25 YTD Core API Response Time 
by Integration Type* 

As of 9/29/2025*Measured from request hitting USPS Apigee gateway to time of response transmittal. 

USPS® API Performance 

Integration Options

USPS APIs provide Low Latency, High Performance and Better Redundancy by providing multiple 
cloud integration options and advanced deployments (blue/green) resulting in no outage for our core APIs.
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Address Details API Request Elements
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Security of Product

• Shift from File Transfer (SFTP) to Granular Security focused API

Data is Anonymized and privacy is preserved

• Rate Limiting & Throttling

Protecting our APIs from abuse and denial-of-service and ensuring 
fair usage for all customers.

• Granular Authentication and Monetization Support
OAuth 2.0 and API tokens and MFA

• Securing Underlying Database
Encrypting data in transit using TLS and securing sensitive data at

• Protection of Secrets in FIPS Approved Storage Solution
All Encryption and Hash Keys are stored in FIP certified cloud solution

• Performance Centric with Authentication and Low Latency
API endpoints are protected using tokens, auth flows and WAF using 
API-Management solution that offers cashing for low latency

• Scalable and low Operation Expense

The API endpoints can be scaled for various use-cases in the future 
without rearchitecting or re-platforming the solution

• Reduce Customer overhead with Data drive API instead of ETL
Customer Utilize the API to get specific data instead of data set and 
parsing through files specific customer information???

• Supports future AI - API Supports future tools including Agentic
The API can be used with Agents, GenAI chatbots, and part of AI 

driven automation workflows

• Holistic Monitoring –

Real-time monitoring for unusual activity with alerts for potential 
security incidents.
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Feature Current System API Implementation

Minimum Address Requests Minimum of 100 address requests (NCOA) No minimum for address requests

Data Delivery Method Deployment of 17+ GB data files on weekly/monthly schedule New address information via API web service call

Integration Complexity Requires licensees to develop software to match new address info Easier integration with customer software  

Data Freshness Weekly/monthly updates Near real-time address updates 

Usage Statistics Reporting

CSL & PAF Processing (NCOA):

- Customer stores statistics when processing customer files
- Customer provides FIXED length files monthly
- Data is uploaded to mainframe for validation

- Data is downloaded for bulk load into Oracle

No monthly PAF or CSL submission required

Real-time CSL & PAF Statistics for NCOA: 
Auto Captured

Logs are captured in real-time by USPS with 

API request. (API request data is not be retained)

Auditing Licensees audited periodically (NCOA)

Automate though AI/ML risk models 

- Mail volume ratio to API calls
- Unusual Patterns of API calls
- Repeated iteratives of COA lookups  

- False Positive hit rate

Security & Management
Data secure during the build process and contains SHA-256 

technology when made available to customers.

Enterprise-level API management (Apigee) with security 

gateway

Current System vs API Implementation
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NCOA API Request Elements
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NCOALink® vs API CSL Requirements

Request 
Object

Req? Description Example Element

CRID
ID used to identify Customers registered to use Web Service. It 
represents a business at a location.

"12345678"

License ID License ID used to identify Customers with an NCOA+ license. "TAAA"

PAF FormID
Processing Acknowledgement Form ID signifies the 
Customer/BALA/End User (List Owner) for whom the request is 
made. BALA is a broker, agent, or list administrator.

1

Name 
Addresses

List of Name Addresses to search in the batch. Array of Addresses

Full Name
COA Full Name (Prefix, First Name, Middle Name, Last Name, 
Suffix)

"SAMPLE CORP"

Street 
Address

The number of a building along with the name of the road or 
street on which it is located.

"123 MAIN ST"

Last Line City State ZIP Code "WASHINGTON DC 20260"

Urbanization
An area, sector, or residential development within a geographic 
area (typically used for addresses in Puerto Rico)

""

Recorded ID/Keyline/etc – anything to identify the customer record "1"

Number Of 
Months

Number of Months for the request 1 THROUGH 48. Minimum of 1 
month & Maximum of 48 months.

48

Record Count Number of Records in name Addresses Array for processing. 1

NCOALink CSL Data sent monthly NCOA+ API Specification

USPS® will automate CSL generation 
based on API transactions 
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GEOCODING
An input address is translated into geolocational latitude 
and longitude coordinates (front door, mailbox, or both).

Delivery

Method
Coverage

Coordinates 

Included

Apigee
Nationwide, ~170M 

coordinate pairs

Front door and mailbox 

MDD scan locations

Address 475 L’Enfant Plaza SW

City Washington

State DC

ZIP 20260

(38.8836710…, -77.0264510…)

INPUT

OUTPUT
Front Door Coordinates

Geocoding API
Enhanced Addresses 3.0 | devportal

Lat/longs Available
Addresses:               171,125,697
Mailbox Coordinates:  170,813,209      99.82%
Door Coordinates:     169,677,637       99.15%

USPS establishes geo-coordinates to deliver mail and 
packages and verify accurate delivery location. 

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdevelopers.usps.com%2Faddressdetailsv3&data=05%7C02%7CAngela.D.Lawson%40usps.gov%7C5c989a1522ab4703959208de748ef3e4%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C639076354471874660%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OFqt0%2BX0Yg%2F7Ugxbf1ik3cuENkQgFclXn3MlXSAVi%2Fk%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdevelopers.usps.com%2Faddressdetailsv3&data=05%7C02%7CAngela.D.Lawson%40usps.gov%7C5c989a1522ab4703959208de748ef3e4%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C639076354471874660%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OFqt0%2BX0Yg%2F7Ugxbf1ik3cuENkQgFclXn3MlXSAVi%2Fk%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdevelopers.usps.com%2Faddressdetailsv3&data=05%7C02%7CAngela.D.Lawson%40usps.gov%7C5c989a1522ab4703959208de748ef3e4%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C639076354471874660%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OFqt0%2BX0Yg%2F7Ugxbf1ik3cuENkQgFclXn3MlXSAVi%2Fk%3D&reserved=0
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How to Get Started

Existing NCOALink® licensees will be granted access to the Address API under an 
Operational Test License agreement.  To get started onboarding to the NCOALink 
API, follow the steps below:  

• Contact NCSC at NCOALink@usps.gov for instructions and API documentation.

• Navigate to the Customer Onboarding Portal (COP) and create a USPS® 
Business Account.

• Setup payment in EPS 

• Once EPS Account added, select the ‘My Apps’ icon on the top right of the 
Customer Onboarding Portal (COP) to obtain security credentials (consumer 
key and secret). Follow the instructions on the Getting Started tab to create 
an App. For convenience, copied here:
Click the Developer Apps above and then Add App and complete the following 
steps to create an App:

• Click "Add app" button

• Edit "App Name" for your App, if desired

• Enter "Callback URL" (optional)

• Select ‘Manage’ on the newly created app and press 
‘Refresh Claims’. This will authorize the app to access 
protected information resources for your payment 
accounts, permits, CRIDs, MIDs, and subscriptions, 
which will be required by several USPS APIs.

• Copy the consumer key and consumer secret for use.

• Generate your OAuth Token, OAuth specifications, 
by passing the consumer key and consumer secret 
obtained as the client id and client secret, 
respectively.  All USPS APIs require an OAuth Token 
to be conveyed in the Authorization header, using 
the Bearer Token scheme. Reference the USPS 
GitHub page for a repository that contains example 
Postman requests and Curl commands.

• To test, please use your production credentials and 
send requests to the Testing Environment for Mailers 
(TEM) by changing the base URL of the endpoints 
from "apis.usps.com" to "apis-tem.usps.com".

• Enter "Description" (optional)

• Select the APIs Available (required)

• Click "Add App" Button

mailto:NCOALink@usps.gov
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcop.usps.com%2F&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7Caf5c95ac867c487fd29108de1bec2851%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638978898272490537%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Tgl1pcuK00Pr2uK8Ar9r5R4nzwN8NoNA6S1NhZk7kGM%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcop.usps.com%2F&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7Caf5c95ac867c487fd29108de1bec2851%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638978898272505847%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=sLQikberRmvXPAc4oB%2Bw5mHYwGgvUgytZEiGOI48iaw%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdevelopers.usps.com%2Fapi%2F81&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7Caf5c95ac867c487fd29108de1bec2851%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638978898272521007%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=F%2F86Fivax7PjSLCihP8cyyphAmPkzvmiEo9WAbX7YuM%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2FUSPS%2Fapi-examples&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7Caf5c95ac867c487fd29108de1bec2851%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638978898272536502%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cjvmmJPyCTLfdM65HpHGu9KWV7dppXYUzjjY3MQ0%2FMU%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2FUSPS%2Fapi-examples&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7Caf5c95ac867c487fd29108de1bec2851%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638978898272536502%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cjvmmJPyCTLfdM65HpHGu9KWV7dppXYUzjjY3MQ0%2FMU%3D&reserved=0
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• FAQs: Modernization of Address & NCOA Processing with APIs - Q & A | PostalPro

• NCOA+ API Specification:  NCOA API Specifications | PostalPro

• Addressing API Specification: Addressing API Specifications | PostalPro

• Tech Sheets

– Addressing Vendors: Addressing API - Vendors | PostalPro

– Addressing End Users: Addressing API - End Users - Tech Sheet | PostalPro

– NCOA+ API: National Change of Address - API | PostalPro

API Documentation

https://postalpro.usps.com/NCOA_API_Modernization_QA
https://postalpro.usps.com/NCOA_API_Modernization_QA
https://postalpro.usps.com/NCOA_API_Modernization_QA
https://postalpro.usps.com/NCOA_API_Modernization_QA
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpostalpro.usps.com%2FNCOA_API_Spec&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7C3631dddcfafc4718707b08de20763933%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638983889292791620%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=43DYM%2F25UfotMUiKNA9OyV5k4H6GHGCWQPE1obB%2FlgQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpostalpro.usps.com%2FNCOA_API_Spec&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7C3631dddcfafc4718707b08de20763933%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638983889292791620%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=43DYM%2F25UfotMUiKNA9OyV5k4H6GHGCWQPE1obB%2FlgQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpostalpro.usps.com%2FAddressing_API_Specs&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7C114bf29064654d6b2d2008de2079a483%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638983903970639392%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4LzOZ109hUgQ22VYHGqbewOF2EcoB93CKJ7xSRr6%2B6A%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpostalpro.usps.com%2FAddressing_API_Specs&data=05%7C02%7CStarlene.R.Blackwood%40usps.gov%7C114bf29064654d6b2d2008de2079a483%7Cf9aa5788eb334a498ad076101910cac3%7C0%7C0%7C638983903970639392%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4LzOZ109hUgQ22VYHGqbewOF2EcoB93CKJ7xSRr6%2B6A%3D&reserved=0
https://postalpro.usps.com/Addressing_API_Vendors
https://postalpro.usps.com/Addressing_API_Vendors
https://postalpro.usps.com/Addressing_API_Vendors
https://postalpro.usps.com/Addressing_API_Vendors
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/Addressing_API_End_Users
https://postalpro.usps.com/NCOA_API
https://postalpro.usps.com/NCOA_API
https://postalpro.usps.com/NCOA_API
https://postalpro.usps.com/NCOA_API
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Questions 
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