Rezolve.ai

\ BCP Testing

Drill test Type

Database Restoration

Process Name

Critical Database Recovery and Service Continuity

Test type Internal

Date 29 September 2025
Start Time 2PMIST

End Time 3PMIST

Location Chennai location

Drill Objective

To simulate a database failure scenario and evaluate the readiness of the
Disaster Recovery Team (DRT), Emergency Response Team (ERT), and
Business Response Team (BRT) in restoring critical databases and
ensuring continuity of essential operations.

Team Members involved in
testing

DRP Team - Aanchal Saini, Akshaya, Neil Dattani
ERT Team - Boopathi, Udaya Bhaskar Reddy
BRT Team -Boopathi, Udaya Baskar Reddy

Test Scenario

To restore critical databases from backups and validate data integrity
and database connectivity in the event of database corruption,
accidental deletion, or system failure.

Recovery Steps

ERT initiated the database restoration procedures from verified backup
sets.

ERT and BRT coordinated to ensure business operations could continue
during the restoration process.

Restoration was validated by confirming data integrity, application
connectivity, and system performance.

DRT documented the restoration process, recovery time, and any
deviations.

Status of test result

Successful

Deviations (if any)

NIL

Prompt activation of ERT and DRT
Effective communication and task management during the drill

Outcomes Minimal/no impact to critical business processes

The drill successfully tested our preparedness for database failure
Remarks scenario. The teams demonstrated effective management and

continuity of operations. No impact to critical business operations.

This report and the accompanying evidence are compliant with SOC 2
Compliance standards, ensuring that all critical aspects of the drill have been

thoroughly documented and analyzed.

Attach/append drill/testing
evidences

See Attached in Appendix

Drill performed by

ERT Authorized by

Boopathi, Udaya Bhaskar
Reddy

Boopathi Udaya B Reddy




Appendix A - Evidence

1)Database restore-

lome >

[ RestorePostgreSQLFlexibleServer_23fe7728d431443eb3180061b264cbc9 | Overview

Deployment

2 Search X o« lii] Delete () Can *" Redeploy 1 Download () Refresh

£ Overview

@ Your deployment is complete

8 Inputs
m o name L 23fe7728d431443eb3180061b264c... Start time  : 28/09/2025, 13:48
= Outputs Subscription Visual Studio Enterprise: BizSpark Correlation ID : adad57b7-44cd-4
Resource group  : Production-New-US-West

3 Template

> Deployment details

“ Nextsteps

premiumrestoresep29 | Activity log  # * X

Azure Database for PostgreSQL flexible server
£ search o«  Activity == Editcolumns () Refresh £33 Export Activity Logs  + Download as SV @ Insights 37 Feedback
@ Overview
& Aciviylog @ Looking for Lag Analytics? In Log Analytics you can search for performance, diagnostics, heaith logs, and more. Visit Log Analytics .
fa Access control (IAM) [0 search ¢ Quick Insights
@ Tags Management Group : None Subscription : Visual Studio Enterprise: BizSpark Event severity : Timespan : Last 6 hours
K Diagnose and salve problems Resource group : Production-New-US-West X Resource : premiumrestoresep29 Ty Add Filter
1. Resource visualizer

8 items.
Migrati

@ Mgraton Operation name Status Time Time stamp Subscription Event initiated by

# Fabric mimoring (preview)
s @ Update Postgre' Succeeded anhourago  Man Sep 29 2025 13:5443 GMT+0530... Visual Studio Enterpris... ub@rezalveai
v Settings
© Update Pos Started  anhourago  Mon Sep 29 2025 13:48:28 GMT+0530... Visual Studio Enterpris... ub@rezolveai
(@ Compute + storage
© Update Pos Accepted  anhourago  Mon Sep 29 2025 13:48:29 GMT+0530... Visual Studio Enterpris... ub@rezolveai
& Networking
@ GetPostgre Running  anhourago  Mon Sep 29 2025 13:49:29 GMT+0530... Visual Studio Enterpris... ub@rezalve.ai
& Databases
© GetPostgre Running  anhourago  Mon Sep 29 2025 13: T+0530... Visual pri

& Connect B
© GetPostgre Running  anhourago  Mon Sep 29 2025 13:51:29 GMT+0530... Visual Studio Enterpris... ub@rezolveai

B server parameters

© GetPostgre Running  anhourago  Mon Sep 29 2025 13:5: 530... Visual Studio E

@ Replication
@ Get Postgre Running anhourago  Mon Sep 29 2025 13:53: Visual Stud P

] Maintenance
B High avalability

& Backup and restore

2) Database connections-

Connect g
| Connection settings
| PostgreSQL connection settings
~ Connection settings Main | Advanced  Driver properties | SSH + sSt, Proxy v [B) Na profile v
Initialization ]
| Shell Commands Sarver
| Clientidentification Connectby: ® Host  URL
1 Transactions URL: e o Connection test
| General
| Metadata Host: ¢ Leis R
| Erors and tmeouts D,..b.;.;‘ (@) comected (1425 me) [ Show all databases
o ;:;‘S'E’ Server:  PostgreSQL 16.9 |
> Data Editor Authenticatt PostgreSQL 16.9 on x86_64-pe-linux-gnu,
!> QL Editor | compiled by gce (Ubuntu
| mnmﬂl 7.5.0-3ubuntu1~18.04) 75.0, 64-bit
| Username: Driver:  PostgreSQL JDBC Driver 42.7.2 |
| Password: |
' vetas>> QD |
| — —
|
|
|
| @ Connection variables information @ PBostaresoL
Driver name: PostgreSQL Driver Settings Driver license

Test Connection ... Close oK




3) Datasize checked-

AZric §

|<T SELECT nspname AS "schema", relname AS | s ] Enter a SQL expression to filter
= @ | AZ < schema v | AZ relation ¥ | AZ total_size e
& -
iEe] 1 emmapull_prod | pd_all_info 58 GB
2 emmapull_prod users 20 GB
P
E 3 emmapull_prod user_journal 18 GB
= 4 emmapull_prod pd_events 7396 MB
5 emmapull_prod pd_history 4623 MB
5] emmapull_prod gna_faq 1790 MB
7 ticketing_v2_prod scheduler_jobs 1727 MB
8 emmapull_prod sync_job 1495 MB
9 emmapull_prod query 1262 MB
10 emmapull_prod bot_config_history 825 MB
11 ticketing_v2_prod tag 519 MB
'.g 12 ticketing_v2_prod mail_server_item 497 MB
g 13 emmapull_prod conversations 444 MB
o .
< 14 catalog_prod audit_log 312 MB
15 ammanill nrod rhatmeacanes 222 MR
4 ) Lastest data checked-
| T SELECT * FROM emmapull_prod.pd_all_infc| 7 Enter a T b v | &V
2 ® - [ [ ticket_id - | [z tenant_id v | AZ object_id v | @) createdat l -
& ]
gE 1 [1-5a4d64c0a652  a1b5541d-b634-42e4-91ff-99f207b19860  de58532c-1e17-4243-9b77-b6000829192c QUE-23780 2025-09-29 13:37:40.000 +0530] !
_ _»2 P-c2d69babafd  cae37c66-e87c-4d4b-a634-a948d679d454 de68532c-1e17-4243-0b77-b6000829192¢ CO-12103 2026-09-29 13:36:59.000 +0530
& 3 p-2112c64bfaaa  55a27905-3415-4574-b1b2-06602abfe17d  de58532c-1e17-4243-9b77-b6000829192c QUE-23779 2025-09-29 13:26:15.000 +0530
£+ »4 |7-80b1b9ce9879 a9aBe034-65b9-44f2-bb53-e73e8d7387eb de58532c-1e17-4243-9b77-b6000829192c CO-12102 2025-09-29 13:25:36.000 +0530
» 5 |e-0c4989daaedd 5e309f75-139f-48d2-a2df-4cOedffead18  de58532c-1e17-4243-9b77-b6000829192c QUE-23778 2025-09-29 13:21:04.000 +0530
» 6 }-4977d6e96f9d  602f2585-40cb-4aeb-bbaa-2a90decf0dc7  de58532c-1e17-4243-9b77-b6000829192c QUE-23777 2025-09-29 13:13:27.000 +0530
» 7 )c-41987dbc773c  f391450-1c08-48d7-9e4d-068d0bObd3ea de58532c-1e17-4243-9b77-b6000829192c QUE-23776 2025-09-29 13:11:41.000 +0530
» 8 [15-77daae0daafb 86b28c6c-1ba9-4303-a81e-db043a4dc358 de58532c-1e17-4243-9b77-b6000829192c QUE-23775 2025-09-29 13:09:55.000 +0530
» 9 [9-48fa04d02175 fdbbfade-ad5c-4315-b3f0-cb3424b3c978  de58532c-1e17-4243-9b77-b6000829192c QUE-23774 2025-09-29 13:08:31.000 +0530
» 10 [-3aalabbb2cc3  86181392-aee7-40fc-9953-15f2693b3398  de58532c-1e17-4243-9b77-b6000829192¢c QUE-23773 2025-09-29 13:07:18.000 +0530
» 11 |-a255bb3ce9af  5bb57def-cb06-4015-97ff-da572dac5c72  de58532c-1e17-4243-9b77-b6000829192c CO-12101 2025-09-29 13:06:48.000 +0530
T _» 12 jc-38c0d8fee’BS  4abadced-9610-4486-a728-c93465cc05d7 de58532c-1e17-4243-9b77-b6000829192¢c QUE-23772 2025-09-29 13:06:30.000 +0530
S » 13 F5-af157b66b203 9c6cada9-f3ed-466e-9df6-565af5e389cf  de58532c-1e17-4243-9b77-b6000829192c QUE-23771 2025-09-29 13:05:01.000 +0530
,'; » 14 p-4cbc63c211e0  f99d93ee-6690-4cca-O4dee-f36fef140ce9  de58532c-1e17-4243-9b77-b6000829192c QUE-23770 2026-09-29 13:02:50.000 +0530
3 » 18 Ve-7re7774R7aR0 RKR72rN20-a772-4f4a-RAA2-42774004fa77 deRRR22,-1017-4242-0h77-hANNNKR2A1A2~ NI IF-237RQ 2025-NQ-20 12:NN:12 NNO +NK3AN




