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1. Preface

1.1. Introduction

Essentially, the OCS platform facilitates online payments: both web based and mobile. An obvious
application for OCS would be to power an eCommerce webshop: checkout and pay online.

In practice, the platform goes well beyond this familiar use-case. Actually, OCS is a toolkit that
provides all means to make sure that an ‘ltem’ gets paid: now, or at a future point in time. The
implemented scope goes beyond the fundamental pay-now scenario.

It all starts with an Item. The Item is the subject of an intended transaction. Depending on the
Iltem-type, various attributes come into play. l.e. a Payment Item, obviously has an amount trait,
but can also have a dueDate attribute. Consequently, a dueDate, allows the platform to actively
track payment status. Payment Iltems depend upon remittance information. After all, eventually
these items will have to be reconciled. Etc.

Thus, Payment Items are not just retail goods. They are typically also bills, invoices, fines or
premiums.
Apart from Payment Iltems, there can also be SDD eMandate Items and PSD2 Consent Items.

1.2. Lifecycle of a Payment Item

In the context of traditional eCommerce, the lifecycle of a Payment Item is pretty compact: An Item
is created, and immediately after that, it gets paid

Pa

OCS supports a lifecycle that is more long living than the case described above. As illustrated on
following diagram, a Payment Item can be created at point in time D. At that point, a Checkout
Page is prepared and made available through a Checkout URL. The Checkout URL can be used
immediately (i.e. embedded in a web page), to pay that Item, or at a later stage (i.e. as part of an
email).



In practice, the payment can take place before, or after the Item Due Date . The Due Date is
simply the point in time a Merchant/Biller considers the Item should be settled. Beyond that date,

the Merchant/Biller may consider to charge overdue fines.
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In any case, the Item will be paid before the Item Expiry Date , because beyond the Expiry Date,
the Item is no longer tracked by the platform. It is simply no longer there, so it is no longer
‘payable’.

A Merchant/Biller may choose to suspend an Item at any point in time (but obviously before it
expires). Thus, the Item Suspension Date is the date after which the Item can no longer be
paid. It is still part of the system, so Checkout URL’s in older emails will still behave correctly. The
Item is naturally no longer payable, because the Merchant/Biller decided so.

During its lifespan, the Item runs through multiple State changes. At any time, it is possible to
guery, or even update, the actual Status of the Item.
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Dynamic Status information can be integrated into online resources like websites, emails and
mobile apps. These resources get the most up to date Status information directly from the
payments platform. On top of that, the Merchant itself has exclusive access to a more elaborate
set of ‘Extended Status’ Information, including the timestamp when a payment has been
authorised, and which payment product has been used.

Furthermore, the platform also exposes an Item Update interface. Through the Item Update API, a

Merchant/Biller can communicate whether an Item has been paid through a different channel.
Even if an Item has been settled through i.e. a regular Credit Transfer, it is valuable to maintain,



and feedback, the correct payment status to the payer. Additional possibilities offered by the Item
Update API are discussed later in this document.

1.3. About this document (and how it evolves)

This document is not final. You may want to obtain an up-to-date revision at regular intervals.



2. Getting Started

2.1. Web Service Endpoints

There are two levels of access to the platform:

1. Administration of Iltems that need to be paid, signed, approved, etc
2. Transaction Initiation by the actual payer, approver, etc

Both API’s are serviced by a different host:

%
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This document primarily describes the Item Administration API. So generally, replace
{hostname} by dolphin.pay-nxt.com.

2.2. Web Service Authentication

2.2.1. API Keys

Each OCS account comes with a set of APl Keys. An API Key authenticates the caller to the
platform. An authenticated caller is authorised to administer all Items belonging to its account:
create new Items, update attributes and query for status.

All requests carry the APl key as an HTTP_Authentication header.
Example:

Authorization: OCS-API 59956956-ac3e-46b3-a418-8d6e2aal9999

2.2.2. Simulation vs Live
There are two types of APl Keys:

1. Simulation API Keys
2. Live API Keys

Use a Simulation API Key while integrating your platform with OCS. In Simulation Mode, no fund
flows will take place. Actually, not even all payment products are available in Simulation Mode:
only the ones that support some kind of end-to-end simulation behaviour. This makes it possible to
test against the API, without actually having to perform Penny Tests ! : Statuses will be updated,
feedback will be triggered, reminders will be issued,... but no actual money is involved.

! Penny Tests are live production tests, using small amounts like 0.05€
10


https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.8

This also means that eventually Penny Tests are required, to assess the reconciliation flow in the
Merchants backoffice.

2.2.3. API Keys for access to sensitive resources

Regular API Keys can be upgraded to an elevated security level. Such API Keys are required for
access to resources that contain sensitive information or to initiate actions that require a higher
security level. An example of this is the information in the Payout Report.

Upgrading regular API keys can be done via the Merchant Dashboard (see OCS - Unifiedpost
Payments™ Dashboard - User Manual).

2.2.4. Take care

API Keys are first class credentials.

Please take into account following measures:

Make sure to manage API Keys as secret passwords.
During the integration process, only use Simulation API Keys.
When in doubt about the integrity of a Key, issue a hew Key and set
an end-date on the compromised Key.2

e Create dedicated API Keys for access to sensitive information.
Handle these keys with even more attention.

2.2.5. Key expiration

API keys expire if they have not been used for 3 months. If this happens, a Merchant can renew
the key via the Merchant Dashboard (see OCS - Unifiedpost Payments™ Dashboard - User
Manual).

2.3. Web Service Versioning

This document describes Version 1 of the Transaction Item API.

Therefore, replace {version} by v1.

Overall ...
https://{hostname}/api/{version}/{resource}

... becomes ...

https://dolphin.pay-nxt.com/api/v1l/{resource}

2 API Keys are currently managed through the OCS service desk.
11
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3. Payment Item Initiation

3.1. Quick Start

Following snippet is the most concise possible JISON body to initiate one Payment Item:

{
"items":{
"1 {
"paymentAttributes”:{
"amount":143.16,
"description”:"Utility Invoice 766243 - November 2018",
"reconciliationReference":"REF-900000766243"
}
}
}
}

When it is POST‘ed to:

https://{hostname}/api/{version}/items
(don't forget to add the API Key to the Authorization header)

... then the platform returns a set of URL’s:

{
"1":{

"id":"807594ae-d9c0-4ae5-ad81l-166eca6e81a7",

"paymentLinks":{
"checkout":"https://tx.pay-nxt.com/payment-checkouts/807594ae-...-166eca6e8la7",
"statusText":"https://tx.pay-nxt.com/payment-items/807594ae-...-166ecab6e8la7/status.txt",
"statusImage":"https://tx.pay-nxt.com/payment-items/807594ae-...-166ecabe8la7/status.png"

}

}
}

12
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The Checkout URL (checkout) is probably the first one you are looking for, as it points to the
Checkout page of our Item:

® © ® /3 ocs checkout x up

<« C | @ Secure https://starfish.pay-nxt.com/payment-checkouts/807594... v | O w3 ,i :

Payment summary

Merchant Olivera

Description Utility Invoice 766243 - November 2018
Merchant reference REF-800000766243

Amount EUR 143.16

Choose your payment method

The Netherlands most popular payment method

i
EdlV

The favourite payment method of Belgians
Bancontact

Payments processed by PAY-NXT 5.4, a wholly owned subsidiary of UnifiedPost 5.,
PAY-NXT 5.4 15 8 EU Payment Institution. licensed by the NBE_ (niifr)
Contact: Info@pay-nxt.com

PAYNXT

The Checkout page reflects the amount, description and reconciliationReference provided in the
JSON body from the request. The presented payment products, are pre-configured for the given
Merchant.

It is up to the developer to actually put the response URL’s to work. They can be integrated in
webpages, embedded in emails, etc. They can also be generated on the fly (i.e. as part of a
dynamic website), or requested upfront (i.e. in context of a batch system).

See Section “Appendix A. Hands-on examples using the API”, for a more detailed description to
reproduce this example.

13



3.2. Request Body

3.2.1. Batch Support

The Request Body is a sequence of 1 to 100 Items (Grouped by the items element)
multiple Items in a single request may be beneficial during batch processing.

{
"items": {
"1 {
"paymentAttributes": {
"amount": 143.16,
"description”: "Utility Invoice 766243 - November 2018",
"reconciliationReference": "REF-900000766243"
}
T
"2" {
"paymentAttributes”: {
"amount": 345.16,
"description”: "Utility Invoice 766768 - November 2018",
"reconciliationReference": "REF-900000766736"
}
}
}
}

. Grouping

Each Item is prefixed by a name. Here, that’'s "1" and "2". These names reappear in the

Response to be able to correlate the result back to the original request.

{
ll1ll:{

"id":"c97d82f7-f82b-4bc5-b6b5-5d96cbf50342",

"paymentLinks":{
"checkout":"https://tx.pay-nxt.com/payment-checkouts/c97d82f7-...-5d96cbf50342",
"statusText":"https://tx.pay-nxt.com/payment-items/c97d82f7-...-5d96cbf50342/status.txt",
"statusImage":"https://tx.pay-nxt.com/payment-items/c97d82f7-...-5d96cbf50342/status.png"

}

1
llzll .

"id":"04023ebd-588e-43ed-a4aa-7e97fb536231",

"paymentLinks":{
"checkout":"https://tx.pay-nxt.com/payment-checkouts/04023ebd-...-7e97fb536231",
"statusText":"https://tx.pay-nxt.com/payment-items/04023ebd-...-7e97fb536231/status.txt",
"statusImage":"https://tx.pay-nxt.com/payment-items/04023ebd-...7e97fb536231/status.png"

}

}
}

In this example, the names are chosen to be "1" and "2", but it is also possible to choose any

alpha-numerical name like e.g. "62765a4e3ca" and "b2e6583e3a5".

14



3.2.2. Structure

Each Item element will result in one single Checkout page.

{
paymentAttributes
payerAttributes
}
Attribute Name Description Example
Value

The date after which the Item will be removed from the platform.
Beyond this date, the platform will no longer be able to serve
Status feedback.

Note: This is a processing instruction for the payment item, not
a business attribute and should only be used in very specific
circumstances. The expiry date should NOT be confused
with the due date, the date by when the Item should be
settled. The due date can be set as payment attribute.

Type: Date
Format: YYYY-MM-DD
Valid Values: A date between TODAY and [TODAY + 24 months]
Required: No
Default if not provided:
- If dueDate is not provided: [TODAY + 9 months]
- If dueDate is provided: [dueDate + 9 months]

paymentAttributes | Element specifying the properties of the payable item itself

payerAttributes Element grouping the attributes of the person to whom the
payment item will be addressed (i.e. the payer)

If the same Checkout page is also used to initiate ancillary Items, like SDD eMandates, there exist

additional sections for these Item types as well. In this section, only paymentAttributes and

payerAttributes are described.

15



3.2.3. Payment Item Attributes

The following is an example of the specification of a standard payment item, ie with a fixed amount
(see special topic Amounts for alternatives to specify amounts):

}
}s

}

"paymentAttributes”:{
"amount":239.83,
"description

:"Water Consumption November 2017",
"reconciliationReference":"133767115325",
"reconciliationReferenceType":"0GM_VCS",
"reconciliationReferenceDisplay":"Customer:1337 / Invoice:67115325",
"dueDate":"2018-02-17",
"almostDueDate":"2018-02-12",
"changeNotificationUrl":"https://www.merchant.com/backoffice/itm/4424"

"payerAttributes”:{
"language":"nl-BE",
"mobileNr":"+32474586969",
"email"”:"jsmith@gmail.com"

"paymentAppRedirectUrls”:{
"redirectURL": "https://en.wikipedia.org/wiki/Home_page",
"successURL": "https://en.wikipedia.org/wiki/OK",
"failureURL": "https://en.wikipedia.org/wiki/Failure"

3.2.3.1. PaymentAttributes

The paymentAttributes groups the business attributes of the payable item itself.

Attribute Name Description Example Value
amount The amount that will be settled through the online | 239.83
transaction
Type: Decimal
Format: 999990.99
Required: Yes
currency The currency of a payment item should be passed | EUR
in the payment initiation request. If no currency is
passed, it will be set to EUR.
Remark: a payment item can only be paid with a
payment product that supports that currency for
the given merchant.
Type: Text
Format: Alphabetical 3 positions (ISO 4217)
Valid values: The currency must be one of the
currencies supported by OCS. To find out which
currencies are supported by OCS, a dedicated
endpoint can be queried. See 3.4.9. Supported
currencies.
Required: No
Default if not provided: EUR
description A short textual description about the Item to be Water

16
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paid, aimed at the human payer, so he/she knows
what is being paid.

Type: Text

Format: AN max 50 positions

Required: Yes

(*) Some additional constraints may apply
depending on the payment methods offered
See “Merchant Implementation Guide”

Consumption
November 2017

reconciliationReference

The information that will be passed on as
Remittance information. The Merchant/Biller will
observe this value in the OCS Account Statements
and/or Bank Account Statements to allow him to
reconcile the incoming funds with the original
Payment Iltems.

Type: Text
Format: AN 140 positions
Required: Yes

(*) Some additional constraints may apply
depending on the payment methods offered.
See “Merchant Implementation Guide”

133767115325

reconciliationReferenceType

In some business contexts, it is common to format
the information in reconciliationReference in line
with a well known industry standard. If the
Merchant/Biller prefers to adhere to such a
standard, that can be specified here.

Type: Text

Valid Values:

See “Merchant Implementation Guide”
Required: No

Default if not provided: unstructured

0GM_VCS

reconciliationReferenceDisplay

The reconciliationReference value will always be
shown in the header of the Checkout page. If the
Merchant/Biller prefers not to expose the
reconciliationReference as is, then he has the
option to provide an alternative value here.

Type: Text

Format: AN 70 positions
Required: No

Default if not provided: None

Customer:1337 /
Invoice:67115325

dueDate

The date by when the Item should be settled. This
date drives logic like triggering reminder events or
changing the face of the graphical status icon.

Type: Date

Format: YYYY-MM-DD

Valid Values: today()<=dueDate<=expiryDate
Required: No

Default if not provided: None

2018-02-17

almostDueDate

The date as from when the system considers an
item to be ‘nearly due’. This attribute influences
the moment when the status icon will turn to
“Nearly Due”.

2018-02-10

17
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Type: Date

Format: YYYY-MM-DD

Valid Values: Between dueDate and dueDate-20
Required: No

Default if not provided: dueDate-5

merchantItemIdentifier

A natural key, chosen by the Merchant/Biller to
reference the Item at a later stage in another API
call.

For more details, see “Linking data feeds
together”.

Type: Text

Format: AN 50 positions

Valid Values: Has to be unique across all Items
posted by the Merchant. In other words, it is not
possible to reuse a given merchantItemIdentifier
for multiple items.

Required: No

Default if not provided: None

abe01d2f8-
23e-17cfe

changeNotificationUrl

A URL that will be called by the platform whenever
change-events happen on the Item.

For more details, see “Change Notification
Callback”.

Type: Text
Format: AN 400 positions
Required:
Only if Item will have to be updated, later on.
Valid Values:
An HTTP(S) URL
Default if not provided: None

https://www.m
erchant.com/b
ackoffice/itm
/4424

paymentAppRedirectUrls

URLSs to redirect on a mobile device after a
transaction is completed, in case the payment is
done with a payment app on that device.

redirectURL redirectURL will be used in any outcome
(success, failure or canceled by user) unless a https://tx.pa
successURL more specific url is provided (successURL or y-
failureURL) nxt.com/payme
failureURL In case redirectURL is not provided the starfish nt-
status page will be used as default. items/2645505
f-dead-41dc-
Valid values: A URI to be resolved by the mobile | b444-
device. This can be an HTML URL, resultingina | 5ff51134ed75/
mobile webpage being shown. Or it can be a status
mobile deep link, pointing to a specific location in a
particular mobile app. or
Required: At least one of redirectURL, myApp://item
successURL or failureURL must be present. /656257/succ
The system will choose the most applicable one. essful-
payment
profile Please refer to 3.4.4. Custom Checkout Profiles

18




3.2.3.2. PayerAttributes

The payerAttributes groups the business attributes of the payer for whom the payment item is
created and to whom it will be sent:

Attribute Name Description Example Value

language Which language to use in communication with the | n1-BE
payer (reminders, notifications, checkout-page,...)

Type: Text

Required: No

Default: NULL

Format: Case Insensitive

Validation®: Should be one of the supported
subset of language codes:

"en", “ca-ES”, “cs-CZ”, “da-DK”, “de”, “de-LU", “el-
GR’, “es-ES”, “et-EE”, “fi-FI”, “fr-BE”, “fr-FR”, “fr-
LU, “it-IT”, “t-LT”, “Iv-LV”, “nb-NO”, “nl-BE”, “nl-
NL”, “pl-PL”, “pt-PT”, “ro”, “ru-RU”, “sk-SK”, “sr-
Latn”, “sv-SE”

mobileNbr The mobile number to use for an SMS +3247985697
communication with the payer

Type: Text

Format: AN

Required: No

Validation: Starts with ‘+’

Followed by numbers, no dots, no spaces, no

separators

email The email address to use for an email jsmith@gmail.
communication with the payer com
Type: Text Or
Format: AN john.doe@theb
Required: No ooker.co.uk
Validation:

Following structure should be followed:
1) At least one character : A-Z0-9. %-+-
2) @
3) At least one character : A-Z0-9.-
4) A dot
5) At least 2 characters A-Z

All characters are case insensitive.

3.3. Response

Every initiated Payment Item, results in a set of URL’s, grouped in the paymentLinks element:

% OCS has a flexible cascading fallback mechanism in place and will try to identify the desired language even
if the provided language code is not an exact match (e.g. if the language is not recognized at all, OCS will
not reject the call but fall back into English).
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"id":"807594ae-d9c0-4ae5-ad81-166eca6be8la7",
"paymentLinks":{

"checkout":"https://tx.pay-nxt.com/payment-checkouts/807594ae-...-166eca6e8la7",
"statusText":"https://tx.pay-nxt.com/payment-items/807594ae-...-166ecabe8la7/status.txt",
"statusImage":"https://tx.pay-nxt.com/payment-items/807594ae-...-166ecabe8la7/status.png"

}

e checkout : represents the URL of the Checkout page.

e statusImage : contains the URL of the image that reflects the Item’s current payment status.
The server returns an image that changes dynamically, depending on the actual state. The
Content-Type is image/png. If the payment item id doesn’t exist, “unknown” is returned.

Open

© @

“@’ Past due
Paid

Expired

Unknown

©eee

Almost due

Suspended

Submitted

e statusText : provides an endpoint from which the current payment status of an item can be
fetched. Basically identical to statusImage, except that the Content-Type is text/plain.
This endpoint provides CORS headers so that it can be called from a mail / external web
page. It is meant to be used in the backend for automation and not to be displayed as text

on a user screen

Remark: parameters can be added to the URL of the status image to display the status text below

the icon. Example:

https://tx.pay-nxt.com/payment-items/807594ae-...-
166ecabe8la7/status.png?label=true&lang=Ffr-FR

Parameter Name Description

Example Value
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label Allows the user to have the status text displayed | true
below the label.

Valid Values: true, false

lang Allows the user to determine in which language fr-FR
the status text should be shown.

Validation*: Should be one of the supported
subset of language codes:

"en", “ca-ES”, “cs-CZ”, “da-DK”, “de”, “de-LU”, “el-
GR’, “es-ES”, “et-EE”, “fi-FI”, “fr-BE”, “fr-FR”, “fr-
LU”, “it-IT”, “It-LT”, “Iv-LV”, “nb-NO”, “nl-BE”, “nl-
NL”, “pl-PL”, “pt-PT”, “ro”, “ru-RU”, “sk-SK”, “sr-
Latn”, “sv-SE

3.4. Special Item Initiation Topics

3.4.1. Additional Notification URLs

Additional changeNotificationUrls can be added by POST‘ing following request:

{
"stateChangeNotificationURL": "https://updelivery.com/ocs-item-update/66652"
}

To:

https://{hostname}/api/{version}/payment-items/{item-identifier}/notifications

where {item-identifier} can be either the item public identifier or the merchant item identifier (see
Chapter 11 on the use of Item identifiers).

3.4.2. Change Notification Callback

The platform will issue an HTTP GET on all the changeNotificationUrl‘s whenever the ltem state
changes to submitted® or paid.

To allow the remote system to map a specific notification to the correct payment item, the item
public identifier is passed as value in the HTTP header “X-Item-Identifier”.

X-Item-Identifier: 807594ae-d9c@-4ae5-ad8l-166eca6e8la7

4 OCS has a flexible cascading fallback mechanism in place and will try to identify the desired language even
if the provided language code is not an exact match (e.qg. if the language is not recognized at all, OCS will
not reject the call but fall back into English).

> Temporary solution, which will be removed in the near future
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If the remote system responds with a status code different from 5xx, the callback is considered
successful. If the remote system responds with a 5xx status code, OCS will retry the callback 5
times within a one minute interval.

This callback mechanism deliberately does not communicate state information to the remote
merchant system. It concerns a simple ‘signal’ to indicate something has changed. It is up to the
merchant system to retrieve the actual state, by calling one of the status url’s - see Payment ltem
Status Information for the different options to retrieve status information.

The platform does not inject status information back into the merchant system because of security
considerations. Such endpoints, exposed by merchants, are often subject to abuse. Without
proper authentication, any fraudster would be able to trick the merchant into believing that an Item
was paid for. Therefore, the platform forces the merchant system to explicitly pick up the state
from the payments platform.

3.4.3. Amounts

A standard payment item will define a fixed amount to pay eg when the payment item corresponds
with an invoice to be paid.

In other scenarios an adjustable amount may be defined, eg in case of donations several amounts
may be presented to the payer who can then choose the one he prefers to donate.

To support this, an optional element adjustableAmount is foreseen to specify the amount options
for a payment item.

On Item initiation, either the amount or the adjustableAmount needs to be filled, depending on the
use case.

3.4.3.1. Examples

3.4.3.1.1. Fixed Amount (=standard case, cfr supra)

"paymentAttributes”:{
"Amount":239.83,

3.4.3.1.2. List of Values

"paymentAttributes”:{
"adjustableAmount”: {
"default": 10.00,
"options": [
{
"value": 10.00,
"description”: "stickers'
3

{
"value": 15.00,

"description": "pencils”
¥
{
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"value": 20.00,
"description”: "stickers+pencils"

}
}s

3.4.3.1.3. Free fillable amount

"paymentAttributes”:{
"adjustableAmount”: {
"default": 100.00,
"range"”: { "minimum": 5, "maximum": 200 }

}s

3.4.3.1.4. List of Values OR Free amount

"paymentAttributes”:{
"adjustableAmount”: {
"default": 15.00,
"options": [

{

"value": 10.00
3
{

"value": 15.00
3
{

"value": 20.00
}
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"range”: { "minimum": 5, "maximum": 100 }

3.4.3.2. adjustableAmount attributes

Attribute Name | Description

Example
Value
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specifies the maximum amount to be filled in in the editable field

Type: Decimal
Format: 999990.99
Required: No

default The default amount that will be presented in the checkout page. 143.16
In the ‘list of values’ use case, this value should therefore be one
of the options defined. See ‘Validations’
In the ‘range’ use case, this value should fit inside the defined
range. See ‘Validations’
Type: Decimal
Format: 999990.99
Required: Yes
options An array that enumerates a list of key/value objects. To be used
for the ‘list of values’ use case.
The amounts will be presented to the payer in the order they are
listed.
Type: JSON Array
Required: No
value One of the amounts to be chosen from a list of amounts. 10.00
Type: Decimal
Format: 999990.99
Required: Yes
description An optional description linked to the amount presented in the list of | stickers
amounts.
Type: Text
Format: Alphanumeric (max 30)
Required: No
range A JSON object defining a range of amounts allowed for this
payment item. Relevant in the ‘free amount’ use case.
Required: No
minimum If present, the ‘free amount’ use case is applicable and this value 10.00
specifies the minimum amount to be filled in in the editable field.
Type: Decimal
Format: 999990.99
Required: No
maximum If present, the ‘free amount’ use case is applicable and this value 1000.00

3.4.3.3. Amount Validations

e One of the two must be present: the simple amount, or the complex adjustableAmount.
The maximum number of options to be defined = 5.
In case the options are defined, the default has to be one of the options.amounts.
In case a range is defined, the default has to fit inside the range.

In case both options and a range are defined, the default has to be either:




o One of the options.amounts; OR
o Fitinside the range

e All amounts defined: default, amount, value, minimum, maximum
o Should be defined with 2 decimals
o Needto be >0.

When a minimum is defined, the maximum needs to be defined as well and vice versa.
Minimum should be > [the platform wide minimum amount (currently set to 0.01€)]
Maximum should be < 10.000

Minimum should be < maximum

3.4.4. Custom Checkout Profiles

3.4.4.1. What

A Checkout Profile allows to specify a (sub)set of Payment Methods to be presented to the Payer
on the checkout page. Several Checkout Profiles can be defined, each profile specifying a
different set of available Payment Methods.

At Payment Item Initiation, it is possible to specify the profile to be used on the Checkout Page for
that item. If no profile is specified, the default Profile is used.

3.4.4.2. Use

For example:

"profile":"742e03f8-d2bb-11e7-8941-cec278b6b50a"

s
Attribute Name | Description Example
Value
profile The unique identifier of the Checkout Profile to be used for 7432e03f8-
the Payment Item to be generated. d2bb-11e7-
It is optional, if not specified, the default profile will be used. | 8941-
cec278b6b50a
Type: UUID
Required: No
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3.4.5. Custom MetaData

3.4.5.1. What
Merchants may want to add additional (customer) data to the remittance information of the credit
transfers for pay-out. These data may be useful for different purposes:

e To refund the payer if necessary

e To solve reconciliation issues (the remittance info is the starting point for reconciliation)

[ J

To facilitate this, a customMetaData field is defined and can be specified during payment item
initiation.

3.4.5.2. Definition

The customMetaData field is defined as a list of key/value pairs:

“customMetaData”: {

{

"customKeyl" : "valuel®,
"customKey2" : "value2",

It is an optional field and may contain up to 5 key/value pairs.

For example:

"customMetaData": {
"documentID" : "FFH_273589298736",
"customerID" : "77365423393",

3.4.5.3. Use of customMetadata
If available, the customMetadata will appear in:

- The response body of the Extended Payment Item Status service (see Extended
Payment Item Status Information)

- The Payout Report (see OCS - Merchant Implementation Guide)
- The MVA generic statement file (see OCS - Merchant Implementation Guide)

Next, a Merchant may define a specific remittance information to be used in the PAIN.001 file
using the extra data defined in the customMetaData.

See OCS - Merchant Implementation Guide for more details on how to do this.
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3.4.6. Redirect after a Transaction is completed

3.4.6.1. Webflow redirect

After a transaction is completed (failed or successfully), the status confirmation page is shown to
the payer. The developer may decide to redirect the browser to another page, instead of stopping

the webflow at the status confirmation page.

Redirect URLs for one given Item may be different in case of different use-cases. The browser may
be redirected differently if a payment transaction was initiated from an eMail, or from a specific
web-page. Therefore, this information is not part of the initial Payment Item attributes, but can it be
added dynamically, whenever the Checkout URL is presented.

Thus, it is possible to postfix the checkout URL as follows:

?redirectURL=http%3A%2F%2Fwww.google.be

The URL is called whenever the browser arrives at
the confirmation page, successful or not. This URL is
used in case the successURL or failureURL is not
provided.

?successURL=http%3A%2F%2Fwww.google.be

The URL is called whenever the browser arrives at
the confirmation page and the transaction outcome
was successful.

?failureURL=http%3A%2F%2Fwww.google.be

The URL is called whenever the browser arrives at
the confirmation page and the transaction outcome
was not successful.

&redirectDelay=23

Override the default delay before redirecting.
The default (and minimum) timeout before redirecting
is 5 seconds.

As illustrated above, the URL’s need to be URL-encoded.

Example:

https://tx.pay-nxt.com/payment-checkouts/807594ae-...-
166ecabe8la7?successURL=http%3A%2F%2Fwww.google.be&redirectDelay=12

Note: Webflow redirect URLs need to be whitelisted before they can be used. To do this contact
your implementation consultant or the Unifiedpost Payments servicedesk.

3.4.6.2. Redirect on a mobile device

When a payment attempt is made with a payment app, it might be interesting to redirect the

payment app to another app.

Unlike the webflow redirect, this information is added as part of the initial Payment Item attributes.
See the description of the attribute paymentAppRedirectUrls in paragraph 3.2.3. Payment Iltem

Attributes.
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3.4.7. Skip checkout page phases

3.4.7.1. Product selection

The checkout process can be optimised to allow for the payer to jump directly to a product selected
by the merchant. For some products, the payer can even be redirected further in the payment
process, e.g. to the authentication page of the selected bank (see 3.4.7.2.1 Open Banking bank

selection).

The direct product selection can be achieved by appending the checkout URL as follows:

?product={product}

This will redirect the payer to the respective checkout
page of the selected product

Example product values:
e OPEN_BANKING

e BANCONTACT

e IDEAL

[ ]
Example:
https://tx.pay-nxt.com/payment-checkouts/807594ae-...-166eca6e8la7?product=0PEN_BANKING

This will redirect the payer immediately to the Open Banking checkout page which allows for the

selection of the desired bank.

3.4.7.2. Product specific refinement

3.4.7.2.1. Open Banking bank selection

For the Open Banking product, the payer can be redirected to a specific bank without going
through the product- and bank selection page. This functionality can be applied, for example, to
deliver invoices via email, containing direct bank links.

Each bank is identified with a Financial Platform ID. To skip the bank selection page as well, the
respective financialPlatformld should be appended to the checkout URL as follows:

?product=0PEN_BANKING&financialPlatform=
{financialPlatformId}

This will redirect the payer to the authentication
process page of the bank, corresponding to the given
Financial Platform Id.

The merchant needs to be aware of the Financial
Platform IDs assigned to the supported banks.

Example:

https://tx.pay-nxt.com/payment-checkouts/80759%ae-...-
166eca6e8la7?product=0PEN_BANKING&financialPlatform=c3f695f0-...-92ec73a0a762
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3.4.8. Low level access to Checkout resources.

The Checkout URL (checkout), obtained when a Payment Item is initiated, is typically used to
return an html-based webpage. This yields a very straightforward way to integrate payment
support to your existing online applications.

Notice however that it is also possible to return a JSON equivalent of that same page:

Perform a regular GET on the Checkout resource (https://tx.pay-nxt.com/payment-checkouts/{item-
public-identifier}), but add the HTTP Accept header:

Accept: application/json

The system will no longer return the html page, but instead, a JSON representation of the full
resource.

As such, it is possible for i.e. mobile apps to obtain the dynamic link to open up the Bancontact
mobile app:

Deprecated response:

{

"type": "BCMC",

"id": "B9449013-c5dE-4285-8611-710@b954 197",

"title": "Bancomtact™,

"description”: "bc.description”,

"iconAddress™: "/img/bomes/logo_small.png”,

"waultUrl™: "https://turtle.pay-nxt.com/card-data"”,

"griodeBaseb4EncodedData
"iVBORWEKGgoAAAANSUREUgAAAPoAAADBAQAAAACYL Z2eQAAABPBLEQVRAZUZZXY FDIAVELXGAHomr cyQOgMT aMy ZMmmo fVwwAS InagsD34
SwNalbPaSrV@muZbbezmi C3TAvztm7Mbw JSHY419TcCNG jBzaMhibZ giE ) ++8H345xalmB ] 1v SolDLnDQLy +x0TmANL/OGp@3Ka
+hATkéaxUsTOs2 rHEt 1XsD7gPIfdaudoabWgDtYvgnm7opArdPAyt j LyRSDEgHMAVOwSbrmBZAQWSLEoADgzwSA T ITInFwdoGVE L pACmLMT
FBgcAYBRNZnX4ts55B0ALoMZG0FRAyE1WAGgptBfLRstg6z PQgAEBCOsQkyMgXcpYgrASAyIMYQG
+svOvAMCEPMs xt i CAQTKHso1lBTTZiswUP4ly2Lg0IP sDEaDVmWCY gmezNYBX josZ
+AAUBEICG ] SvTxYFO2dxVwCDooyDCEDMyiwESER rg@VkA3wgYhoAbIvY rvPCSMNMCWE J1RZ Th3GaEgT Yoo SPugEUTEWgIDWS]
+uvdbSbAx TyVIbVIISTTO4NMPZ2 X oL f jokEKePENeodH+G/gB2 f G 1HKMUXWAAARAELFTkSulmCC",

"griodeTransactionId”: "1ddZ7fal-10e8-448d-al8c-a5Scccfddbb3d”,

-* "urlIntent”: "BEPGendApp://DoTx?transId=1lbep.turtle.pay-nxt.com/bc-bep*22a37a@lc5065NZHZHUAMZ0ZQUAGZAHORKSPE" ,

"cardPaymentMethodVisible": true,

"griodePaymentMethodyisible™: true

I

For Bancontact, the grCodeBase64EncodedData and urlintent fields were moved under the
grCodes field. It can contain one or two QR codes, depending on the following scenarios:

In case of a standalone consent or a standalone payment, one gr code is returned:

"type": "BCMC",

"id": "2f30c34d-9fbc-4d01-90a3-3c5bdd1c3f4b",

"title": "BANCONTACT",

"description™: "bc.description”,

"iconAddress": "/img/bcmc/logo_small.png"”,

"headerlconAddress": "/header/img/bcmc/logo_small.png",

"wipEnabled": true,

"vaultUrl": "http://localhost:9200/card-data”,

"qrCodeBase64EncodedData":
"IVBORWOKGgoAAAANSUhEUgAAAPOAAADEAQAAAACHI2eQAAABSUIEQVRAXU2YUYrDMAXEBT5Aj+Sr50g5QEC
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rN3IWtyy 7vzsQKY Irv5+pR5LTYyN/jiM/MRzxAxwNOPECHgCMgXketxjmv6IfwAupzFXDGAJ76uvIGQIkqYGgxTgTW1xZ
uBWRMRh+WK5ACaj0xniGQsly8soAh4/30yX80YLJIXIbeHVO+5ACVKNIQGGIf4ADitki2wWhImO+f+O1gAasLEwGbs
Dj1mwF04JW1waihV7RgBtN+XxNGpIR0IIKEBAWENWCY TnNI3w7LAOGZYYGCrViGhs2A4Ly534ye3HRDcyAOpUa65V
CAU+G4AVWM2GyT22VA5SnyVKkB2jcQIE4F117ICql6WwVpjynh7+TsAydHogEpg9GQxBAaWi8rsiqtiNK4DCGRqLPdANL
bPKGrjobgMMKktONoCQHGStgybzfAaWXTSuADNzdr7TAugXk1qgsdgl6DVqYD6qqBcQJYh+4kfeO6KJ9ja2leQCqpk1ll
rRiBKvQDdDys/uwlQOPr/zRCgFYPplDgvxPoBobgY60Er2CxnAWQXy50muG68v0ZZAMhT42qzbbViBPWWD9DXAB
OPOPE38AXzecKk3c6WAgAAAABJIRUSErkJggg==",

"urlintent": "BEPGenApp://DoTx?Transld=1bep.localhost:/bc-
bep*cc6526bdeebb$OBFQLIAQN2M3LOFWY556SQEN",

"cardPaymentMethodVisible": true,

"qgrCodePaymentMethodVisible": true,

"qrCodes": [

{

"qrCodeBase64EncodedData":
"IVBORWOKGgoAAAANSUhEUgAAAPOAAADBAQAAAACGI2eQAAABSUIEQVR4AXuU2YUYrDMAXEBT5Aj+Sr50g5QEC
rN3IWtyy 7vzsQkYIrv5+pR5LTYN/jiM/MRzxAXwNOPECHgCMgXketxjmv6IfwAupzFXDGAJ76uvJGQIkqYGgxTgTW1xZ
uBWRMRh+WK5ACaj0xniGQsly8soAh4/30yX80YLIXIbeHVO+5ACVKNIQGGIf4ADitki2wWhImO+f+O1gAasLEwGbs
Dj1mwF04JW1waihV7RgBtN+XNGpO9R09IK6AWENWCYTnNI3w7LAOQgZYYGCrViGhs2A4Ly534ye3HRDcyAOpUa65V
CAU+G4AVWM2GyT22VA5nyVKB2jcQIE4F1171Cql6WwVpjynh7+TsAydHogEpg9GQxBAaWI8rsIgtNK4ADCGRgLPANL
bPKGrjObgMMKktONoCQHGStgybzfAaWXTSuADNzdr7TAugXklgsdgl6DVqYD6gqBcQJYh+4kfeO6KJI9ja2leQCapk1ll
rRiBKvQDdDys/uwlQOPr/zRCgFYPplDgvxPoBobgY60Er2CxnAWQXy50muG68v0ZZAMhT42qzbbViBPWWD9DXAB
OPOPE38AXzecKk3c6WAgAAAABJIRUSErkJggg==",

"urlintent™: "BEPGenApp://DoTx?Transld=1bep.localhost:/bc-
bep*cc6526bdeebb$OBFQLIAQN2M3LOFWY556SQEN"

}

In case of a payment initiated with a consent request, a grCode will contain the following fields:
grCodeBase64EncodedData, urlintent and payerConsentAgreed.

The gr code that corresponds to payerConsentAgreed=true will capture the consent.
The gr code that corresponds to payerConsentAgreed=false will not capture the consent.

If captureType=REQUIRED => one QR code is returned, with payerConsentAgreed=true
If captureType=PRECHECKED/OPTIONAL => two QR codes are returned, one of them with
payerConsentAgreed=true and the other one with payerConsentAgreed=false.

"type": "BCMC",

"id": "2f30c34d-9fbc-4d01-90a3-3c5bdd1c3f4b,
"title": "BANCONTACT",

"description": "bc.description”,

"iconAddress": "/img/bcmc/logo_small.png"”,
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"headerlconAddress": "/header/img/bcmc/logo_small.png",
"wipEnabled": true,
"vaultUrl": "http://localhost:9200/card-data”,
"cardPaymentMethodVisible": true,
"qgrCodePaymentMethodVisible": true,
"qrCodes": [
{
"qrCodeBase64EncodedData™:
"iVBORWOKGgoAAAANSUhEUgAAAPOAAADBAQAAAACGI2e QAAABUEIEQVRAXU2XUWIEMAXEBT5A]j+Sr+0g5QM
CdN3LZpZT2twMRaelobz+mGslJ7d9j1ffMt3iAjgfoel AOAGSUHOuUrcc19zbtOEFMA/m4BV429q6ZvTz41kCgBQ4uPJb3I2
xYeByhzOOmxUoFdVirLyXiJANLIcB4Yb/30yX8000qul0sg1c9SgBO3G18aC40ncgCcdiqF5SiWjPf+f4gASF6sulKaxs
PEWVWXWOQOY X3cBukH8QAGX8NUN5ZY52SIQFhGURR0OMzyP1WrARgWdTZUBBbheX4aRCg8VU9ezXHGIZBI
mALLc2+anzoHfagVnARqGZQeGmex8yC1B1luPgDpJnhd600gixuVSNbjrPrNbOAM8BHsOtXNoyAPAMpnLDU6GpB2YB
dhydM3tlhEprH2Y A6gudZ9pPPtWR6+DAJeG3t9fmyOWexUrAljMXn+MD7+xs6cUSqOADgnbw9KsesEkAaxVHQE4z
WWCeRtIECC2tFbX9XKSBBA7x+/ze1XILLXAgEV2OJRh2rESgE60257YdVZwD66tK2fUTZY40kgAHNdNaynz9U/zAF+i
wfoel COB+j4G/gE803rkBjS3sYAAAAASUVORKS5CYII=",
"urlintent™: "BEPGenApp://DoTx?Transld=1bep.localhost:/bc-
bep*92c76c42d673$ES6EXYC416JOM3ZWJISRITUNP",
"payerConsentAgreed": true

"qrCodeBase64EncodedData™
"IVBORWOKGgoAAAANSUhEUgAAAPOAAADBAQAAAACGI2eQAAABSKIEQVRAXUu2WOW3DMAXECWIAJKTVPZIHE
MDyHZXECNDOtweY SFObfPk4UDwq8nsc8Zn5iBvoulGOG+gQcETFo77nOGeec2QuUl2zAepvPTLPGMBzvypvBJSo
ypTGeFDS91HCHYFVAs+0T5Wcga5W5jeZ/xpQ5tis8Z03Ahh1Nej9IdU1F6DjENNfB++VtQGOCQbNEIBWLKXkvQBey
TM7Gh+U1lgxAhiWlgl8qWYzXmR6ABYVDx2zhXUim8jYXDODzjoMNtSwx5znAjIB6pUeal5Kmlul+GQGJd6k15KWuJIXs
BiQ/VItULJrAIOWEh72r7omt7J50BPftDU9PLRcy0AjCupdlhrTD4ZC/NsgAYnNQe6R6pa3G1YguA/9x1y42PONRop3TB
BUDOS9f2YQ7eS6YJsldIHzZYm6PIsBOzuSFpgwjTuKtMCgMHNvJUDOCIherYCOtiM47kfqY QXwHNw12Uzdghr+pkPKE
hjXppRxg9YOkWb9nJEaf/QD+ipqRLXLe69hkC2j8kHIpWryzkAgZGvNi3duJZ8GL1IWACdAMg2Sbgl5fhw/wLW6g4wY 6b
gDjb+AHWhD3Kozt/LYAAAAASUVORKSCYII=",

"urlintent™: "BEPGenApp://DoTx?Transld=1bep.localhost:/bc-
bep*1fe8111ce3d8$KZBD7S6ZHX2A0GQ30UVEHVWW",

"payerConsentAgreed": false

The old fields(qgrCodeBase64EncodedData and urlintent) will still be returned in the
response(only for standalone consents and payments) until clients will migrate to the new
structure.

3.4.9. Payable documents

A merchant can have his own document delivery infrastructure but might want to add payment
services offered by Unifiedpost Payments. To support this, when OCS Payment Items are created,
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it is possible to add extra document and delivery related attributes to link to the corresponding
Documents.

Additionally the items will be delivered to itspaid app, a mobile app to process payment requests.

To support this at Item Initiation time, it’'s possible to add the document attributes as
paymentOption in the Request body.

Example Request:

"paymentOptions”: {
"document"”: {

"documentIdentifier” : "201900056215",

"documentDisplayName" : "Invoice March 2019",

"imageURL" : "http://www.speos.be/documents/doc1258965-48512",

"imageAuth" : "SPEOS_APIKEY",

"receiverIdentifier" : "125698745",

"receiverAddresses” : {
"emailAddresses": ["jos@gmail.com", "jos@unifiedpost.com"],
"mobileNumbers": ["+32555985696"],
"ibanNumbers": ["BE26111122223333"]

}
}
}

Attribute Name Description Example Value

document Contains details on the document for which this
Payment Item is created.
Required: No

documentIdentifier Unique identifier for this Document as assigned by | 201900056215
the Merchant/Sender of the Document
(aka ‘invoice number’)
Can be the same as the Merchantltemldentifier
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Type: 1-255 chars
Required: Yes

documentDisplayName Name that will be shown in the DeliveryChannel Invoice March
2019

Type: 1-255 chars
Required: No.
Default: description of the Payment ltem

imageURL Specifies the URL to retrieve the related http://www.sp
document eos.be/docume
Type: URL nts/doc125896

ype: -

Required: Yes >-48512
Constraint: ? (URL specific definition) 400 chars

imageAuth Should specify the way authorization is set up to SPEOS_APIKEY
access the document URL.
Possible values to be defined - start without

receiverIdentifier Unique identifier of the receiver of the Document 125698745
as defined and known by the Merchant
(aka ‘customer number’)
Type: 1-255 chars
Required: Yes

receiverAddresses An array of addresses to whom the document ["jos@gmail.c

needs to be delivered.

Defined as key/value pairs
Where the key specifies the receiver type.

Following keys/receiver types are possible:
- MOBILE
- IBAN
- EMAIL

More addresses of the same type may be
specified..
(see example with 2 email addresses)

Type: Array of Key/Value Pairs
Required: Yes
Constraint: cfr above

om",
"jos@unifiedp
ost.com"]

3.4.10. Supported currencies

OCS only supports a limited set of currencies. To find out which currencies are supported at a
given moment in time, a dedicated endpoint can be queried.

3.4.10.1. Request

€g

GET {hostname}/api/{version}/supported-currencies

GET https://dolphin.pay-nxt.com/api/vl/supported-currencies
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3.4.10.2. Response

The list of ISO 4217 currency codes of the supported currencies is returned.

[
"HRK"

"RON"
"EUR"
"PLN"
"GBP"
"CzK"
"DKK"
"SEK"
"HUF"
"NOK™

Lo T P




4. Payment Item Status Information

The Merchant/Biller can retrieve Status Information of one or more specific payment items.
Several services exist to retrieve different sets of (extra) information on a payment item.

The URLs are not exposed in the public domain, but go back to the Item Administration API.
To GET this (extended) status information, the APl Key needs to be provided in an Authorization
header.

4.1. Basic Payment Item Status

This service retrieves basic status information, without details on related transactions or additional
properties. For performance reasons, it is to load
item details - it is the fastest one.

4.1.1. Request

GET {hostname}/api/{version}/payment-items/{PID}

eg
GET https://dolphin.pay-nxt.com/api/vl/payment-items/e63a8fa6-c7e0-41c3-9785-e159823464el

4.1.2. Response

For Payment Items with a fixed amount:

{
"id": "e63a8fa6-c7e0-41c3-9785-e159823464el1",
"status": {
"state": "SUSPENDED",
"payable": false,
"suspendReason": “PAID”,
"paymentDetailedState": “REGISTERED”
s
"amount": {
"currency": "EUR",
"fixed": 5.20,
"collected": ©
s
"description”: "Invoice 2016 - eni",
"created": "2017-12-12709:11:39.4417",
"lastUpdate"”: "2017-12-12T09:11:39.4417",
"expiryDate": "2019-12-12",
"dueDate" : "2019-11-11"

For Payment Items with an adjustable amount:

{
"id": "e63a8fab-c7e0-41c3-9785-e159823464el",
"status": {
"state": "OPEN",
"payable": true
s

"amount": {
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"currency": "EUR",

"adjustable": {
"default": 5
"options": [

{

"value": 1
3
{

3

"value": 5

range": {
"minimum": 1,
"maximum": 100
}
s
"collected": ©
s

"description": "Invoice

2016 - eni",

"created": "2017-12-12T09:11:39.4417Z",
"lastUpdate": "2017-12-12T09:11:39.441Z",
"expiryDate": "2019-12-12",

"dueDate" : "2019-11-11"

Attribute Name

Description

The unique identifier of the payment item as returned at item initiation
Type: UUID

status The current status of the payment item
Type: JSON
state Specifies the state in the lifecycle of a payment item (cfr supra).

Possible values:

e OPEN - Theitem is still to be paid

e PAID - Theitemis paid

e ALMOST_DUE - The item is nearing the due date, and should
be paid soon

e PAST_DUE - The item is overdue but still payable. (Merchant
can decide to update the amount and charge overdue penalty).

e SUSPENDED - Itis no longer possible to pay the item. It has
been cancelled.

e EXPIRED - The item has expired (past its expiry date or is
unable to proceed) and is no longer payable. This state is final.

e SUBMITTED® - A payment for the item has been submitted for
further processing. It is still possible to pay (again) for the item.

e UNKNOWN - No item with the requested ID could be found,;
either the request input was wrong or the item has been deleted
(during a cleanup x months after having reached an end-state).
Used in the statusText and statusImage.

6 Currently only used for SEPA Direct Debit
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Type: Text

payable

Indicates whether the payment item is still to be paid
Can be used to decide whether to show a payment button or not -
without having to interpret the value of state.

Type: Boolean

suspendReason

The state given by the merchant. Possible values: SUSPENDED, PAID,
null.

Type: Text

paymentDetailedState

The summary state of the payment by OCS (does not take into account
the suspendReason).
Possible values (in order of ascending precedence):

e NONE (no transactions)
FAILED
OPEN
REGISTERED (specialization of OPEN): created at UP
SUBMITTED (specialization of OPEN): forwarded to PSP

e SUCCEEDED
The value taken will be the one with the highest precedence amongst all
transactions. For example: SUBMITTED is more relevant than previous
or later FAILEDs.

Type: Text

amount

The amount of the payment item, both the values specified at item
initiation (fixed or adjustable) and the amount actually collected.

Ico fixed amounts, the fixed
Ico adjustable amounts, the collected value holds the actual amount
paid.

currency

The currency of the payment item

fixed

Only returned ico a Fixed Amount Payment Item.
Contains the amount specified at item initiation

adjustable

Only returned ico an Adjustable Amount Payment Item.
Contains all options specified at item initiation.

collected

The amount actually collected.

For items that are still payable, the value is zero.
For paid items, the value specifies the actual collected amount which:
- Ico Fixed amount Items, corresponds with the fixed amount
- Ico Adjustable Amount Items, corresponds with the amount
actually selected and paid by the Payer

description

The description of the payment item
Type: Text

created

The date/time the payment item was initiated
Type: Time
Format: yyyy-mm-ddThh:mm:ss.mmmZ (ISO)

lastUpdate

The date/time the payment item was updated (eg paid) the last time
Type: Time
Format: yyyy-mm-ddThh:mm:ss.mmmz (ISO)
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expiryDate The date the payment item expires
Type: Date
Format: yyyy-mm-dd

dueDate The date the payment item is due (optional)
Type: Date
Format: yyyy-mm-dd

4.2. Extended Payment Item Status

This endpoint extends the basic payment item status: it provides extra details of transactions and

adds some item properties.
If no transactions are linked to the payment item, the transactions array will be empty.

4.2.1. Request

GET {hostname}/api/{version}/payment-items/{PID}/

€g
GET https://dolphin.pay-nxt.com/api/vl/payment-items/e63a8fa6-c7e0-41c3-9785-
e159823464el/details

4.2.2. Response

"reconciliationReference": "12379677",
"reconciliationReferenceType": "unstructured",
"transactions": [

{

"id": "5c9eaf@4-2d7b-4cfd-bf07-a44bld8a3e5a",
"state": "SUCCESS",
"paymentDetailedState": "SUCCEEDED",
"product": "CARDS",
"created": "2022-05-05T09:21:27.5457",
"lastUpdate": "2022-05-05T09:23:27.545Z",
"refund": false,
"amount": {

"currency": "EUR",

"value": 1.03

}s
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"id": "3df5d1b8-0263-48a3-9128-d93a8944a09c",
"state": "SUCCESS",
"paymentDetailedState": "SUCCEEDED",
"product”: "CARDS",
"created": "2022-05-05T10:36:48.2087Z",
"lastUpdate"”: "2022-05-05T10:38:48.208Z",
"refund": true,
"amount": {

"currency": "EUR",

"value": 0.03

"id": "511f14fc-c713-4f8c-aa35-49d2291be570",

"state": "FAILURE",

"paymentDetailedState": "FAILED",

"failureReason": {
"type": "pxg.error.code.bank.intiation.failed",
"title": "Starting the SEPA bank transfer has failed.",
"rejections": [

{
"code": "INSUFFICIENT_FUNDS",
"title": "Amount of funds available to cover specified message amount
is insufficient.",
"detail": "The payment could not be completed because of insufficient
funds™
}

1,
"rejectionCategory": "BANK_SPECIFIC_ERROR"

¥
"product": "PXG_PAY",
"created": "2022-11-24T12:24:04.687Z2",
"lastUpdate": "2022-11-24T12:30:05.069Z",
"refund": false,
"amount": {

"currency": "EUR",

"value": 200000000.00

]

"customMetaData": {

"documentID" : "FFH_273589298736",
"customerID" : "77365423393",
}
}
Attribute Name Description
reconciliationReference The reconciliationReference assigned by the Merchant to this

payment item at the time of item initiation

Type: Text

reconciliationReferenceType | The type of reconciliationReference assigned - see chapter on
Reconciliation References in Merchant Implementation Manual for
all details

Type: Text

customMetaData The custom metadata assigned by the Merchant to this payment
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item at the time of item initiation - contains a list of Key/Value pairs

Type: JSON Object

transactions

The transactions that have been executed on this payment item
together with their status and main properties - no details

id

The unique identification of the transaction

Type: UUID

state

The state of the transaction

Possible values:

e OPEN - The transaction has not been completed yet or
we don’t have information on the final state.

e SUCCESS - The transaction has been successfully
completed, i.e. the payment for the transaction was
successful. This state is final.

e FAILURE - The transaction has failed. This state is final.

e SUBMITTED’ - The transaction has been submitted for
further processing. This state is final.

Type: Text

paymentDetailedState

The state of the transaction by OCS which is a specialization of
the state field.
Possible values (in order of ascending precedence):

e FAILED
OPEN
REGISTERED (specialization of OPEN): created at UP
SUBMITTED (specialization of OPEN): forwarded to PSP
SUCCEEDED

Type: Text

product

The (payment) product used during the transaction.

Type: Text

created

The date-time the transaction was executed
Type: Time

Format: yyyy-mm-ddThh:mm:ss.mmmzZ (ISO)

refund

Indicates whether the transaction was a refund.

Type: Boolean

amount

The amount of the transaction

Type: JSON Object

currency

The currency of the transaction

Type: Text

value

The value of the transaction

Type: Decimal

" Currently only used for SEPA Direct Debit




4.3. Payment item transactions

This service returns the array of transactions linked to the payment item, including limited
information such as state. An optional query parameter (state) can be used to limit the results
based on transaction state.

The response is a subset of the data returned by the extended payment item status service (cfr
above).

4.3.1. Request

GET {hostname}/api/{version}/payment-items/{PID}/

€g
GET https://dolphin.pay-nxt.com/api/vl/payment-items/e63fa6-c7e0-41c3-9785-
el5984el/transactions

4.3.2. Response

"id": "3df5d1b8-0263-48a3-9128-d93a8944a09c",
"state": "SUCCESS",
"paymentDetailedState": "SUCCEEDED",
"product": "CARDS",
"created": "2022-05-05T10:36:48.208Z",
"lastUpdate": "2022-05-05T10:38:48.208Z",
"refund": true,
"amount": {

"currency": "EUR",

"value": 0.03

"id": "be557605-5a60-4d42-80ec-3a46d25c5427",
"state": "SUCCESS",
"paymentDetailedState": "SUCCEEDED",
"product": "CARDS",
"created": "2022-05-05T10:29:51.168Z2",
"lastUpdate": "2022-05-05T10:38:48.208Z",
"refund": false,
"amount": {

"currency": "EUR",

"value": 1.03

"id": "511f14fc-c713-4f8c-aa35-49d2291be570",
"state": "FAILURE",
"paymentDetailedState": "SUCCEEDED",
"failureReason": {
"type": "pxg.error.code.bank.intiation.failed",
"title": "Starting the SEPA bank transfer has failed.",
"rejections": [
{
"code": "INSUFFICIENT_FUNDS",
"title": "Amount of funds available to cover specified message amount is
insufficient.",



about:blank

"detail": "The payment could not be completed because of insufficient
funds™

}
15

"rejectionCategory”: "BANK_SPECIFIC_ERROR"
T
"product”: "PXG_PAY",
"created": "2022-11-24T12:24:04.687Z",
"lastUpdate": "2022-11-24T12:30:05.069Z",
"refund": false,
"amount": {

"currency": "EUR",

"value": 200000000.00

4.4. Payment transaction details

More transaction details can be requested through the Payment Transaction Details service. It

returns the available transaction data including state extended with available additional properties.

The properties that are available for a specific transaction mainly depend on the payment product

used in the transaction.

Non exhaustive examples for different payment products can be found below.

4.4.1. Request

GET {hostname}/api/{version}/payment-transactions/{transactionID}

eg
GET https://dolphin.pay-nxt.com/api/vl/payment-transactions/e63fa6-c7e0-41c3-9785-e15984e2

4.4.2. Response

4.4.2.1. iDEAL

An iDEAL transaction contains a transactionExternalReference property.

{
"id": "5c9eaf@4-2d7b-4cfd-bf07-a44bld8a3e5a",
"state": "SUCCESS",
"paymentDetailedState": "SUCCEEDED",
"product”: "IDEAL_COLLECT",
"created": "2017-12-12T709:21:27.545Z",
"lastUpdate": "2017-12-12T09:23:27.545Z2",
"refund": false,
"amount": {
"currency": "EUR",
"value": 1.03
1
"properties": {
"transactionExternalReference": "0020000094246211"
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4.4.2.2. SEPA Direct Debit

SEPA Direct Debit transaction contains a batchld property.

{
"id": "5c9eaf04-2d7b-4cfd-bf@7-a44bld8a3e5a",
"state": "SUBMITTED",
"paymentDetailedState": "SUBMITTED",
"product": "SEPA_DIRECT_DEBIT",
"created": "2017-12-12T09:21:27.545Z",
"lastUpdate"”: "2017-12-12T09:23:27.545Z",
"refund": false,
"amount": {
"currency": "EUR",
"value": 1.03
}
"properties": {
"batchId": "20220210-sddc-1234567890abcdef"
}
}
4.4.2.3. PXG

Failed transaction containing the failureReason details.

{
"id": "511f14fc-c713-4f8c-aa35-49d2291bo570",

"state": "FAILURE",
"paymentDetailedState": "FAILED",
"failureReason": {
"type": "pxg.error.code.bank.intiation.failed",
"title": "Starting the SEPA bank transfer has failed.",
"detail": "Starting the SEPA bank transfer has failed.",
"rejections": [
{
"code": "INSUFFICIENT_FUNDS",
"title": "Amount of funds available to cover specified message amount
insufficient.",

}
1B

"rejectionCategory”: "BANK_SPECIFIC_ERROR"
s
"product": "PXG_PAY",
"created": "2022-11-24T12:24:04.687Z",
"lastUpdate": "2022-11-24T12:30:05.069Z",
"refund": false,
"amount": {
"currency": "EUR",
"value": 200000000.00
s
"properties": {
"transactionExternalReference": "d22b7aec-cfb2-42e3-ad6f-c8f4aabfo479"
}

is

"detail": "The payment could not be completed because of insufficient funds"
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4.5. Batch Payment Item Status

This service is an extension of the Basic Payment Item Status service and allows retrieving status
information for a set of payment items.

4.5.1. Service Endpoint
The request should be POST‘ed to:

{hostname}/api/{version}/payment-items/batch

4.5.2. Request

The Request Body is a sequence of 1 to 20 Items (grouped by the paymentItems element), and
an indication which type of identifier is used: the item public identifier or the merchant item
identifier (see Chapter 11 on the use of Item identifiers)

{
"itemIdentifierType" : "INTERNAL",

"paymentItems"”: ["e63a8fa6-c7e0-41c3-9785-e159823464el",
"65b25ad4-c7e0-41c3-9785-a256db8695Fa"
"8562fd45-c7e0-41c3-9785-efda5216bc65",
“1d22c43a-1395-4d16-99be-6d8d3dcOb6c9”,
"55ca02c2-812c-4d58-9c3a-f902fa72f799" ]

4.5.2.1. Request attributes

Attribute Name Description

itemIdentifierType The type of identifier that will be used to identify the items.

When identifierType = INTERNAL (or not present), OCS will treat
the content the paymentitems list as a list of item public identifiers
otherwise as a list of merchantItemIdentifiers .

Type: Text
Valid Values:
e TINTERNAL
e EXTERNAL
Required: No
Default if not provided: INTERNAL

paymentItems An array of items - only an identifier needs to be provided for each
item. The identifier can be either the item public identifier or the
merchant item identifier.

4.5.3. Response

44


about:blank

The response contains an array of items with their status information and the item-public-
identifier.

(response body = the one from the existing Basic Item Status Request, repeated for all Payment
Items listed in the Request)

[
{
"id": "e63a8fa6-c7e0-41c3-9785-e159823464el",
"status": {
"state": "OPEN",
"payable": true,
"suspendReason": “SUSPENDED”,
"paymentDetailedState": “REGISTERED”
¥
"amount": {
"currency": "EUR",
"fixed": 522.22,
"collected": ©
¥
"description”: "Invoice 2016 - eni",

"created": "2017-12-12T709:11:39.4417",
"lastUpdate”: "2017-12-12T09:11:39.441Z",
"expiryDate": "2019-12-12",

"dueDate" : "2019-11-11"
3
{
"id": "65b25ad4-c7e0-41c3-9785-a256db8695fa",
"status": {
"state": "OPEN",
"payable": true,
"suspendReason": null,
"paymentDetailedState": “SUBMITTED”
s
"amount": {
"currency": "EUR",
"fixed": 25.00,
"collected": ©
s

"description”: "Order 123",

"created": "2018-03-31T09:11:39.4417Z",
"lastUpdate”: "2018-04-10T09:11:39.441Z",
"expiryDate": "2019-03-31"

{
"id": "8562fd45-c7e0-41c3-9785-efda5216bc65",
"status": {
"state": "PAID",
"payable": false,
"suspendReason": null,
"paymentDetailedState": “SUCCEEDED”
¥
"amount": {
"currency": "EUR",
"fixed": 125.00,
"collected": 125.00
3

"description": "Invoice 201700052",
"created": "2018-02-28T09:11:39.441272",
"lastUpdate": "2018-03-05T09:11:39.441Z",
"expiryDate": "2019-02-28"

"id": "1d22c43a-1395-4d16-99be-6d8d3dcOb6c9”,



"status": {
"state": "OPEN",
"payable": true,
"suspendReason": null,
"paymentDetailedState": “SUBMITTED”
¥
"amount": {
"currency": "EUR",
"adjustable": {
"default": 5
"options": [
{

"value": 1

3

"range": {
"minimum": 1,
"maximum": 100
}
s
"collected": ©
¥
"description”: "Invoice 201700052",
"created": "2018-02-28T09:11:39.441272",
"lastUpdate": "2018-03-05T09:11:39.441z",
"expiryDate": "2019-02-28"
}

{
"id": "55ca@2c2-812c-4d58-9c3a-f902fa72f799",
"status": {

"state": "PAID",
"payable”: true,
"suspendReason": null,
"paymentDetailedState": “SUCCEEDED”
3
"amount": {
"currency": "EUR",
"adjustable": {
"default": 5
"options": [

{

3

"value": 1

"value": 5

1B
"range": {
"minimum": 1,
"maximum": 100
}
s
"collected": 2
3
"description": "Invoice 201700052",
"created": "2018-02-28T09:11:39.441272",
"lastUpdate": "2018-03-05T09:11:39.441zZ",
"expiryDate": "2019-02-28"
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5. Payment Item Update

5.1. Introduction

5.1.1. Item Status Update
Broadly speaking, in billing applications, two main flows are involved:

1. ABilling system generates invoices (aka Payment Items’). Based on these invoices,
online payments are initiated.

2. An A/R system has the most complete view on which invoices (Payment Items) are fully
paid. The A/R system is able to generate feeders that allow OCS to enrich/maintain the
payment statuses.

In practice, the above systems often operate independently. They typically don’t know about each

other, so we have to make sure that a specific Item is identified in both flows by the same natural

key.

In the Item Update service (described below), the Item is referenced through the ‘itemIdentifier’

attribute.

In the Item Initiation service, the same value must be added to the request body as the
‘merchantItemIdentifier’ attribute:

{
"items": {
"1": {
"expiryDate": "2017-06-17",
"paymentAttributes”: {
"amount": 50.12,
"description": "Invoice March 2016",
"reconciliationReference": "+++234/2334/37873+++",
"dueDate": "2017-08-28",
"merchantItemIdentifier"”: "0I0000201700002877"
}
}
}
}

5.1.2. Other Item Update use cases
In some cases, Merchants may want to update the amount of a payable item.
Some examples:

e When the due date has passed, merchants may want to add a late payment penalty.
e The Merchant may want to change the options offered to his customers (ico adjustable
amounts)
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Therefore, the Item Update Service also allows to update the amount and the description.

5.2. Item Update Service

5.2.1. Service Endpoint

Item updates can be POST‘ed to:

https://{hostname}/api/{version}/item-updates

5.2.2. Request Body
The Request:
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"paymentItems": [

{
"itemIdentifier": "0I0000201700002877",
"properties”: {
"status": "paid"
}
bs
{
"itemIdentifier": "0I0000201700002898",
"properties”: {
"status": "paid"
}
¥
{
"itemIdentifier": "0I0000201700002914",
"properties”: {
"status": "suspended"
}
¥
{
"itemIdentifier": "0I0000201700002992",
"properties”: {
"status": "open",
"description”: "Services provided in May 2017",
}
¥
{
"itemIdentifier": "0I0000201700002877",
"properties”: {
"amount”: {
"currency": "EUR",
"fixed": 52.5 },
"description": "S50EUR + 2.5EUR late payment penalty"
}
¥
{
"itemIdentifier": "0I0000201700003252",
"properties”: {
"description”: "Donation options”,
"amount": {
“currency": "EUR",
"adjustable": {
"default": 10,
"options": [
{"value": 5.00,
"description”: "Pencils"},
{"value": 10.00,
"description”: "Chocolates"},
{"value": 25.00,
"description": "Wine"}
11}
}
}



The array is named paymentItems® and enumerates a list of key/value objects.

itemIdentifier

status

amount

description

The value for this element should match the value of
merchantItemIdentifier in the original ltem Initiation request.
Format mask: AN {1,50}

This element defines the new status of the Item. In case of Payment Items,
the allowed values are:

open

The Item is ‘not yet paid’ from the merchant's perspective. It is only
useful to reset the status from ‘suspended’ or ‘paid’ (in case of a
status correction for example). Normally this status does not need to
be used.

paid

The Item is considered ‘paid’ using a channel other than Unifiedpost
Payments. If it was paid through Unifiedpost Payments, then it is not
necessary to set this since the item is already Paid. Browsing the
Item will result in a message indicating that this particular item has
been paid already.®

suspended

The system should no longer accept payments for this Item. The
Checkout page will indicate that it is no longer possible to pay this
item online. If Unifiedpost Payments consider the item ‘paid’ then an
error will be returned.

This element defines the new amount of the Item. This can be either a fixed
amount or an adjustable amount (see above for how to defined adjustable
amounts)

This element defines the new description of the Item.

When the itemIdentifier is not (yet) known to the system, this means that the Item has not (yet)
been initiated. Such updates will be ignored and the platform will report the Item as open (‘not yet
paid’). A failure will be reported for this item.

When status is not recognised as one of the allowed values, the entry will be ignored.

Items Status updates are fairly flexible. Item Status can be set to any of the allowed states (open
or paid or suspended) in basically any order, but only if following conditions are met:

1. Item Status can be updated only, as long as the Item is not paid online through the

platform.

In other words: If an Item arrives at the paid state, because it was paid online, the paid
state is final and cannot be updated anymore.

2. ltem Status can be updated only, as long as the lifetime of the Item is not expired.
Remember that at Item Initiation time, an expiry date is fixed for the Item. The expiry date is

8 The example treats Status Updates for Payment ltems. Mandate Items on the other hand, are held by a
"mandateStatus" array. Mandate Items are not in scope of this document.

9 When a specific Item is paid online, through the platform, the Confirmation Page will show a number of
relevant details like a transaction timestamp and a unique item id.

When it is paid externally, this information is not available. As a result, the Confirmation page will be more

compact.
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provided through the expiryDate attribute. Or, when expiryDate has not been provided, the
system fixes the default expiry date to 9 months after creation date (or 9 months after the
Due Date if the latter was provided).

3.

The table below summarizes the Update API behaviour for the different states:

Item Status in | Item Status update | Is Status updated? | How the Is the item
the Platform requested through | Is Error reported? status is still Payable?
the API by the (9 presented to
Merchant the Payer -
in status
icon and
Confirmatio
n Page
open Updated Payable Yes
(Almost Due,
S Past Due as
appropriate
ALMOST_DUE Pprop )
PAST_DUE suspended Updated Not payable | No
paid Updated Paid (no No
details)
open Ignored Not payable | No
EXPIRED suspended Ignored Not payable | No
paid Ignored (hidden) No
open Ignored if paid (1) Paid (1) No
through trx (1) (2) Open (2) Yes
Else (2) Updated
PAID suspended Error Reported Paid No
paid Ignored Paid No
open Updated Payable Yes
SUSPENDED paid Updated Paid No
suspended Ignored Not payable | No

10 The Update API only deliberately reports errors in case a PAID item is set to SUSPENDED. Other update
operations may be ignored but are not reported as errors.
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open Ignored Submitted Yes

SUBMITTED paid Updated Paid No

suspended Updated Not payable | No

5.2.3. Protocol

When posting Status updates to the platform, the platform will synchronously respond with an HTTP
202 Accepted message. This response includes a Location header, indicating where to find
processing feedback.

Querying this feedback URI (through HTTP GET), provides more information about the Status

Update job. Jobs are scheduled so querying immediately or very frequently is not useful and may
cause the Firewall to block requests from this IP address.

When the job is not yet completed, the platform will respond:

{

"processingStatus": "pending"

}

A job can remain in pending state for several minutes.!!

After a job is completed, the platform will provide more detailed feedback on the update:

{
"processingStatus”: "completed”,
"processingDetails": {
"paymentItems”: {
"successfullyUpdated": 231,
"failures": [
{
"itemIdentifier": "0I10000201700002897",
"reason": "unknown status”
¥
{
"itemIdentifier": "0I0000201700002898",
"reason": "item not updatable”
¥
{
"itemIdentifier": "0I0000201700002899",
"reason”: "unknown identifier”
}
]
¥
"mandateItems”: {
"successfullyUpdated": o,
"failures": []
}
}
}

11 At the time of writing, Item Update jobs are executed every 30 minutes.
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Processing feedback remains available for a limited amount of time only. After 15 days, the
platform will respond with an HTTP 404 Not Found message.

There is a limit of 2500 failures. If this is exceeded the last failure message will be “Failure limit
exceeded. All updates rejected!”, in this case no payment items will be updated.

5.3. Usage Guidelines

Before calling the Item Update API, please take into account following guidelines:

e Make sure to submit Status Updates only for Items that have been initiated with a valid
merchantItemIdentifier attribute. Only then, the platform can apply the requested
update. In case the itemIdentifier is not recognised, an unknown_identifier will be
reported.

e If the platform does not know the Item Status (i.e. because it has been initiated in stateless
mode), the Status is considered open. Please do not send open statuses for Items that
have not yet been paid (and are not suspended). These entries will be ignored, and the
API may ignore the entire request.

e Please do not repeat the paid status for paid items. If in doubt, it is ok to (re-)send a paid
status, but consecutive updates to paid, will result in the platform ignoring the entire
request.

e Status Update requests will be processed by the platform as soon as possible, and always
within 24 hours.

e Please take into account following usage limits:
a. Maximum 100 Status Update requests can be posted per 2 hours:
m by a Merchant/Biller using his/her Merchant API key
m by a Platform using its Partner API key on behalf of any Merchant
b. If arequest generates more than 2500 failures the entire request will be rejected and no
status updates will be made.

6. Short Checkout URL

6.1. Introduction

In some use cases, a Shorter Checkout URL than the standard one might be useful.
Eg to send a reminder to the payer by sms including the checkout URL.

A standard checkout URL looks like:
https://tx.pay-nxt.com/payment-checkouts/0252d7e8-26c0-4191-9c83-3571ae31e23c
With 8252d7e8-26c0-4191-9¢83-3571ae31e23c = the UUID or item public identifier (36 pos)

The Short Checkout URL service will return a short checkout URL of 35 positions and will look like:
https://tx.pay-nxt.com/c/126c0419
With 1260419 being a short UID of 8 positions - generated upon this request
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6.2. Request

GET https://{hostname}/api/{version}/payment-items/{public_identifier}/short-url

eg
GET https://dolphin.pay-nxt.com/api/vl/payment-items/807594ae-d9c@-4ae5-ad81-166eca6e8la7/short-url

6.3. Response

{
}

"response":"https://tx.pay-nxt.com/c/807594ae"
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/. Templates & Campaigns

7.1. Introduction

By design, an Item can be paid only once.

In some use cases however, we may want to publish a single URL (or QR code) that can be paid
multiple times. For this purpose, Templates have been introduced.

A Template is similar to a Payment Item. The difference is that a single Template will ‘hatch’ one
or more Payment ltems.

7.2. How to register a Template?

The idea is to register a Template, containing the same set of attributes as for a regular Payment
Item. Once registered, it can be used to initiate checkout pages ‘on the fly’ - not in context of one
single Payment Item, but in the context of a Campaign.

Instead of posting an Item, register a Template:

POST https://{hostname}/api/{version}/templates

eg
POST https://dolphin.pay-nxt.com/api/vl/templates

7.2.1. Request

The Request Body consist of a single Item. The same validation rules as in Item Initiation apply.
Notice though, it concerns just one single Item: no need for an index. The reason why it can be
exactly the same JSON structure, is because, in the next step, it will be taken as-is to create
Payment Items on the fly:

{
"expiryDate": "2017-06-17",
"paymentAttributes”: {
"amount": 50.12,
"description”: "Invoice March 2016",
"reconciliationReference": "+++234/2334/37873+++",
}
}

... two attributes are not allowed though:

e merchantItemIdentifier. This would cause conflicts across different ltems in a Campaign,
as the merchantItemIdentifier has to be unique across Items.
e dueDate. This has no meaning in the context of a template.

As with other Merchant API endpoints, the Merchant API Key is required as an Authorisation
Header.
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7.2.2. Response

The Response Body contains the Template Public ID, as well as the Campaign link:

{
"templateId": "56434888-ee13-4628-8829-6503225",

"campaignLink": "https://tx.pay-nxt.com/campaign-checkouts/56434888-ee13-4628-8829-6503225"

7.3. Campaign based Checkouts.

The equivalent of a Payment Checkout URL, is the Campaign URL:

https://tx.pay-nxt.com/campaign-checkouts/{item-template-public-identifier}

Similar to a Payment Item link, a Campaign link also returns a Checkout resource, but operates in
two steps:
1. An ltem is initiated dynamically, based on the template referenced by {item-template-
public-identifier}
2. The checkout page for this new ltem is generated.
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8. Payment QR Codes

8.1. Introduction

There is a wide variety in QR codes. Consider following categorisation:

Target:
e A QR-Code, containing an HTTPS URL to the OCS Checkout Page

A QR-Code, resulting in a Bancontact transaction, to be picked up by a Bancontact
Payment app
e A QR-Code, ready to be consumed by the generic iDEAL Payment scanner

Cardinality:
e One QR code can be paid only once - typically in context of a given Item

e One QR code can be paid many times (actually initiating multiple Items on the fly)

8.2. Service Endpoint

OCS QR Codes are generated by POST‘ing instructions to:

https://{hostname}/api/{version}/qr
l.e.

https://dolphin.pay-nxt.com/api/vl/qr

8.3. Request

The Request Body contains two mandatory attributes: type and resourceldentifier.

Attribute Name Description Example
Value
type The type of QR code to be created PAYMENT_ITEM

Valid values:

e PAYMENT_ITEM

e PAYMENT_ITEM_TEMPLATE

e PAYMENT_ITEM_BC_NATIVE

e PAYMENT_ITEM_IDEAL_NATIVE
Required: Yes

resourceldentifier | The identifier of a Payment Item or a Template. 3f438cc5-46fb-
4b16-aebl-
Ico PAYMENT_ITEM_TEMPLATE ad23eb93d146

- The identifier is the template uuid

For the other QR types
The identifier can be EITHER:
- The payment item uuid; OR
- Themerchant item identifier
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As specified in the identifierType
Required: Yes (if not requested at item initiation - see §8.7)

Having the item created before making this post request is a
prerequisite, otherwise the urls and images will not work as
expected.

size The size specifies the QR Image size in pixels and should be a | 250
value between

e Min 100px

e max 2000 px

e Default: 250 px

The type of resourceIdentifier used, can be either:
- SYSTEM (default), OR

- EXTERNAL
properties To be defined
An example request body:
{
"type" : "PAYMENT_ITEM",
"resourceIdentifier"” : "3f438cc5-46fb-4bl6-aebl-ad23eb93d146"
}

As with other Merchant APl endpoints, the Merchant API Key is required as an Authorisation
Header.

8.4. Response

In case of successful requests, the response status will be 201 - Created.
The response body has the same structure regardless of the specified type, but it will behave
differently.

An example response:

{

"grContent": "https://tx.pay-nxt.com/qr-checkouts/88112542-5d49-435a-a96b-c48dd7127878",

"grImageUrl": "https://tx.pay-nxt.com/qr-checkouts/88112542-5d49-435a-a96b-c48dd7127878/image",

"qrImageBase64":
" 1VBORWOKGgOAAAANSUhEUgAAAPOAAAD6AQAAAACE12eQAAABSULEQVR42u2ZUY rDMAXEBT6Aj+Sr+0g5gMHVjIQOLt39WPbDAW1po077EZ
JmpNTm71e3B3iAB/gbOM2vOsvEPY/m98CRaQH+GbWXw4alIEfNcyHAg/ITs+bPJIGu3qgj4eTOE2QdvTQABsvyak4pAlIwz/hPO6vea3Bxg+
2e08v6iD5sDb93NFNWftHpnAGEORUGNb4ZzRs8bECQESSMNSETET++iWLAXgbiilWKcomUgLKTPkKZzcgMxVACIjsdeSoEKaaIXdaAEessEKv
tIjUnyYFdLY8rISH/WylpgWECUKHYesTtk4FOAKyWewatIC7e5gaAK8SmQoFgPFVCIB3sOTCRCLMudiiAJBdw8bPTSRqTWqAJOKKXZPZNQJ
WM7WMKPsDPb+yxkrad4lqTEgCdsVy7LfP1McPsD8QCAQLIXmKOtWre/QNVC42SmOLKU+7YoAOTCL09G6Cnh+FJArrSsNIvyGzmOKAExWeGF1d
n1jovIKQDj3Diw@1qkbK1IISAUOOb2cs4tcsB7dKez30t0Agh/n+dbBePbhvFZk7sDV/uz50Dy3EGaFPD8G/UAD/DfwAsPPOCYpCGhXQAAA
ABJRUSErkJggg==",

"expiryDate": "2020-11-14T13:23:05.712Z"

}

Attribute Name Description
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qrContent

The grContent URL will redirect to the payment checkout page
where the transaction can be completed by scanning the gr code,
or paid using 3DS protocol.

Note

Since the QR Content is not always available for an IDEAL QR
code, this output is not returned for QR type
PAYMENT_ITEM_IDEAL_NATIVE.

qrImageURL

The grimageURL will provide the image of the QR code

qrImageBase64

The grimageBase64 will also provide the image of the QR code,
but encoded in Base64.

expiryDate

The expiry date of the QR Image. This will always be the same
date as the expiry date of the payment item or item-template.

8.5. Different types of QR Code

type Underlying Target Cardinality
Resource
PAYMENT_ITEM Payment Item Only once

PAYMENT_ITEM_TEMPLATE

OCS Checkout Web Page
Template Multiple

PAYMENT_ITEM_BC_NATIVE

Payment ltem Bancontact App and all Only once
Belgian Banking Apps

PAYMENT_ITEM_IDEAL_NATIVE

Payment ltem Dedicated iDEAL app and | Only once
selected Dutch Banking
Apps (ABN Amro,
Rabobank and ING)

8.6. Add extra Info to the QR Image

In some cases - eg when QR codes are printed on paper - extra information added to the QR
image may help identify which item this QR code refers to.

Therefore it is possible to add following query parameters to the grImageURL:

?label=

The label specifies which text is added to the QR
payment item (template).
Following label values are supported:

e reconciliation-reference

e description
e qr-type

(max nr = nr of supported values)

image. It corresponds with data defined for the linked

The label parameter can be added more than once

Example:
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https://tx.pay-nxt.com/qr-checkouts/20c9626f-7920-4101-a86¢-
3a89f47f0aba/image?label=reconciliation-reference&label=description&label=qr-type

... will produce:

QR with labels
Tesl QR
PAYTMEMT_ITEM

8.7. Request QR Code at Item Initiation

As described above, retrieving QR codes for a Payment Item is typically done through an
additional gr request, after Payment Initiation, returning both QR content and images. For high-
volume work flows, such a second request may cause too much overhead. Not least, because the
image rendering may be time consuming. Specialised print houses have dedicated QR image
generation software, so there may be a preference to avoid QR Code generation by the platform.

To support these optimisations, OCS offers two features:
1. Get access to the QR details, immediately through the initial request that creates the Item.
(which also allows for batch processing)
2. Distinguish between generating (1) just QR code content, or (2) also produce the QR code
images.

To support all this at Item Initiation time, it's possible to add the qrCode as paymentOption in the
Request body.

Example Request:

{
"items": {
"1t {
"paymentAttributes”: {
"amount": ©.01,
"description"”: "Test Batch QR 1",
"reconciliationReference"”: "Test Batch QR",
"merchantItemIdentifier": "TestQR456"

}s
"paymentOptions”: {
"qrCode": {
"type": "PAYMENT ITEM",
"size": 100
}
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}

s
2" A
"paymentAttributes": {
"amount": ©.062,
"description"”: "Test Batch QR 2",
"reconciliationReference”: "Test Batch QR"
4
"paymentOptions”: {
"qrCode": {
"type": "PAYMENT_ITEM_BC_NATIVE",
"size": 200
}
}
}

Attribute Name | Description Example
Value
paymentOptions | Specifies additional input/output options for a Payment Item.
Type: Array
Required: No
qrCode Specifies what extra QR output to be generated at Payment

Iltem Initiation.

Possible attributes and values are the same as when
requesting a QR Code stand alone (as specified above).

Except for the resourceldentifier which is not known at the
time of initiation.

Required: No
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Example Response:

{
"1 {
"id": "8748e302-4a66-4fb5-8163-810cf1806781",
"paymentLinks": {
"checkout": "https://tx.test.pay-nxt.com/payment-checkouts/8748e302-xxx-810cf1806781",
"statusText": "https://tx.test.pay-nxt.com/payment-items/8748e302-xxx-810cf1806781/status.txt",
"statusImage": "https://tx.test.pay-nxt.com/payment-items/8748e302-xxx-810cf1806781/status.png"
1
"paymentOptions": {
"grCode": {
"grContent”: "https://tx.test.pay-nxt.com/qr-checkouts/591c6a38-5677-4808-abcd-b811d79bc547",
"grImageUrl": "https://tx.test.pay-nxt.com/qr-checkouts/591c6a38-5677-4808-abcd-b811d79bc547/image",
"grImageBase64":
" 1VBORWOKGgOoAAAANSUhEUgAAAPOAAAD6AQAAAACE12eQAAABGEIEQVR42u2ZwY3EIAXFLVFASqI1SqIAIK/9bbLZINrDaA581iYiJAryLhfl
tM6L/POO2sIENTAYOsedQexWb9apdhi8IF2C/cTRjh1T7GPZx5DoRYEbZitlogM2ddI4RaNhgBSdFC2j4mFkqODI6IFz03axXt1T{fXIXAOH
FXnW86MP1QD62gsAXvr5q9dpAwSbp8LTXvnulQQYgehUr7nUWOD6ECNDtCv116xAvx1zMpAFgoFukKk5KZGZmAMbUXp+axU3xwAQeS5sYXLuQK
4IMNgKiASit11NS6EMDWRELFfkOUj/N33f120BAiv8+IkSVHNTAYgYpLwWMXtH+JcuXMC1AfF+K1bKwycXByItFrSBmOqsGLKAPTsp1I165n0
iwkXY016gYxJISXG5avTww83t2hVCzevNIAiC10IqpzOxycTKOAEX7tXSPKRUWG6a4IUG5GIpABZwtreYWHC+ufYgAIBSAOVWO5GK1ETCj3s3
Me548Mj4gM3vHAS5sZwSwW6NoH4e0x2EtDsxrt+w74039/JFiAiDCX0+Xe5buBMD+N20DG/g28AP2LNEYH7E/4gAAAABIRUSErkdggg=="",
"expiryDate": "2019-05-23T707:02:46.276Z"

}
}
¥
"2" A
"id": "d8acc813-015f-41d0-95d5-7ef92928a7eb",
"paymentLinks": {
"checkout": "https://tx.test.pay-nxt.com/payment-checkouts/d8acc813-xxx-7ef92928a7eb",
"statusText": "https://tx.test.pay-nxt.com/payment-items/d8acc813-xxx-7ef92928a7eb/status.txt",
"statusImage": "https://tx.test.pay-nxt.com/payment-items/d8acc813-xxx-7ef92928a7eb/status.png"
¥
"paymentOptions": {
"grCode": {
"grContent”: "BEP://1bep.turtle.test.pay-nxt.com/bc-bep*4d331d5a37f9$B4QWNCGOX7PZYIU4UOV2WETI",
"grImageUrl”: "https://tx.test.pay-nxt.com/qr-checkouts/a066le@e-25b9-44c8-8915-fbOcb691lebad/image”,
"grImageBase64":
"1VBORWOKGgOAAAANSUhEUgAAAPOAAAD6AQAAAACE12eQAAACOELEQVRA2u2ZMW6FQAXEjSi25AjcZLkYEKG/YnCTPQL1FghnPESi4H+1SIO
1QIEieEVMxjP2RvT3a5IHeIAH+NeA4GpFmlFOaldaz13t0eAKCKprG7ZGU+6WWqVa+1Z1cQZMore505dmkTpIBwCUQOA3GRI+qjVXKMonEAY
QCD307BLQ8kRa6HWO2/pBMDcD7KwwQwU/ tw+tdzPASOy@aH/02MR3Vx07GZAKH1gimgpfWZP0Oi4jIwxVg9mn2NMBD1yH1CEVNROF6AHKEHQB
SsVLgAZvOoscqPABqzmQeIIGNZqUEbwDOOrbZRIGvVEIKuJ1F6wDAulehvvVeyUOPAH5tqDRauEeOIWb+k/gCaE+7R7EA3RVNFQAVQA02FMQ
ihZVFuQLgR3hnpiT2vdH5cVEHBWAjVYT7hlLwFFdOBtgsnDBrwgMYSQS6Y/s7AKgHeOjIOdhys4ceZHAFmF5RSVEoy@OUCRatAwATCFazote
GTQXLn5fBFcCpnUsQl4y91EMVHECakiV84kDMWeQUSRAAWYKxZIRZziakt3B3AIiYCuhRNnrihgStTkvQ/YAFJS0zDOxc3K5/i9sBmObuUWX
JgB70bu8BOH3xpUftpcAS1IBXANTcLVMCprpzDdNfF/GagnB4wjX523nP6ewD2w6JaqQe0SeHY/n4AyyDotecpZjpNIG4Am+VKePII5v31626
Aeoh19WEKMUbVFVDOq7Hz2vBh59Xm+2/HbjcDzz84HUABHUAVvWBeXJifNTL402QAAAABIRUSErklggg==",
"expiryDate": "2021-02-11T707:02:46.307Z"
}
}
}
}
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9. Bancontact Mobile URL Intent

9.1. Introduction

To initiate a mobile Bancontact transaction from a mobile device, implies sending a URL Intent to a
locally installed, Bancontact compatible app. The most common example is the URL Intent,
embedded in the OCS Checkout page, displayed in a mobile browser.

kb <a data-teggle="collapse" id="heading®" href="#collapsed'=.=,

. =div class="row payment-product collapse" id="collapse®"=.
EUR 0.05 P =di 1 " duct 1L " id="coll, a"
=/div=
kb <a data-toggle="collapse" id="headingl" href="#collapsel" cli
aria-expanded="true"=.</a=

¥=div class="row payment-product cellapse in" id="collapsel”
aria—-expanded="true" style=
::before
¥ediv class="product-wrapper" data-product-id="2f38c34d-9fb«
Choose your payment method 4d@1—9853—3c5bpdd1c3‘f4b“.- i ?
¥adiv=
¥=div class="bancontact"=
¥=div class="payment-details"=
. =input id="wvault_url" type="hidden" walue="https://
How would you ||ke to paY? turtle.pay-nxt.com/card-data"=
=input type="hidden" id="grCodeTransacticnId” wvalue
"21614Ba5-65Ff5-4394-89Fc-33dc@7@38dcl" >
¥adiv class="row"=
::before

Opel"l your b =div class="col-md-18 col-lg-offset-2"=.=/div=
Bancontact app > <div class-clearfix'-c/div-

¥adiv class="col-sm-12 mobile"=>
»<a class="btn btn-lg btn-primary pay-btn app
payment-initiation-1link" href="BEPGenApp://DoTx?
TransId=1bep.turtle.pay-nxt.com/bc—

Pay with your bep*bBeed747b323$WDBKOR2 TKSSO0DNTNERL TKGT .= /a>
=br=
Bancontact card o

kb =div class="panel panel-primary"=.=/div=
=/div=
F=div class="clearfix"=.</div=
=div class="clerafix"==/div=
i Bancontact rrafter
=/div=
=fdiv=
P =div class="row footer'=.<=/div=
=/div=
P =div style="visibility: hidden" id="divPareqForm'=.=/di
=/div=
=script type="text/javascript" src="/js/bcmc-5b339f4...js"
Choose another payment method </script>
=/div=
srafter

OCS offers an API to generate these URL Intents, so it becomes possible to initiate an app-to-app
payment experience.

9.2. Service Endpoint

Bancontact URL Intents are generated by POST‘ing instructions to:

https://{hostname}/api/{version}/payment-items/{payment-item-public-Identifier}/bep-tokens
l.e.

https://dolphin.pay-nxt.com/api/vl/payment-items/3f438cc5-46fb-4b16-aebl-ad23eb93d146/bep-tokens

9.3. Request
The Request Body described the redirect policy.
An example request body:
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{

"redirectURL" : "https://en.wikipedia.org/wiki/Home_page",
"successURL" : "https://en.wikipedia.org/wiki/OK",
"failureURL" : "https://en.wikipedia.org/wiki/Failure"
}
Attribute Description Example Value
Name
redirectURL redirectURL is sent in the first
communication with Bancontact and it will be | https://tx.pay-nxt.com/payment-
used in any outcome (success, failure or items/2645505f-d@a4-41dc-b444-
successURL canceled by user) unless a more specific url | 5ff51134ed75/status
is provided (successURL or failureURL)
failureURL In case redirectURL is not provided the or

starfish status page will be used as default.

Valid values: A URI to be resolved by the
mobile device. This can be an HTML URL,
resulting in a mobile webpage being shown.
Or it can be a mobile deep link, pointing to a
specific location in a particular mobile app.

Required: At least one of redirectURL,
successURL or failureURL must be
present. The system will choose the most
applicable one.

myApp://item/656257/successful
-payment

As with other Merchant API endpoints, the Merchant API Key is required as an Authorisation

Header.

9.4. Response
url contains the URI to be embedded in the mobile app.

{

"url”:

}

"BEPGenApp://DoTx?TransId=1bep.turtle.pay-nxt.com/bc-
bep*d6b7bd36f8a0$AA3XU3UR6RXRDSQFQOETLRUV",
"expiryDate": "2018-03-06T09:15:41.449Z"
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10. Payout Report Requests

10.1. Introduction

Items that have been paid are settled with the Merchant periodically.

After each payout to a Merchant, a Payout Report is generated, containing both information on the
global payout and details on the individual items being part of that payout. For more details on this

report, see companion document “OCS - Merchant Implementation Guide”.

10.2. Authentication Header

The calls to request Payout Reports are protected by API Keys that are flagged for sensitive

operations. Such an API Key will have to be created before being able to make use of the services

described in this chapter.
See Section “API Keys for access to sensitive resources”.

10.3. List of Payout Reports Service
10.3.1. Request

GET https://{hostname}/api/{version}/reports/payout

€g
GET https://dolphin.pay-nxt.com/api/vl/reports/payout

As a curl command:
curl -H "Authorization: OCS-API ©83a77d4-051f-46ff-9850-940193f1239a" https://dolphin.pay-
nxt.com/api/vl/reports/payout

10.3.2. Response

The response contains a list of URLs

"reportLinks": [
{
"reportNumber":12,
"reportDate":”2017-09-11", "reportURL":"https://dolphin.pay-
nxt.com/api/vl/reports/payout/9d696b33-0dd1-4120-828b-127c51c25gf7"
s
{
"reportNumber":13,
"date":”2017-09-12", "reportURL":"https://dolphin.pay-
nxt.com/api/vl/reports/payout/9d696b33-0dd1-4120-828b-127c51c25gf5"
}
1
Attribute Name Description
reportlLinks An array that enumerates a list of payoutReportDetails
Type: JSON Array
reportNumber The unique Payout Number of this payout.
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In case of Balance Payout, this number is also shown in the remittance
information of the payout.

Type: Integer

reportDate The Payout Report Date, ie the date of the payout reported (= ‘the day
the Pay-Out was initiated by Unifiedpost Payments’)

Type: Text
Format: yyyy-mm-dd

reportURL The URL at which the Merchant can retrieve the Payout Report. This
URL is not exposed in the public domain. To GET this body, the
appropriate API key needs to be provided in the Authorization header.
(see above)

10.4. Payout Report Details Service
10.4.1. Request

There are two paths to fetch a Payout Report:

A. Using the Payout Report public-identifier as a criteria:

GET https://{hostname}/api/{version}/reports/payout/{public-identifier}

€g
GET https://dolphin.pay-nxt.com/api/vl/reports/payout/9d696b33-0dd1-4120-828b-127c51c25gf7

As a curl command:
curl -H "Authorization: OCS-API ©83a77d4-051f-46ff-9850-940193f1239a" https://dolphin.pay-
nxt.com/api/vl/reports/payout/6943da71-11e9-4e86-badc-bfd65a34aaef

B. Using the Payout Payout Number as a criteria

GET https://{hostname}/api/{version}/reports/payout/report-number/{report-number}

€g
GET https://dolphin.pay-nxt.com/api/v1l/reports/payout/report-number/83

As a curl command:
curl -H "Authorization: OCS-API ©83a77d4-051f-46ff-9850-940193f1239a" https://dolphin.pay-
nxt.com/api/vl/reports/payout/report-number/83

10.4.2. Response

The response contains a file in the format specified, default being csv (layout details are explained
in the OCS - Merchant Implementation Guide)
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HEAD, PAYOUT_REPORT, 36, INDIVIDUAL_TRANSACTION,2017-12-29,0C80000001414,BE24363053252838, BBRUBEBB, PAYNXT
S.A.,BE97310072950049,BBRUBEBB, EUR, Sabam,Rue d'Arlon 75-77,1040 Brussels,BE,2,251.08
TRANSACTION_CREDIT,ba6ad670-599d-4135-917a-297767da83e3,192.39,192.39,EUR, 2017-12-28,2017-12-
28T09:37:40.103Z,Anton Reygelton
Reygel,BE63457450245108,670342XXXXXXX0020, , ,BANCONTACT_COLLECT,0GM_VCS, 017027388686, ,
TRANSACTION_CREDIT,85754570-9ebe-4f24-87e9-cbb021eb85a9,58.69,58.69,EUR,2017-12-28,2017-12-
28T07:18:15.054Z,NA,BE34001797312390,670304XXXXXXX1723, , ,BANCONTACT_COLLECT,0GM_VCS,017027558438, ,

10.5. Payout Report Format

Next to the default csv format, a Payout Report can also be requested in a CODA like format or a
MT940 like format, following the CODA or MT940 standards, but for the ‘Virtual Merchant Account’
instead of a physical bank account. The layout of these files is described in the OCS - Merchant

Implementation Guide.

An optional query parameter can be used to specify the format in which Payout Reports should be
returned. The default format is MPO (csv).

?format= The format in which the Payout Report is returned.
Can be one of these values:

e MPO: default csv report is returned

e CODA

e MT940

The parameter can be added to each of the Payout Requests:

GET https://{hostname}/api/{version}/reports/payout
GET https://{hostname}/api/{version}/reports/payout/{public-identifier}

GET https://{hostname}/api/{version}/reports/payout/report-number/{report-
number}

Example:
Assuming the requested format is CODA:

GET https://{hostname}/api/{version}/reports/payout/{public-identifier}

The Response will be:

0000017022000005 0000000271Unif1ledpost PAYMENTS NV  PANXBEB1 00000000000 00000 2
130000C40000000000 EUROPOO00O000000000160220Un1fiedpost PAYMENTS NV PAY-NXT virtual account 000
2100010000 00000VPVVVVOVO10170220001500001101133767115325 17022000001 ©
2300010001BE47979623542980 EURNA 00
2100020000 1000000000000010170220001020000271 17022000001 ©
2300020001BE25068890397682 EURUnifiedpost PAYMENTS NV 00
80000C40000000000 EUR0000000000000000170220 [Z]
9 1 10 2
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Example:
Assuming the requested format is MT940:

GET https://{hostname}/api/{version}/reports/payout/{public-identifier}

The Response will be:

{1:FO1PANXBEBIXXXX }{2:094 PANXBEB1XXXX H3:}{4:
120:302

:25:0C40000000000

:28C:302/1

:60F : C200221EURO, 00

161:2002210221C0,03N100NONREF

:86:/TRTP/SEPA TRANSFER/IBAN/NL84RAB0©304935115/NAME/J.H.J. VAN B
ULCK/REMI/TestReleasel27.3/EREF/1999b7fe-027f-483c-beb8-b68bf4eab
9bd

161:2002220222C0,03N100NONREF

:86:/TRTP/SEPA TRANSFER/IBAN/BE55068890432644/NAME/NA/REMI/TestRe
1_28/EREF/b55b820a-97b3-43d0-a079-235ac81lead5e
161:2002220222C0,03N100NONREF

:86:/TRTP/SEPA TRANSFER/IBAN/BES55068890432644/NAME/jan van bulck/
REMI/TestReleasel27.3/EREF/5c8047cb-103c-46d0-946b-5dbb20a964c0
161:2002220222C0,03N100NONREF

:86:/TRTP/SEPA TRANSFER/IBAN/BES55068890432644/NAME/NA/REMI/TestRe
leasel27.3/EREF/5fe9fbeb-88ed-48ca-b7e5-abea7f8d762a
161:2002220222D0, 12N10ONONREF

:86:/TRTP/SEPA TRANSFER/IBAN/BE25068890397682/NAME/Unifiedpost PA
YMENTS NV/REMI/302

:62F:C200222EURO, 00

-H5:}
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11. Payment Item Identifiers

Payment items are usually identified during operations using the item-public-identifier (a
UUID), returned after Item Initiation.

In some cases we support identifying the payment item using the merchantItemIdentifier
property specified during initiation (if one was provided).

To do this, the caller will have to specify the merchantItemIdentifier as item identifier and append
the following query parameter to the url:

?identifier-type=EXTERNAL Indicates the identifier being specified as being a
merchantItemIdentifier

Example:

Assuming a payment item has following properties:
- ltem Public Identifier = “5b1b793e-448f-4827-865b-975f0ba5373"
- merchantltemldentifier = “mer-123”

The following requests will result in the same outcome

GET {hostname}/api/{version}/payment-items/5blb793e-448f-4827-865b-9f75f0ba5373
GET {hostname}/api/{version}/payment-items/mer-123?identifier-type=EXTERNAL

The api’s which support this identification method are listed below:

- Basic Payment Item Status

- Extended Payment Item Status
- Payment Item Transactions

- Short Checkout URL

- Bancontact Mobile URL Intent
- AddNotificationURL

12. Refunds

12.1. Introduction

Merchants can refund (part of) a transaction to their payers. Currently this feature is supported for
iDEAL, Bancontact and Cards.

Refunds are only possible:
e for the remainder of the amount, the part not refunded yet
e within 2 years after the original payment date
e only with the product/card/account used for the original transaction

Refunds can be done through the OCS Merchant Dashboard, and by calling the endpoint
described below.
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12.1. Endpoint

POST https://{hostname}/api/{version}/transaction-refunds/{transactionID}

eg

POST dolphin.pay-nxt.com/api/vl/transaction-refunds/5c9eaf04-2d7b-4cfd-bf07-a44bld8a3e5a

12.2. Request

{
"amount" : 5.00,
"reason" : “Double payment”
}
Attribute Name Description Example Value
refundAttributes Refund attributes
amount The amount to be refunded. The currency will always | 5.00
be equal to the original transaction currency.
Required: No
Default: If no amount is provided, the entire
transaction amount will be refunded.
reason A short textual description about the reason to refund | Double payment

the money, for traceability reasons.

Type: Text
Format: AN max 255 positions
Required: Yes

12.3. Error handling

In case of exceptions, a response of media type "application/problem+json" [RFC 7807] will be
returned, with details about the problem.

Example:
HTTP response code | Payload
400 "type": "transaction_mandatory",
"title": "Transaction mandatory",
"detail": "A refund always has to be linked to an existing
transaction”
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13. Appendix A. Hands-on examples using the
API

12.1. CURL

12.1.1. Initiating a Payment Item

Create a small file called items.json and copy/paste the Payment Initiation body in there:

2. vim

"items":{
"1":{
"stored" :true,
"paymentAttributes”:{
“"amount":143. 16,
"description”:"Utility Invoice 766243 - November 2018",
"reconciliationReference" : "REF-900000766243"

Next, POST items.json to the OCS endpoint:

curl -d @items.json -H "Content-Type:application/json" -H "Authorization:0CS-API
083a77d4-xxxX-XXXX-9850-940193fxxxxx" -X POST https://dolphin.pay-
nxt.com/api/vl/items

) 2. bash
Jans-MBP-2:tmp jbulck$
Jans-MBP-2:tmp jbulck$ curl -d @items.json -H "Content-Type:application/json" -H "Authorization:0CS-API @83arsu~ 27" C—ui,
3f1239a" -X POST https://dolphin.pay-nxt.com/api/vl/items
{
s g
“id" : "6487a282-5012-4313-9860-338d45dde313",
“paymentLinks” : {
“checkout" : “"https://starfish.pay-nxt.com/payment-checkouts/6487a282-5a12-4813-9860-338d45dde313",

"statusText" : “https://starfish.pay-nxt.com/payment-items/6487a282-5a12-4813-9860-338d45dde313/status . txt",

"statusImage” : “https://starfish.pay-nxt.com/payment-1items/6487a282-5a12-4813-9860-338d45dde313/status.png"”,

"extended" : "https://dolphin.pay-nxt.com/api/vl/payment-items/6487a282-5012-4813-9860-338d45dde313/status"
¥

1
Jans-MBP-2:tmp jbulcks []
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12.1.2. Fetching the Payout reports

To get the list available Payout Reports:

curl -H "Authorization: OCS-API 083a77d4-051f-46ff-9850-940193f12999"
https://dolphin.pay-nxt.com/api/vl/reports/payout

This will return :

"payoutReportLinks": [

"reportNumber": 99,

"date": "2018-02-18",

" r‘epor‘tU RL": "https://dolphin.pay-nxt.com/api/v1l/reports/payout/bfale88c-a4a0-4950-8a3d-d242d2b36999"
s

"reportNumber": 98,

"date": "2018-02-15",

" r‘epor‘tU RL": "https://dolphin.pay-nxt.com/api/vl/reports/payout/850c645f-d009-47c9-a30e-937d6a00b9o99"
s

"reportNumber": 83,

"date": "2018-01-19",

" r‘epor‘tU RL": "https://dolphin.pay-nxt.com/api/vl/reports/payout/6943da71-11e9-4e86-badc-bfd65a34a999"
s

"reportNumber": 82,

"date": "2018-01-16",

"reportURL": “https://dolphin.pay-nxt.com/api/vl/reports/payout/73b36380-1e57-4912-b61b-c3f1df43999"

Then, you can either query using the URL provided in the payout report list or query per payout number, which is a

sequence. The two following HTTP requests return the same report:

curl -H "Authorization: OCS-API ©83a77d4-051f-46ff-9850-940193f12999" https://dolphin.pay-

nxt.com/api/vl/reports/payout/report-number/83

curl -H "Authorization: OCS-API ©83a77d4-051f-46ff-9850-940193f12999" https://dolphin.pay-

nxt.com/api/vl/reports/payout/6943da71-11e9-4e86-badc-bfd65a34aaef

This will return:

HEAD, PAYOUT_REPORT, 83, INDIVIDUAL_TRANSACTION, 2018-01-
20,0C40000000000,BE24363053252838, BBRUBEBB, PAYNXT

72


https://dolphin.pay-nxt.com/api/v1/payout-reports
https://dolphin.pay-nxt.com/api/v1/payout-reports
https://dolphin.pay-nxt.com/api/v1/payout-reports/6943da71-11e9-4e86-badc-bfd65a34aaef
https://dolphin.pay-nxt.com/api/v1/payout-reports/6943da71-11e9-4e86-badc-bfd65a34aaef

S.A.,BE25068890397682,GKCCBEBB, EUR,UNIFIEDPOST PAYMENTS NV,Avenue Reine Astrid 92A,1310 La
Hulpe,BE,2,0.12

TRANSACTION_CREDIT,047409dc-812d-46ba-bo6f-04a5384e996¢,0.05,0.05,EUR,2018-01-19,2018-01-
19T10:29:30.040Z,NA,BE54799529270697,670305XXXXXXX5003, , , BANCONTACT_COLLECT,UNSTRUCTURED, Campai
gn Test,,

TRANSACTION_CREDIT,836aal7d-515e-48dd-8903-cd9bf53d6d4b,0.07,0.07,EUR,2018-01-19,2018-01-
19710:46:40.067Z,NA, BE26001188805829 , 670304XXXXXXX7099, , , BANCONTACT COLLECT,UNSTRUCTURED, 091/40
37/32870,,

12.1.3. Updating a Payment Item
To submit a status update for the following 'batch-update.json' file containing:*?
{ "paymentItems": [
{ "itemIdentifier": "111111111111", "properties": { "status": "suspended" } },
{ "itemIdentifier": "222222222222", "properties": { "status": "suspended" } },

{ "itemIdentifier": "333333333333", "properties": { "status": "suspended" } }
11

You can execute the following curl command:*3

curl -D - -H "Content-Type: application/json" -H "Authorization: OCS-API 083a77d4-051f-46ff-
9850-940193f12999" https://dolphin.pay-nxt.com/api/vl/item-updates --data "@batch-update.json"

On success, the http response of this file will be a status 202 (meaning accepted for processing) with a
"Location:" header linking to the status of this asynchronous processing.

Immediately after the update status submit, you will get (using the previously mentioned link):

curl -H "Content-Type: application/json" -H "Authorization: OCS-API ©83a77d4-051f-46ff-
9850-940193f1239a" https://dolphin.pay-nxt.com/api/vl/item-updates/95a4717c-2695-44c6-
9561-73fde8afd999

{"processingStatus":"pending"}

And after one minute or so, the same request will give:

{
"processingStatus": "completed",
"processingDetails": {
"paymentItems": {
"successfullyUpdated": 3,
"failures": []
}
}
}

12'1111111111' being the merchantItemIdentifier.
13»_p -"to output reponse headers.
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12.2. Postman '#

Setup the POST method, target URL and HTTP Headers:

POST https://dolphin.pay-nxt.com/apiivl/items
Authorization Headers (2) Body @ Pre-request Script Tests
Key Value

Content-Type

Authorization

Add the body:

application/jsen

DCS-API 6fc54c67-2 .. -

POST https:/fdolphin.pay-nxt.com/apifv1/itemns
Authorization Headers (2) Body @ Pre-request Script Tests

form-data w-www-form-urlencoded @ raw binary |SON (application/json)
1-{

2~ "items":{

3- "1

4 "stored” :true,

5~ "poymentAttributes”: {

& "amount™:143.16,

7 "description”:"Utility Invoice 766243 - November 2018°,
8 "reconciliationReference” : "REF-9030007 66243

9 h
1@ }
11 :
12 1
13

Click to obtain the response:

Body Cookies (1) Headers (17) Tests
Pretty Raw Preview JSON =
1-{
2- 1" {
3 "id": "f4bcSebf-6cbb-47eq-ae@d-8718158ceBed”
4 - "paymentlinks": {
5
4]
7
B
9 H
10 1

,_.
1=
=

14 https://lwww.getpostman.com

Status: 201 Created

"checkout": "https://starfish.pay-nxt. com/payment-checkouts/f4bcSebf-6ebb-47ea-ae@@-8718158ce%ed",
"statusText": "https://storfish.pay-nxt.com/payment-items/f4bcSebf-6ebb-47e0-0200-8718158ce9eB/status. txt",
"statusImage”: "https://starfish.pay-nxt.com/payment-items/f4bcSebf-bebb-47eq-oedd-8718158cefed/status.png”,
"extended": "https://dolphin.pay-nxt.com/api/vl/payment-items/fdbcSebf-6cbb-47ea-0e00-8718158cePe@/ status”

J814-102f86978cde

Time: 288 ms

Size: 1.26 KB
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