
Congratulations, You're HIPAA Certified!

Just One Small Problem: 

There Is No Such Thing as HIPAA Certification



Every so often, I hear a healthcare organization or
technology vendor proudly announce:

"We're HIPAA certified."

That sounds reassuring. It suggests that a qualified authority inspected the organization, tested its
safeguards, stamped the paperwork, and issued an official certificate declaring it compliant with
HIPAA.

There is only one problem:

The federal government does not offer, recognize, or require a general HIPAA certification.

There is no official HIPAA certification exam for organizations. There is no Department of Health
and Human Services-approved seal of compliance. There is no laminated certificate that grants its
holder immunity from breaches, complaints, investigations, or poor decisions involving patient
information.

In fact, the U.S. Department of Health and Human Services has stated directly that covered entities
are not required to "certify" their compliance with the HIPAA Security Rule. HHS also warns that it
does not certify people, products, consultants, training programs, or systems as "HIPAA compliant."

That does not mean HIPAA assessments are meaningless. Quite the opposite.

A well-designed HIPAA assessment can be one of the most valuable things an organization does to
understand its compliance posture, identify risk, prepare for customer scrutiny, and reduce the
likelihood that a bad day becomes a very expensive bad year.

The key is understanding what an assessment actually tells you—and what it does not.



HIPAA Compliance Is Not a Merit Badge
HIPAA compliance is better understood as an ongoing operating condition, not a one-time
achievement.

Think of it like maintaining a building.

Passing a fire inspection last year does not guarantee that today's exits are unobstructed, the
alarms still work, new electrical work was properly installed, or someone has not converted the fire-
sprinkler control room into seasonal storage.

Similarly, an organization may have had strong HIPAA safeguards when it completed an
assessment, but things change:

New software is implemented. Employees leave or change roles. Vendors are added. Systems
migrate to the cloud. Business processes evolve. Cybersecurity threats change. Policies quietly
become outdated. Someone creates an unauthorized spreadsheet containing protected health
information because "it was just easier."

Compliance must be maintained through governance, risk management, documentation, training,
monitoring, technical safeguards, and periodic reevaluation.

A certificate hanging on the wall cannot do any of those things.



What About HIPAA Training Certificates?
Training certificates are legitimate—but they are frequently misunderstood.

An employee may complete HIPAA privacy or security training and receive a certificate of
completion. That certificate documents that the individual completed a particular course on a
particular date.

It does not certify that:

The employee will
always follow the
rules.

The organization
is HIPAA
compliant.

The organization's
systems are
secure.

Its policies are
legally sufficient.

Its business
associate
agreements are
complete.

Its risk analysis is
accurate.

Its incident
response process
works.

Its vendors are
properly managed.

A training certificate proves training completion. It is not a federal compliance passport.

Training is important, but HIPAA compliance requires considerably more than getting 80% on a ten-
question quiz in which every incorrect answer seems to involve posting patient records on social
media.



What Is a HIPAA Assessment?
A HIPAA assessment is a structured review of an organization's operations, documentation,
systems, safeguards, and practices against applicable requirements of the HIPAA Privacy, Security,
and Breach Notification Rules.

Depending on the organization and the purpose of the engagement, the assessment may examine
areas such as:

HIPAA governance and assigned
responsibilities
Privacy policies and permitted uses and
disclosures of protected health information
Security policies and procedures
Workforce access controls
Security awareness and training
Risk analysis and risk management
Incident response and breach notification
Business associate relationships and
agreements

Physical safeguards
Technical controls
Contingency planning and data recovery
Documentation retention
Patient rights and request-processing
procedures
Sanctions and complaint-handling
processes
Periodic compliance evaluations

The HIPAA Security Rule specifically requires regulated entities to conduct periodic technical and
nontechnical evaluations to determine the extent to which their security policies and procedures
meet the Rule's requirements. OCR's audit protocol likewise examines whether organizations have
evaluation procedures and supporting documentation in place.

A comprehensive assessment should therefore go beyond asking, "Do you have a policy?"

It should ask:

Is the policy appropriate
for the organization?

Does it address the
applicable
requirements?

Has it been approved?
Is it current?

Are employees
trained on it?

Is the organization
actually following it?

Is there evidence that
the process works?

Are exceptions documented? Are identified deficiencies being corrected?



Risk Analysis Is Important—but It Is Not the
Entire Assessment
One of the most common areas of confusion is the difference between a HIPAA security risk
analysis and a broader HIPAA compliance assessment.

A security risk analysis focuses on potential risks and vulnerabilities affecting the confidentiality,
integrity, and availability of electronic protected health information, or ePHI.

A sound risk analysis should identify:

Where ePHI is
created, received,
maintained, or
transmitted

Relevant systems,
applications,
devices, and
locations

Threats that could
affect the
information

Vulnerabilities that
could be exploited

Existing security
measures

The likelihood of a
threat occurring

The potential
impact

The resulting level
of risk

HHS guidance emphasizes that the risk-analysis process should document relevant threats,
vulnerabilities, likelihood, impact, and risk to ePHI.

The resulting risks should then feed into a risk-management process that identifies corrective
actions, responsible parties, priorities, and target dates.

A risk analysis is essential. OCR enforcement actions repeatedly identify the failure to conduct an
accurate and thorough risk analysis as a significant HIPAA deficiency.

But a security risk analysis does not necessarily evaluate every requirement of the Privacy Rule,
Security Rule, and Breach Notification Rule.

For example, it may not fully assess:

Notices of privacy practices
Individual access requests
Privacy complaints
Restrictions on uses and disclosures
Authorization forms

Amendment requests
Accounting of disclosures
Breach-notification decision-making
Business associate contracting
Workforce sanction procedures



What Does an Assessment Actually Produce?
A useful HIPAA assessment should produce more than a yes-or-no opinion.
Depending on the engagement, the deliverables may include:

1
An assessment report
The report should describe the scope, methodology, criteria, evidence reviewed,
interviews conducted, limitations, findings, and overall conclusions.

2
A findings or gap register
This identifies specific deficiencies, observations, or opportunities for improvement and
connects them to applicable requirements or recognized practices.

3
A risk register
The risk register documents identified risks, likelihood, impact, current controls, residual
risk, recommended treatment, ownership, and priority.

4
A corrective-action roadmap
This turns findings into manageable work. It should distinguish between urgent issues,
near-term priorities, and longer-term improvements.

5

An executive summary
Leadership generally needs a clear explanation of: What was assessed, what is working,
where significant exposure exists, which decisions require executive attention, and what
should happen next. Executives usually do not need 147 pages of regulatory cross-
references before learning that terminated employees still have active accounts.

6

Supporting documentation
A mature assessment may also produce or update policies, procedures, data-flow
diagrams, system inventories, training plans, incident-response materials, vendor-
management documentation, and governance records.



Is a HIPAA Assessment a Guarantee of Compliance?

No responsible assessor should guarantee that an organization is—or will remain—
fully HIPAA compliant.

An assessment is generally:

Based on a defined scope Conducted during a defined period

Dependent on the accuracy and completeness
of information provided

Based on selected evidence, interviews,
observations, and testing

Subject to limitations Reflective of conditions at the time of the
review

An assessor may conclude that the organization's reviewed controls appear substantially aligned
with applicable requirements, subject to documented findings and limitations.

That is meaningful.

It is not the same as saying:

"Nothing can possibly be wrong, no employee will ever make a mistake, no vendor will ever fail,
no hacker will ever succeed, and OCR will agree with every decision you make."

Anyone offering that guarantee should probably include a complimentary bridge with
the engagement.



Internal Versus Independent Assessments
HHS permits the Security Rule evaluation to be conducted internally or by an external organization.
An internal assessment can be effective when the organization has personnel with the necessary
independence, knowledge, authority, and time.

Advantages may include:

Lower cost
Strong familiarity with internal operations
Easier access to records and personnel
Greater continuity during remediation

However, internal teams may also
face challenges:

Familiarity can create blind spots.
Staff may be evaluating processes they
designed.
Political pressures may influence
findings.
Competing responsibilities may limit
depth.
Customers or investors may prefer
independent validation.

An independent assessment can provide outside expertise, benchmarking, greater objectivity, and
additional credibility. It can also help translate regulatory requirements into practical remediation
priorities.

Independence, however, does not magically transform an assessment into federal certification.

It remains an assessment—not a papal blessing for your compliance program.



Be Careful With "HIPAA Certified" Vendors
Organizations should pay close attention when a vendor claims to be "HIPAA certified."
Ask what the claim actually means:

Who performed the assessment?
What standards were evaluated?
Was the Privacy Rule included?
Was the Security Rule included?
Was the Breach Notification Rule
included?
Was the review limited to one
product or service?
Which systems and locations were
in scope?

When was the work performed?
Were controls tested or merely
described?
Were findings identified?
Were the findings remediated?
Is a report available?
Does the assessor have
appropriate qualifications?
Does the documentation clearly
state its limitations?

Sometimes "HIPAA certified" means the vendor completed a questionnaire.

Sometimes it means employees watched a training video.

Sometimes it means a consultant reviewed selected documentation.

Sometimes it means a meaningful, independent evaluation was performed—but the marketing
department decided that "HIPAA certified" fit better on the website.

The underlying work may be valuable. The terminology may still be misleading.

A better and more defensible statement would be something like:

"The organization completed an independent HIPAA privacy and security assessment covering
the systems and services identified in the assessment scope."

That tells customers what actually happened without implying that HHS awarded the organization
a regulatory gold star.



The Better Question

Instead of asking:

"Are you HIPAA certified?"

Ask:

"How do you evaluate, document,
maintain, and demonstrate your HIPAA
compliance program?"

That question opens the door to a much more meaningful discussion about:

Governance Risk analysis Policies and
procedures

Technical
safeguards

Workforce practices Vendor oversight Incident response Documentation

Testing Corrective actions Ongoing monitoring

HIPAA compliance is not established by possessing a certificate. It is demonstrated through a
defensible, repeatable, and documented compliance program.



Final Thoughts
There is no official, government-recognized HIPAA certification that permanently declares an
organization compliant.

There are training
certificates.

There are independent
assessments.

There are security risk
analyses.

There are compliance evaluations. There are audit reports, findings, remediation
plans, and third-party attestations.

All of those may provide value when they are properly scoped, competently performed, and
accurately described.

The goal should not be to purchase a document that says, "Congratulations—you are compliant."

The goal should be to understand:

What information you hold

Which HIPAA requirements apply

What safeguards are operating effectively

Where gaps or risks exist

What evidence supports your conclusions

What needs to be corrected

How compliance will be maintained as the organization changes

Because when OCR, a customer, an investor, a cyber insurer, or an attorney asks how you protect
health information, the strongest answer is not a framed certificate.

It is evidence.



About Hale Consulting Solutions LLC

Hale Consulting Solutions LLC helps healthcare organizations and digital health companies build
defensible, practical, and sustainable HIPAA privacy and security programs.

Our independent assessments go beyond questionnaires and policy inventories. We evaluate how
safeguards are designed, documented, implemented, and maintained—and help organizations
convert findings into prioritized, manageable corrective actions.

How We Help

HIPAA security risk analyses
Privacy, Security, and Breach Notification Rule assessments
Policy and procedure development
Business associate and vendor evaluations
Incident-response planning
Remediation and compliance roadmaps

Is Your HIPAA Program Supported by Evidence?

A certificate may look reassuring. Evidence is what demonstrates that your compliance program
actually works.

This publication is provided for general informational
purposes and does not constitute legal advice.
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Schedule a complimentary 30-minute consultation
with Hale Consulting Solutions.

www.haleconsultingsolutions.com
charles.hale@haleconsultingsolutions.com
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