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Marlette, Ml (August 20, 2025) - Aspire Rural Health System (“Aspire”) is committed to
protecting the privacy and security of the personal information it maintains. Aspire is
making individuals aware of a data security incident that impacted the Aspire network
environment. Although Aspire has no evidence of financial fraud or identity theft directly
related to this incident, Aspire is making potentially affected individuals aware of the
iIncident and steps that impacted individuals can take to protect their personal information.

Aspire learned that an unauthorized party gained access to Aspire’s internal network from
on or about November 4, 2024, to on or about January 6, 2025. Upon detecting the
unauthorized activity, Aspire immediately worked to contain the incident and launched a
thorough investigation. As a part of the investigation, Aspire engaged leading outside
cybersecurity professionals to secure the environment and to identify the scope of what
personal information, if any, was involved.

After an extensive forensic investigation manual document review exercise, Aspire
discovered on or about July 18, 2025, that certain files and folders accessed and/or acquired
by the unauthorized party contained personally identifiable information and protected
health information pertaining to a limited number of individuals. To date, Aspire has no
evidence of financial fraud or identity theft directly related to this incident. Nevertheless,
Aspire is providing notice of the incident to the individuals whose personal information was
potentially involved.

The information involved in this incident includes first and last names, dates of birth, Social

Security numbers, financial account numbers and routing numbers, medical treatment and

diagnosis information, prescription information, individual health insurance information,

payment card numbers and access PIN numbers, payment card expiration dates, lab results,

provider information, driver’s license numbers, password and usernames, biometric
identifiers, patient identification numbers, medical record numbers, and passport numbers.
The types of impacted information varied by individual.

On August 20, 2025, Aspire mailed written notification letters to individuals whose
information was determined to be involved this incident, to the extent valid mailing
addresses were available. Aspire is also providing complimentary credit monitoring services
to individuals whose Social Security numbers have been determined to be involved. For
individuals who have questions or need additional information regarding this incident, or to
determine if they are impacted and are eligible for credit monitoring, Aspire has established
a dedicated toll-free response line at 833-594-5333. The response line is available Monday
through Friday, 9:00 a.m. to 9:00 p.m. Eastern Time, excluding holidays.

SUBSCRIBE TO OUR NEWSLETTER

ACTIONS CONTACT US INFORMATION

Employment Opportunities Phone: +1-989-635-4000 Community Health Needs Assessment - DCH
Find a Provider Email: info@aspirerhs.org Community Health Needs Assessment - H&D
Make a Donation Aspire Rural Health System Locations Community Health Needs Assessment - MRH
MyChart Login Community Health Resources
News Corporate Compliance
EVER= Financial Assistance Program
Non-Discrimination Laws
Notice of Privacy Practices
Patient Rights & Responsibilities
Price Transparency
Summary of Financial Assistance Policy

Surprise Billing - Good Faith Estimate

© 2025 Aspire Rural Health System




