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Illumio: A Leader in Two Forrester Wave Reports

llumio’s Zero Trust Segmentation stops breaches from spreading

into cyber disasters

Forrester named lllumio a Leader in both The Forrester
New Wave™: Microsegmentation, Q1 2022 and The
Forrester Wave™: Zero Trust eXtended Ecosystem
Platform Providers, Q3 2020.

We believe our position as a leader in these two Forrester
Wave reports confirms what our rapidly growing list of
customers already knows: Illumio sets the standard for
predictable, scalable microsegmentation that supports a
unified and disciplined approach to Zero Trust security.
We call this Zero Trust Segmentation.

[llumio also believes these reports are validation of a
rapidly growing market, as businesses and governments
turn to Zero Trust and microsegmentation to build better
defenses against increasingly potent ransomware and
other forms of cyberattacks.

According to The Forrester New Wave:
Microsegmentation, Q1 2022: “Implicit trust on the
network must end, and microsegmentation is the key.”

Microsegmentation Purpose-Built
for Zero Trust Security

In The Forrester New Wave for Microsegmentation
report, Forrester scored lllumio as “differentiated” in
half assessment criteria for policy management, policy
enforcement, interface/reporting, product vision, and
product and service support.

Forrester also wrote that customers praise Illlumio’s
approach to labeling, the platform’s ability to troubleshoot
connectivity issues, and its robust role-based access
control (RBAC) policies.

As Forrester noted in the report: “lllumio’s policy
management, policy enforcement, and interface
set the standard for microsegmentation.”

Forrester added: “[lllumio] is the choice for organizations
wanting predictable microsegmentation at scale...[it]
enforces a disciplined approach to Zero Trust security
that many organizations sorely need.”

In The Forrester Wave: Zero Trust eXtended Ecosystem
Platform Providers, |llumio received the highest rankings
in three primary assessment categories for current
offering, strategy and market presence.

lllumio also received the highest scores possible in 1
criteria, including network security, workload security,
visibility and analytics, APls, future state of Zero Trust
infrastructure, vision and strategy, advocacy, mission
completion, customers investing in portfolio, and portfolio
growth rate.

“In this day and age, it’s
essential to implement
microsegmentation to limit
lateral movement from any
attacker or malware that gets

into your network. It is only
a matter of time before you
have your own breach. So
you need to be prepared.”

IT Executive
Global Law Firm that defeated a
ransomware attack with lllumio




Detection and Perimeter Defenses
Are No Longer Enough. You Will
Be Breached.

Flat networks without segmentation are defenseless
against ransomware and cyberattacks. Once in, attackers
and malware can move where they please. We stop that.

Built for modern threats, lllumio has pioneered

an unprecedented way to orchestrate Zero Trust
Segmentation down to the workload and application level,
identifying and easily blocking pathways of attack into
your digital operations.

The lllumio Zero Trust Segmentation platform provides
a real-time view of application communication flows and
24/7 control to stop lateral movement — preventing the
spread of breaches across your clouds, data centers and
endpoint devices.

Illumio automatically builds a map or your digital
environment to deliver risk-based visibility for systems,
applications and workloads.

With lllumio, you can:

* Proactively and reactively contain ransomware.

* |dentify and close risky pathways and ports.

e Strengthen your incident containment capabilities.

* |solate and protect high-value applications
and databases.

“Illumio — it’s like oxygen. | don’t even

know what life is like without [llumio.”

Charles Francis
Director of Security Engineering
Oracle NetSuite

About lllumio
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Thrive With Confidence: Secure
Your Organization With Illlumio

We believe all organizations should be able to thrive with
confidence, assured their digital infrastructure
and assets are safe.

We help the world’s leading organizations strengthen their
cyber resilience and shut down pathways of attack to
prevent breaches from spreading into cyber disasters.

Bolstered by almost $600 million in funding and a $2.75
billion valuation, lllumio is pioneering a new approach
to cybersecurity that protects your digital infrastructure
from the inside out.

The World’s Leading Organizations Trust Illumio

6 of top 10 largest global banks

¢ 5 of top insurance companies

3 of top 5 SaaS companies

¢ 15 percent of Fortune 100

Our Customers

Salesforce, Yamaha, Principal Financial Group, Blue Cross
Blue Shield, U.S. Air Force, Morgan Stanley, Cathay Pacific
and the Bank of England.

Illumio Delivers on the Promise
of Zero Trust Segmentation

To learn more about how lllumio is pioneering
Zero Trust Segmentation, please read the
Forrester New Wave: Microsegmentation, Q1
2022 and the Forrester Wave: Zero Trust
eXtended Ecosystem Platform Providers,

Q3 2020.

illumio.com/resource-center/research-

report/forrester-wave-zero-trust-
microsegmentation-leader
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lllumio, the pioneer and market leader of Zero Trust segmentation, prevents breaches from becoming cyber disasters. Illumio protects
critical applications and valuable digital assets with proven segmentation technology purpose-built for the Zero Trust security model.
lllumio ransomware mitigation and segmentation solutions see risk, isolate attacks, and secure data across cloud-native apps, hybrid
and multi-clouds, data centers, and endpoints, enabling the world’s leading organizations to strengthen their cyber resiliency and

reduce risk.
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