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Technology Facilitated Child Sexual Exploitation and
Abuse (TF-CSEA) Landscape and Offending Chain

Victim Ildentification

and Recruitment
such as identifying, contacting, grooming,
enticing, manipulating and/or coercing children
ﬁ’ for sexual purposes

N

\

Sexual Exploitation and Abuse
such as coordinating and actually sexually abusing
a child or financial sextortion, which includes
blackmailing for monetary gains.
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Recording and Distribution
such as capturing, producing or reproducing
CSAM and sharing such materials

Consumption
such as knowingly accessing and viewing of
sexually explicit content featuring a child or
child sexual abuse
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Systematic Review Methods

Research questions:

* What research exists on interventions aimed at protecting children (anyone under 18)?

* What works regarding interventions aimed at detecting, deterring, investigating, and prosecuting Technology
Facilitated Child Sexual Exploitation and Abuse (TF-CSEA)?

Research literature included:

* Primary dataset: Peer-reviewed academic publications, reporting empirical research

* Secondary dataset: Gray literature (i.e., organizations’ reports) to provide context around interventions.

* All publications and reports must discuss TF-CSEA-focused interventions.

* Intervention is fully developed, ready to deploy, or in deployment at any scale of geographic community and/or
digital space.

e Published between January 2015 and July 2025.
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Which interventions have been researched?

Technological tools and protocols 35% Kl

Policing and investigation 20% [A!

Behavioral interventions P78 12

Legal and regulatory interventions (VA73 12

Education, literacy or awareness-raising campaigns 1% ¥}

Other (parent-child discussion CSEA & sentencing process) 5% I

Policy interventions 5% B
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What works?

Technological Tools and Protocols:

e CSAM filtering

e Automated content scanning

* Adigital forensic method for finding
CSAM downloaders and uploaders
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What works?

Legal and Regulatory Interventions:

. Robust international and national
laws, harmonizing criminal sanctions S —— —— DTS e
for TF-CSEA * -
. Legal mandate for platform “
accountability, with extra territorial
scope
. Effective enforcement measures
across jurisdictions , Z
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What works?

Behavioural Interventions (of
those we saw):

. Automated warning,
therapeutic and deterrent
messages on internet users,

. Digital educational game,
using inquiry-based learning
to help children develop
knowledge and awareness of
online safety.
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What's next for TF-CSEA interventions?

* Increased funding for research into interventions, » Stronger collaboration between law enforcement,
and shared repositories of what works in practice researchers, and technology developers to improve
detection tools responsibly.
* Treat TF-CSEA as an ecosystem problem, requiring
alignment across platforms, law enforcement, * Extend financial reporting obligations to digital
financial actors, and policymakers payment and gifting platforms to close gaps in
combating technology-facilitated exploitation
* Move from detecting harm after it occurs to

disrupting the systems that enable it, considering * More balanced research funding, with priority given
recruitment pathways, advertising, and offender to behavioral studies that measure real-world impact
coordination over time, and the need for independent evaluation
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