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SYNOPSIS

The risks and opportunities of Al systems have meant that governments, companies, and civil
society actors across the world are turning to Al audits to evaluate these systems. Audits offer
a burgeoning set of means to test whether algorithmic or Al systems engender the outcomes
they are expected to or whether they have significant - possibly adverse - societal and
technological impacts.

This Synthesis Report (SR2024.1) is a literature review outlining the regulatory, industry, and
academic approaches to Al audits. We review 78 articles published in peer-reviewed journals
and as preprints, 21 documents from industry associations and standard-setting
organizations, and national policy documents and regulations from 20 countries.

Based on this review, we identify three key takeaways about the landscape of Al auditing:

1. Toaccurately assess the potential risks, and impacts of Al systems, we need a
trustworthy audit ecosystem with complementary approaches from internal,
external, and community auditors.

2. Auditors need better access to data and audit artifacts from the developers and
deployers of Al systems. Comprehensive auditability requires documentation and
disclosure of an Al system’s model and data components, associated risks and
impacts, and easily understandable explanations of its outcomes.

3. Given that the development and use of Al systems impacts communities across the
world, audit regimes must account for their global effects. Most existing audits have
been conducted in North America, Europe, and other regions of the ‘global north’,
with their results typically published in English and focused on effects within these
regions. The impacts of Al systems, however, include shifts in social and
environmental conditions beyond the immediate development or application
contexts of a system.

Given the diverse audit ecosystem we find, we recommend that global standards for Al audits
are required to build trust in the quality and rigor of different audits. This review therefore
aims to inform the development of criteria, evaluation mechanisms, evidentiary
documentation, and processes crucial to such standards.
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SECTION 1. INTRODUCTION

What are Artificial Intelligence (Al) Audits, and Why do They Matter?

The risks and opportunities of Al systems?, as well as their inscrutability (if not
opacity), have meant that governments, institutions, and standard-setting bodies
across the world are seeking ways to evaluate whether and how these systems

function. These actors have therefore turned to Al (or algorithm) audits.

Audits offer a burgeoning set of means to test whether algorithmic or Al systems
engender the outcomes they are expected to and/or whether they have significant -
possibly adverse - societal and technological impacts. These audits probe an Al
system’s design, development, and operations, often examining the model and data
used init. They are used to describe how the audited Al system performs against
certain established criteria and to report on its impacts. Audits are seen as
mechanisms for assessing Al systems’ alignment with norms and principles of Al
responsibility, accountability, trustworthiness, or safety [1], [2], [3], [4]. The diversity
of actors, approaches, and purposes of audits, however, has produced a fragmented
ecosystem of Al audits, making it difficult to assess the global impacts of these
systems. Frameworks, guidelines, and standards for audits are being developed
under the rubric of Al governance. Private actors, such as consultancies and
technology companies, have also begun developing methods and frameworks for
these types of audits that are meant to demonstrate compliance with legal,
regulatory, ethical, sectoral, and/or organizational policies and principles. The
increasing risks of adverse impacts that Al systems pose in organizational,
institutional, and societal contexts have also contributed to the growing interestin Al
audits. These audits frequently assess the performance of Al systems — the extent to
which they do or do not align with a set of established criteria — based on a set of

questions that orient the aims, methods, and outcomes of the audit.
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Often, audits assess Al systems for their divergence from certain established
performance criteria concerned with societal wellbeing. Such criteria typically
include bias or discrimination along axes of race, gender, age, socioeconomic
position, or other demographic categories [5], [6]. Audits may also consider criteria
of ethical fairness [7], [8]. Some researchers have called for Al audits to be an activist
task that can mitigate the disproportionate impacts or harms these technologies, if
used carelessly, can have on historically marginalized peoples [9]. Audits therefore

help align the development and use of Al systems with socially beneficial outcomes.

This literature review outlines the regulatory, industry, and academic approaches to
Al audits. There is, however, a definitional ambiguity in referring to an audit of
certain algorithmic systems as Al, algorithm, or algorithmic audits. Algorithm audits
were first proposed to assess the outputs of algorithmic systems [10]. Algorithmic
audits used to refer to forms of auditing where algorithmic systems are taken not as
the object of audits but instead used as decision aids. Al audits share the concerns of
the other forms of audits but typically take as their object data-driven Al systems
that use machine-learning models. However, such differentiation is currently less
clear. Al audits have come to describe various audits of algorithmic systems
(including Al systems) that also consider the stakeholder risks and impacts as well as
auditee conformity with organizational and public policy. These audits have blurred
disciplinary and programmatic genealogies and concerns. We have retained the
terminology of Al audits to imply the diversity of these approaches “not as a
methodological problem but a substantive fact” [11, p. 6]. We review 78 articles
published in peer-reviewed journals and as preprints, 21 documents from industry
associations and standard-setting organizations, and national policy documents and
regulation from 20 countries (see Appendix A for an extended discussion of
methodology). Given the diverse audit ecosystem we find, standards can build trust

in the quality and rigor of different audits. This review therefore aims to inform the
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development of criteria, evaluation mechanisms, evidentiary documentation, and

processes crucial to global standards for Al audits.

SECTION 2. APPROACHES TO Al AUDITS

What Approaches to Al Audits are Present in Various Regulatory, Industry, and

Academic Frameworks?

Frameworks and standards for Al audits delineate the principles, processes, and
procedures relevant to auditing Al systems. Whitepapers, standards, and other
advisory documents drafted by regulatory and industry bodies such as the UK’s
Information Commissioner’s Office (ICO), the U.S.-based Government Accountability
Office (GAO) and National Institute of Standards and Technology (NIST), Singapore’s
Infocomm Media Development Authority (IMDA), and the Institute of Internal
Auditors (lIA) are broadly concerned with organizational or institutional Al
governance. Such mechanisms typically stem from the history of operational and
compliance audits (conducted internally or externally to an organization) that assess
an organization’s regular operations, planning, and processes, according to internal
policies and regulations. These Al audits also draw on social and safety audits that
assess an entity or system’s alignment with social wellbeing and public safety. First
attempts at enforcement regimes that incorporate Al audits have been made via the
EU’s Al Act of 2024 and New York City’s Local Law 144 in 2021. Whereas audits in the
regulatory, industrial, or organizational case compare Al systems’ operations and
outcomes with a certain set of established policies and standards, academic
approaches typically test Al systems for the direct or indirect impacts they might
have on individuals or members of the general public. Such audits are motivated to

test Al systems for specific instances of bias, discrimination, unfairness or other

IPIE 7

International Panel on the
oooooooo Environment



forms of societal harms, which is in line with the social-scientific history of audit

studies [9], [10].
Auditing Al systems for risk and conformity

Audits in organizational and institutional contexts are often used to evaluate an
organization’s management and governance of Al systems in terms of risk and

conformity assessments.

As risk assessments, audits evaluate whether the use of an Al system, including its
data and algorithmic components, risks having an adverse impact on stakeholders
and organizations. According to the U.S. National Institute of Standards and
Technology (NIST) Al Risk Management Framework (RMF), “risk is a function of 1) [an
Al system’s] negative impact, or magnitude of harm [to people, organizations, and/or
ecosystems], that would arise [from the system’s operation] and 2) the likelihood of
[that impact’s or harm’s] occurrence” [3, p. 5]. These frameworks situate the risk
levels of Al systems on a spectrum (such as the Al RMF or the Canadian Treasury
Board’s Algorithmic Impact Assessments) or against a threshold of high risk or high
impact (such as in the EU Al Act). Some frameworks leave the enumeration of risk to
the organizations themselves. Within such risk-centered frameworks, bias,
discrimination, and other ethical concerns that might lead companies to incur

reputational or financial risks are relevant.

When an audit assesses whether the organizational structures, processes, and
policies that govern and manage the use of Al systems conform to certain standards,
itis more accurately described as a conformity assessment. In line with traditional
internal audits, this form of audit considers risk and impact assessment as

supplementary to the audit, rather than the goal.
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Audits (such as in the EU Al Act or the ISO/IEC 42001:2023 standard), assess an
organization’s conformity with regulation and international standards alongside
mechanisms to manage the risks associated with developing or deploying an Al
system. Such audits assess the entire life cycle of an Al system, from design to
deployment. The audit criteria include an organization’s internal controls developed
concurrently with their Al policy. Audits also assess internal controls instituted to
manage risks from third parties involved in any stage of the Al system’s life cycle, such
as component suppliers and customers. For private organizations, planning,
developing, and reviewing their conformity with such policies typically involves
extending existing structures and governance and risk management checks [13]. Such
extensions may include:
e assigning roles and responsibilities for the oversight of an Al system and its
various components across the system’s life cycle;
e implementing appropriate controls to check for misalignments with
organizational policy and legal and regulatory compliance;
e monitoring the performance of Al systems, such as for bias and ethics

compliance.

Al audits function as risk or conformity assessments in various organizational,

institutional, and legal contexts.
Institutional approaches to Al auditing

Guidelines for Al audits have often come from professional auditor bodies typically
located in the U.S.A,, although they claim an international membership. These
recommendations generally extend existing auditing frameworks for organizational
governance, such as Control Objectives for Information Technology (COBIT) 2019,
created by the Information Systems Audit and Control Association (ISACA) [12]. This

scope of auditing is rapidly evolving to account specifically for Al systems’ human
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and technical components. In the Institute of Internal Auditors’ (l1A’s) Al Auditing
Framework, the “human factor” pertains to operating and using the Al system
legally, ethically, and responsibly, as well as making the “black box” of these systems
legible to organizational stakeholders [13]. At the technical end, this framework also
recommends identifying algorithmic bias and auditing the organization’s checks on

data quality and infrastructure.

Institutional frameworks for Al use are meant to demonstrate the institution’s
accountability and trustworthiness, as well as its risk management capacities. These
are largely developed for the U.S.A., and certain national territories in Western
countries, although sometimes they are cited by entities in other jurisdictions. The
U.S. Government Accountability Office’s Al accountability framework for
governmental institutions recommends that government entities evaluate Al
systems at both the component (or model) and the systemic levels [2]. This
framework lists the questions auditors may ask when conducting such an
assessment of Al systems, along with specific audit procedures for obtaining the
necessary information. Furthermore, it recommends that auditors engage with both
“Al technical stakeholders—data scientists, data engineers, developers,
cybersecurity specialists, program managers” and “a broader community of
stakeholders—policy and legal experts, subject matter experts, [civil liberties
advocates], and individuals using the Al system or impacted by its use, among
others” [2, p. 18-19]. Other frameworks that introduce an international lens provide
recommendations for non-governmental sector-specific assessment of Al systems,
such as the framework developed for healthcare by the ITU/WHO Focus Group on

Artificial Intelligence for Health (FG-AI4H) [14].

These frameworks are all concerned with the human components of Al systems—
including an organization’s executives and technical staff, and external stakeholders
such as affected communities—and their interactions with technical dimensions,
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such as the models and training data. They recommend audits to assess whether
organizations and institutions adhere to socially beneficial practices when using Al
systems. These audits might comprise interviews with internal and external
stakeholders, access to internal documentation and information about quality
controls, and technical tests to check for algorithmic biases and dataset quality.
These audits surface different ways of ensuring rigor and identifying potential laxities

in the design and operation of Al systems.

National and international standard-setting organizations are also working towards
creating standards for auditing Al systems. For example, in the U.S., the Artificial
Intelligence Risk Management Framework (Al RMF 1.0) from the National Institute for
Standards and Technology (NIST) recommends that auditors participate in the
operations and monitoring stages of an Al system’s deployment to ensure that it is
trustworthy. Audits determine trustworthiness by assessing whether a system is
“valid and reliable, safe, secure and resilient, accountable and transparent,
explainable and interpretable, privacy-enhanced, and fair with harmful bias
managed” [3, p. 3]. The ISO/IEC 42001:2023 standard recommends internal audits as
a key tool for evaluating the technical performance and organizational management
of Al systems. These audits are primarily concerned with how Al systems align with
organizational policy, and whether these systems include responsible design and

development [15].
Enforcement mechanisms for Al audits

Although guidelines and frameworks for Al governance recommend audits to
evaluate the development, deployment, and use of Al systems (see Appendix B for a
list of nonbinding national approaches to Al governance that employ audits), only
the U.S.A., Canada, the E.U., the U.K. and China have enforceable regulations that

recommend or mandate the use of Al audits for private and governmental entities to
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assess whether Al systems comply with legal and social norms and values. They
differ in their classification of Al systems, the specificity of their recommendations
regarding auditing procedures, criteria, and/or evidence, which aspects of these

systems are subject to scrutiny, and the extent of that scrutiny.

Some legislation recommends governance mechanisms that test how Al systems
align with principles considered socially consequential, such as transparency,
accountability, oversight, accuracy, and documentation. However, such legislation
does not prescribe the methodologies that should be used to assess such

alignment.

The E.U.’s Digital Services Act (DSA) and Online Safety Act (OSA) carve out specific
roles for internal and external auditors, as well as some auditor-like actors from
academia and civil society, to assess the algorithms used by Very Large Online
Platforms and Search Engines (VLOPs/VLOSEs) [16]. These audits cover a specific set

of algorithms that may include—but do not account for all the uses of—Al systems.

The E.U.’s Al Act (AIA) goes further by identifying Al systems that pose a high risk to
public safety, vulnerable populations, or critical social infrastructure. The AIA
outlines conformity assessments and post-market monitoring plans that some argue
can be construed as (internal or external) audits [17]. Conformity assessments may
be conducted internally based on controls and related checks established within an
organization or by external entities, such as notified bodies like the European
Artificial Intelligence Board or national supervisory authorities established by the
AlA. Similar to continuous auditing, post-market monitoring requires that developers
and deployers of Al systems continuously assess high-risk Al systems for potential
impacts. The use of high-risk Al systems must also be registered in a central database
that is much like China’s Algorithm Registry although the latter does not differentiate
systems by their level of risk [18]. While the AIA outlines the documentation that an
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organization must produce to meet the conformity assessment’s requirements, it
does not describe the methods to be used to audit an Al system. In Italy, draft Al
regulation would task the Agency for Digital Italy (AgID) with evaluation and
monitoring duties, such as accrediting independent auditors responsible for the

protection of privacy, public safety, and consumer protection.

Similarly, Canada recommends audits as a means of oversight for high-impact Al
systems and for holding generative Al systems accountable. The proposed Artificial
Intelligence and Data Act (AIDA) emphasizes independent audits for Al systems that
are particularly prone to harm. The supplementary Code of Practice or “guardrails”
(for ensuring voluntary regulatory compliance for generative Al system developers,
deployers, and operators) recommends both internal and external audits for any
such system [19]. The algorithm and data that comprise an automated system are
central concerns for the Algorithmic Impact Assessments mandated by the Canadian
Treasury Board’s Directive on Automated Decision Making [20]. These assessments
also require that organizations assess how they consult with internal and external
stakeholders about an Al system’s impacts to adequately mitigate its adverse effects.
However, the impact assessment does not require independent evaluation of the Al

system.

When comparing the European and Canadian frameworks, the distinction between
risk and impact is unclear, although they might coincide (such as in biometric
systems and autonomous vehicles). Both frameworks and their governance
structures emphasize the criteria for compliance, or conformity, rather than the

procedures used for those evaluations.

While the U.S.A. currently has no federal regime in place for governing Al, some local
regulations, such as New York City’s Local Law 144 regarding automated

employment decision tools (AEDTSs), invoke audits as an assessment tool. This law
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“prohibits employers and employment agencies from using an automated
employment decision tool unless [it] has been subject to a bias audit" and its results
are publicly available [21, p. 1]. In contrast to EU and Canadian frameworks
discussed previously, this law presents fine-grained criteria and procedures for

audits.

These audits rely on an “impact ratio” that measures AEDTSs’ differential impact on
various demographic groups. The law also contains provisions regarding how an
AEDT provider or user must respond if that ratio is skewed in a discriminatory
manner against certain groups. Such audits identify specific socially sensitive
scenarios in which the design or deployment of Al systems can harm vulnerable
people. In the U.K,, audit frameworks currently focus on regulatory concerns with
specific aspects of Al systems, such as data. The Information Commissioner’s Office
(ICO) framework for auditing Al assesses whether the organization has implemented
best practices for data protection compliance and appropriate safeguards for the
development and deployment of Al systems. Such an audit assesses “the
organisation’s procedures, processes, records and activities” to ensure that “data [is]
being used fairly, lawfully and transparently, [and that] people understand how their
datais being used and how is data being kept secure” [22, p. 3]. These audits may
also evaluate Al systems for statistical accuracy, discrimination, and bias in their

data.

The reviewed regulatory frameworks offer diverse—often competing—tools and
methods for assessing normative and regulatory compliance. The E.U.’s AIA and
Canada’s AIDA also foster an Al auditing ‘ecosystem’ that brings together auditors,
regulatory bodies, and private companies [17]. Several existing audit firms, as well as
newer ones dedicated to Al audits, have turned their attention to the demands of Al

governance.
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Private industries’ approaches to Al auditing

The largest global audit firms, such as Deloitte, KPMG, PwC, and EY have
incorporated mechanisms for assessing and ensuring compliance with Al governance
regimes and norms as part of their audit services [23], [24], [25], [26]. Major
consultancies such as McKinsey and BCG also offer custom-built tools for

organizations to implement “ethical Al” or principles of “responsible Al” [27], [28].

Major technology companies, such as Meta, whose Responsible Al team was
disbanded in 2023, as well as Google, Amazon, and OpenAl, have also published
principles of safety, trust, security, and responsibility to which they claim their Al
systems adhere [29], [30], [31], [32]. These companies sometimes claim they use
audit-like tools and methods internally to evaluate this adherence. Most do not
mention specific tools, although Meta describes its use of Robust Bias Evaluation of
Large Generative Language Models (ROBBIE), “a tool that compares six different
prompt-based bias and toxicity metrics across 12 demographic axes and five
different LLMs” and DIG In which “focuses on evaluating gaps in quality and diversity

of content generated from text-to-image models between geographic regions” [33].

Increasingly, there are dedicated Al audit firms, who have published about their
audit instruments. Employees of Holistic Al, for example, have published surveys on
algorithm auditing that are used to guide their audit services’ methodology [34].
Other firms have published their own methodologies for auditing the ethical
commitments of Al systems, such as BABL Al’s “audit instrument” and ORCAA’s
“fairness matrix”[7], [35]. Eticas Al has also published the results of one of its
“algorithmic audits” and an outline of its methodology [36]. These audits are
typically aligned with existing legal regimes, such as New York City’s Local Law 144
(see previous section). Notably, these publications offer little detail about specific

audits they have conducted.
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Documentation for Al audits as governance mechanisms

As the previous sections show, regulatory, organizational and private audits are
increasingly aligned in their goals of assessing how Al systems are managed by,
interact with, and impact various stakeholders. Such audits rely on the

documentation of organizations’ computational, data, and human resources.

The ISO/IEC 42001:2023 standard for organizations’ management of Al systems
recommends how data resources should be documented (including the provenance
of the data, the associated labeling processes, data quality, any biases, and the
preparation processes). The standard also mandates documentation of the
algorithms and models employed in the system, model optimization and evaluation
methods, and general computing resources such as network usage and data storage.
Such documentation and related information required to understand and assess the
system's risks must be available to users and any interested external parties
interested in adverse impacts of the system. Audits for conformity with this standard
should assess whether the human resources involved in the system, such as data
scientists, experts on “trustworthiness” topics such as safety, security, privacy, and

human oversight, and Al domain experts, adhere to organizational Al policy.

National bodies have also produced recommendations for Al system documentation.
Singapore’s IMDA’s Model Al Governance Framework focuses on traceability and
auditability to account for “the intimate interaction between data and
algorithm/model” [38, p. 36]. Traceability requires that easily understood
documentation (such as an audit trail or log) about an Al system’s decisions and the
data and processes that feed into it be made readily available to auditors. The Al
system’s auditability “refers to the [system’s] readiness to undergo an assessment of
its algorithms, data and design processes” [38, p. 51]. Similarly, the Canadian

Treasury Board mandates documentation and evaluation of algorithmic and Al
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systems used by federal bodies through its Algorithmic Impact Assessment Tool [20].
The framework for Al accountability from the U.S. Government Accountability Office

also requires federal institutions document their use of Al systems for audits [2].

Many of the organizational and institutional requirements around Al auditing center
on the assessment of governance structures, oversight processes, and organizational
policies in the context of data-driven algorithmic, or Al, systems. As such, they enroll
concerns around algorithmic bias, model design, and data documentation. These
audits are based on evidence that demonstrates organizational alignment or
regulatory compliance. Frequently, they are extensions or expansions of existing
auditing frameworks used by internal auditors, financial auditors, or other forms of
organizational auditors. But the kind of algorithm, or Al, audits that have garnered
interest in the academic community are more accurately located in the history of
social-scientific audit studies. They intend to draw attention to how Al systems
work—in theory and in practice—and the bias, discrimination, or other forms of

societal harms that they may engender.
Auditing the performance of Al systems

The approaches to Al audits suggested in auditing frameworks and standards offer
important ways for organizations, institutions, and regulators to assess Al systems
and their interactions with various stakeholders. These stakeholders can range from
an organization developing Al systems to society at large. However, these
frameworks are less clear about how those potential impacts, especially in the form

of social harms, might be described and measured.

Some frameworks for Al audits have been suggested in the academic literature to
engage with some of the concerns of Al governance-oriented audits. The Scoping,
Mapping, Artifact Collection, Testing and Reflection (SMACTR) framework proposed
by Raji et al. for internal audits is meant to be operationalized “end to end”
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throughout the life cycle of an organization’s Al system development [38]. The
Generalized Audit Framework for Al (GAFAI) adopts a “technical oriented approach
with measurable objectives as indication for a system’s trustworthiness and
considers the entire Al lifecycle” [39, p. 1,248]. Oala et al. demonstrate ways to
translate the Machine Learning for Health (ML4H) audit framework proposed by the
ITU/WHO Focus Group on Artificial Intelligence for Health (FG-Al4H) into practice
[14].

These Al audits largely evaluate the performance of Al systems against their intended
or expected operation, especially to discover societal harms or other forms of
“problematic machine behaviour” emerging from those systems [40]. Such
performance evaluation describes whether Al systems operate in line with certain
predetermined criteria or metrics, or to what degree their performance deviates from
an acceptable baseline. Those performance criteria can be established by the auditor
in collaboration with the company developing or using the Al system, or in law [41],

[42], [43].

Al audits frequently assess how the operations of Al systems result in biases against
certain people, especially individuals belonging to historically marginalized or legally
protected demographic groups. Audits also assess Al systems for the possibility of
widespread social impacts, such as the loss of privacy or the spread of
disinformation. However, the literature does not suggest standard methodologies or
tools for conducting Al audits; they vary across auditors and audit targets. This
diversity becomes especially consequential when auditing Large Language Models
(LLMs) and other contemporary Al systems, such as foundational models and
multimodal) generative Al. It is useful, then, to consider the interrelated questions

that guide various Al audits in the academic literature (Figure 1).
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Global Approaches to Auditing
Artificial Intelligence

Figure 1. Questions Guiding Al Audits.

Source: IPIE analysis based on this literature review.

Who

Auditors have diverse relations to the companies and organizations whose Al
systems they audit. Each auditor brings different expertise and varying levels of
access to the systems being audited. The individuals or entities that conduct audits

can be described as follows:

e Internal auditors: As has been the case with organizational audits, the
company has an internal auditing team specifically for Al systems, with
associated roles, responsibilities, processes, and procedures. Scholars
recommend the involvement of such a team in Al audits as it enables a
significant degree of access to the development, deployment, and
maintenance of Al systems [34], [38]. These auditors aim to understand
whether a system is performing as it should, or why a system is performing as
it does. This allows internal audits to act as “a mechanism to check that the
engineering processes involved in Al system creation and deployment meet

declared ethical expectations and standards, such as organizational Al
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principles” [34, p. 33]. Internal auditors can also ensure that developers and
users of Al systems are acting in accordance with their corporate social
responsibility [43]. It has also been recommended that so-called “AGlI labs”
(typically private organizations purportedly working on artificial general

intelligence) must have an internal audit function [44].

o External/independent auditors: These are unaffiliated with the company or
organization whose Al systems they are auditing and do not have any
contractual or financial obligations to it. Given that the auditing is often
conducted in the public interest, auditors such as academics or journalists
enable an ecosystem of external scrutiny [5], [45], [46]. They are interested in
assessing whether the Al system aligns with certain ethical, social, or

technical norms and principles.

e Second-party auditors: These are typically contracted by the developer of an
Al system to audit that system. Such auditors may be granted a degree of
access that external auditors may not have, although with mutual
agreements on the conditions of disclosure; as such, they may also be

described as working collaboratively [42].

e Communities and users: Al audits may be conducted directly by individual
end-users and by the communities these users belong to. Users may conduct
these audits with technical tools developed by experts, through their
everyday experiences, or in collaboration with expert auditors [10], [47], [48].
Some auditors have hired Amazon Mechanical Turk workers to stand in for a
community of users [49]. Community- and user- driven audits typically take a
different view of performance than one afforded by, say, fairness metrics.
They assess, often through qualitative means, whether an Al system’s
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performance meets or impacts the needs of the community conducting the
audit [50], [51]. The logistical difficulties of conducting such audits and design
challenges affecting their rigor and replicability have meant that few of these
audits have been conducted [10], [47]. Existing work has focused on making
these audits more effective through sustained collaboration, valuing the
expertise of users as auditors, and surfacing users’ collective relationships
with Al systems and other stakeholders [52], [53]. When community- or user-
auditors are motivated to engage adversarially with Al systems, such as by
red-teaming LLMs to test their limits and vulnerabilities, they require various
legal and technical protections such as safe harbor and freedom from legal

action for data scraping [5], [54], [55].

Domain experts: They are specifically described in the literature as suitable
for auditing Al systems used in sensitive environments, such as medical
algorithms, or in clinical settings [14], [56]. It is suggested that clinical
expertise can help derive insights from the operation of “black box” Al
systems, especially when these systems fail to align with experts’

recommendations and insights.

Human-system collaborators: People might interact with the Al systems—
LLMs in particular—being audited and/or another complementary system to
identify discrepancies in the audited system’s output. What sets these types
of audits apart from community or expert audits is that they treat LLMs as
collaborators in the audit rather than solely as its target [57]. Sometimes
described as co-audits, these help humans detect "mistakes” made by
complex Al systems so that they can better align with user intent. Auditors
may use human-in-the-loop feedback or “prompt engineering” designed to

identify variations or inconsistencies in system output [58], [59], [60].
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What and when

The object to be audited often determines the audit’s parameters, methodologies,

and disclosure mechanisms. These objects include:

e Sociotechnical system: Al systems that are subject to audits are typically
described as sociotechnical to acknowledge that these technical systems are
designed, developed, deployed, used, and governed in social contexts [9],
[10], [38], [42], [61], [62], [63]. Audits of sociotechnical Al systems may address

(at least one of) these aspects of the system:

0 Algorithm/model: Audits examine the type and features of the
machine-learning algorithm or model used in the Al system to
evaluate its behavior, including by scrutinizing its source code when
possible [41], [42], [64], [65]. Such code or model audits are typically
used to evaluate whether the design or features of machine-learning
models lead to undesirable outcomes, such as biased outputs [20],
[62]. Carrying out model audits can be challenging without access to
the source code or model features such as weights. This complexity
has increased with LLMs, whose input to output path is “non-linear
and high-dimensional" [66, p. 1]. Given these challenges, some model
audits seek to identify inconsistencies or discrepancies in system
outputs rather than in model features. For example, they can assess
how outcomes change with tweaks to model features, or how the
same input produces different outcomes across different models with
similar goals [58], [59], [67]. These audits may also take as their
auditing objective the comparison of the observable behavior of a

system with formalized criteria [66, p.1]. The release of open-source
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models such as OLMo, LLaMa, and Mixtral 8x7B may make model

audits or code audits more feasible in the future.

Data: Access to datasets used to train, fine-tune, and/or test the Al
system’s model can help auditors assess these systems’ impacts. As
such, some audits of the data used in Al systems examine data flows,
provenance, and/or lineage and related dimensions of data quality
[69], [70], [71]. These audits also assess the representativeness,
diversity, and heterogeneity of data. They evaluate the collection,
storage, and use of data for and in Al systems for their adherence to
principles of privacy, consent, and sovereignty, such as in the case of
Indigenous data rights. More recently, audits have also been used to
evaluate the utility and potential for harm of synthetic data: data
generated by an Al system that is used for data-analytical applications
in real-world contexts [72]. Such audits typically assess synthetic
datasets, as well as the models used to generate that data, for their

adherence to claims that they protect privacy [73], [74].

Interaction with social systems: Audits might examine Al systems’
relationships with the social domains where they are designed,
developed, deployed, and used. These relationships might concern
private companies, state institutions, marginalized communities, and
the general public. These audits assess what impact Al systems have
on social processes and systems, their relation to sociocultural biases
and sociotechnical harms, their alignment with certain norms and

principles or ethical commitments [8], [60], [75] - [79].
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Governance structures and compliance processes: Organizations and
societies can deploy audits as part of their broader Al management and
oversight policies. Falco et al. insist that Al audits “embody three ‘AAA’
governance principles of prospective risk Assessments, operation Audit trails
and system Adherence to jurisdictional requirements” [4, p. 566] Some audits
have also been proposed to assess Al systems’ compliance with existing legal
and regulatory regimes such as the U.K. ICO’s Al auditing guidelines, the EU’s
AlA and audit regimes such as NYC’s Local Law 144 [17], [80], [81] . Such audits

are usually performed by internal or second-party auditors.

Underlying assumptions: The theoretical foundations, assumptions
embedded within datasets, and/or design logics of Al systems are sometimes
examined to account for discriminatory or unintended outcomes. Such audits
aim to predict the types of impacts that may occur when deploying Al systems

in, say, predictive policing or recruitment tools [43], [82].

Al audits vary by their frequency, duration, and by which stage of the Al life cycle

they investigate. Al audits can happen as:

Snapshot audits: Most audits are conducted at a specific point in time and
test a particular version of an Al system [62]. They are typically conducted
either prior to deployment, as in the case of internal audits, or once an Al

system has been deployed in real-world conditions, as with external audits.

Longitudinal or repeated audits: Audits may also be conducted over a
longer duration than snapshot audit or at regular intervals. Given their

logistical difficulty and resource-intensiveness, such audits are scarce [5].
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e Continuous audits: Another recent proposition in the literature is the
continuous monitoring of an algorithmic system according to certain
organizationally established criteria and in compliance with regulation [83].
For example, the EU Al Act calls for continuous audits through post-market

monitoring [17].
Why
Audits are primarily recommended or conducted for the following reasons:

e Performance evaluation: Audits typically ascertain if an Al system is
performing according to or diverging from technical and/or statistical
baselines? as well as a broader set of sociocultural concerns [6], [41], [84].

Performance criteria for an Al audit may account for:

0 Bias and unfairness: Audits can assess whether an individual or a
group is being treated unfairly, being discriminated against, or is
otherwise subject to some form of bias [6], [35], [85]. These biases in
system performance can impact processes such as hiring and

therefore are a frequent concern of Al audits [75], [86].

0 Ethics: Audits may assess an Al system “for consistency with relevant
[ethical] principles or norms” [8, p. 324]. These audits, which can
overlap with bias and unfairness audits, vary in the ethical principles,
such as justice or responsibility, they commit to and how they account

for those commitments [87].

0 Transparency: Al audits may check whether components of Al systems

and/or their governance processes have been documented and made
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accessible to internal and external stakeholders [88]. For example,
foundation models may be assessed against certain codified indicators
of transparency such as the disclosure of data and compute resources

and of evaluations of the system’s risks and potential harms [89].

0 Interpretability and explainability: Audits can assess whether an Al
system is explainable, that is, whether it can “explain its capabilities
and understandings; explain what it has done, what it is doing now,
and what will happen next; and disclose the salient information that it
is acting on” for the particular task and to user of the system [90, p. 1].
Audits can further assess whether Al systems are inherently
interpretable. These audits examine the operations and outputs of Al
systems to check if they are comprehensible and useful to people

without an additional layer of explanation [91].

0 Robustness and safety: Audits may help organizations to evaluate
whether an Al system is “resilient to attack and adversarial action” that
might affect the system’s operations and/or harm its users [92, p. 325].
Relatedly, such audits may assess whether an Al system poses public
safety risks (such as through their use in healthcare and

transportation) [4].

e Harms discovery: Audits can assess what possible and actual harms are
introduced in social systems or exacerbated by the development and
deployment of Al systems [40], [84]. Such harms, given the sociotechnical
nature of Al systems might include [38], [51], [78], [93]:

0 stereotypical or harmful language,

0 impedingaccess to public goods and services,

u',,|!?|§ 26



0 violations of human rights

0 environmental harms that impact local communities

e Compliance: Audits may assess Al systems’ compliance with legal frameworks
and regulations, such as the EU’s AIA or data protection guidelines in the U.K.,

that could impact the development and deployment of Al systems.

e Privacy: Audits may assess whether developers’ practices of collecting,
storing, and/or using data for use in their Al systems protects user privacy

[34].
How

To conduct an Al audit the auditor must choose which methodologies,
documentation, and tools—often referred to collectively as an audit instrument—will
be used to evaluate a particular Al system against the audit criteria discussed above.
Typically, an audit assesses the design and operations of a system through
qualitative, quantitative (typically statistical), or computational means. The methods

and tools used for auditing Al systems may include:

¢ Inputvariation: In its simplest form, an audit varies the inputs to an Al
system to measure and record variations in its outputs [5]. This type of audit
corresponds to social-scientific experiments to assess bias, such as those in
which an auditor sends an organization CVs with ‘white-sounding’ or ‘Black-
sounding’ names to investigate differences in hiring decisions. Input variation
methods differ in how the audit instrument’s inputs (or “prompts” in the
literature on LLM audits) are developed and entered into the system, how
outcome data are collected, measured, and reported, as well as their

complexity. These methods depend on:
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0 Automated data generation or collection: When a system’s impacts
may be too widespread to investigate qualitatively, auditors assess a
system’s operations by generating data. For example, sock-puppet
methods target particular use cases of an Al system by, “us[ing]
computer programs to impersonate users, likely by creating false user
accounts or programmatically-constructed traffic” [10, p. 13]. Auditors
may also automatically “scrape” platforms supported by Al systems
through repeated querying. Based on the scope of the data being
collected, these methods range from controlled, which are targeted
and limited to specific use-cases of an Al system, to ecological, which
involves gathering data on how Al systems interact with their
sociotechnical context [5]. Such methods, while often challenged on
legal grounds, have been crucial to evaluating Al systems in the

absence of publicly available data.

0 Benchmarking/metrics: These are used to compare the performance
of an Al system across inputs and for a certain task [41]. Some build on
existing benchmark datasets to audit Al systems, such as WinoBias
used in LLMs to assess gender bias [77], [94]. Others are custom-built
datasets, for example Raji and Buolamwini’s Pilot Parliaments
Benchmark, which they developed to audit various Facial Recognition
Technologies (FRTs) for the inaccurate recognition of individuals from
different demographic groups [6]. Audits may also rely on
heterogeneous statistical definitions of “fairness,” such as group
parity or disparate impact [95], [96]. Audit metrics are also used to test
companies’ adherence to legally mandated benchmarks for

nondiscrimination [21], [35], [42].

28



0 Automated comparison: The size of the training datasets and
variability of outputs may make large generative models too complex
for qualitative and/or statistical comparisons of their outputs. To
identify and evaluate output variations, audits of such Al systems
therefore employ computational tools such as optimization
algorithms or supplementary machine-learning models [59], [66], [67],
[68]. When used in conjunction with the system being audited, this
method can identify, for example, LLMs’ biased predictions, toxic
rhetoric or “inauthentic” outputs generated by Generative Adversarial
Networks (GANs) [66], [73]. Automated audit instruments require

significant technical expertise and resources to build and use.

e Audit artifacts: Records, logs, audit trails, and similar tangible
documentation may be used to check whether an organization using or
developing an Al system adheres to a certain set of guidelines, ethical
principles, or organizational policy in a traceable manner. For Al systems,
audit artifacts may include model cards that are designed to explain various
features of a machine-learning model and/or data sheets that describe the
training data used for Al systems, how they were tested for bias, and so on [6],

[97], [98].

¢ Guiding questions: Some audits evaluate Al systems through a set of
questions, e.g. “under what conditions the system makes mistakes or
inaccurate predictions?” and corresponding checklists directed to the system

and its stakeholders [14], [79].

e Toolkits: Auditors may use standardized toolkits specifically designed for
audits. Some, such as Al Fairness360 and Aequitas are software packages that
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audit the performance of Al systems according to provided fairness criteria
[95], [96]. Others provide procedures for audits to meet regulatory
requirements, such as capAl [99]. Still others, such as the Algorithmic Equity
Toolkit, use participatory design to enable community stakeholders to audit

these systems [50].

e Agent-based simulations: These simulate the social context of an Al system
and the actors in it to measure potentially negative impacts, such as income
disparity [100]. These recently developed methods are not, however, widely

taken up in the literature.

These methods, and the decision to deploy them, vary according to the level of
access an auditor has to the system [34]. These can range from black-box access,
where auditors have no access to the internal operations of an Al system, to white-

box access, which provides auditors complete access to the system.
What next

Companies and organizations, regulators, impacted communities, and auditors
themselves must often consider what can or should be done after an audit. Some of the

recommended post-audit processes are listed below:

e Reporting: Internal auditors typically share their results with the organization
tasked with managing an Al system. Second-party or external auditors usually
publish their findings in scientific journals and/or news publications. The public
disclosure of audit results is important for Al accountability and trustworthiness

[5], [101].

o User notification: Costanza-Chock et al. recommend that those directly or

indirectly affected by Al systems be informed of any impacts [101]. Notifications
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should be designed to let affected persons opt out of the system without
affecting their essential user experience (without, for example, impeding access

to vital public services).

o Mitigation strategies: Developers or deployers of Al systems may build
mechanisms to mitigate or protect against identified adverse impacts [34]. For
example, they may develop forms of interpretability or explainability for the
system, debias algorithms, retrain the model using debiased data, or end the

system’s use.

o Certification: Based on the results of an Al audit and the audit target’s
responses to them, regulator- or industry-backed certifications may be granted.
Assurance mechanisms may demonstrate to various stakeholders the Al
system’s adherence to normative principles, such as fairness or responsibility,

and/or its compliance with regulations or standards [34], [43].

Table 1 summarizes how organizational, institutional, and legal frameworks and

standards for Al governance and auditing answer these guiding questions.

l'~|P|E 31



Table 1. How Various Audit Regimes Answer Proposed Guiding Questions.

Global Approaches to Auditing
Artificial Intelligence

Instituting What (and
Auditregime entity when) What next
Audit
. Institute of Sociotechnical u‘ I
Al Auditing Internal Governance, artifacts, .
Internal . system; unclear L Undefined
Framework . auditors performance guiding
Auditors when .
questions
National .
. . . Governance (risk,
Institute of Sociotechnical trustworthiness)
Al RMF 1.0 Standards & Undefined system; > | Undefined | Undefined
performance,
Technology, Repeated
harm
US.A
Artificial
Intelligence: Sociotechnical
An Internal and system, Audit
. Government Governance .
Accountability . external governance L artifacts, .
Accountability . (accountability), L Undefined
Framework . auditors structures and guiding
Office, U.S.A performance .
for Federal processes; questions
Agencies and Repeated
Other Entities
Input
ITU/WHO Focus Sociotechnical p' .
variation
Group on Internal system, Performance (metrics)
ML4H Audit Artificial auditors and governance . . ’ .
. . (bias, robustness, | audit Reporting
Framework Intelligence for | domain structures and . . .
interpretability) artifacts,
Health (FG- experts processes; uidin
Al4H) Snapshot & .g
questions
Sociotechnical
system, Governance Audit
ISO/IEC Internal overnance responsibility), artifacts, .
/ ISO . & (resp . y) . Reporting
42001:2023 auditors structuresand | compliance/ guiding
processes; conformity questions
Repeated
Infocomm . .
. Sociotechnical
Model Al Media Internal or Governance .
system; . Audit .
Governance Development external (risk), . Reporting
. . Snapshot or artifacts
Framework Authority, auditors performance
. repeated
Singapore
Audit Sociotechnical | Performance .
Netherlands External . . Guiding .
framework for . . system; (bias, ethics), . Reporting
. Court for Audit | auditors . questions
algorithms Snapshot compliance
I
v, 32

”l
|

it

national Panel on the
ma o




Global Approaches to Auditing
Artificial Intelligence

Digital Internal,
Serwcest Act European second-party, | Algorithm; Performance, Undefined | Reporting
and Online Union or external Repeated compliance
Safety Act auditors
Governance
Internal, . . risk),
European second-party, Sociotechnical E)erfc))rmance . Reporting,
Al Act . system; . Undefined -
Union or external (bias), harms certification
. Repeated .
auditors discovery,
compliance
Code of
Practice for Innovation,
Generative Al | Science, and Internal and
Systems Economic external Undefined Compliance Undefined | Undefined
Developers, Development, auditors
Deployers, Canada
and Operators
Governance
Algorithmic Treasury Board, | Internal Sociotechnical | (risk), Guiding ‘
Impact . system; performance . Reporting
Canada auditors . questions
Assessment Snapshot (bias),
compliance
External Sociotechnical | Performance Input
Local Law 144 | New York City auditors system; (bias), variation Reporting
Repeated compliance (metrics)
Information Audit
Al Audits Commissioner’s | External Data; Snapshot | Compliance artifacts, Reporting
Office, United auditors ’ guiding
Kingdom questions

Source: IPIE analysis based on this literature review.
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SECTION 3. DISCUSSION AND CONCLUSION

As the previous sections make clear, audits differ by who conducts them, what is
audited and when, why the audit is conducted, how it is conducted, and what
actions are taken afterwards. The differences determine what an audit can tell us

about an Al system’s governance and performance.

The type of auditor, internal or external to the organization, significantly impacts
what aspects of an Al system can be audited. This includes the scope of access to
audit evidence, the methodology employed, the auditor's independence from the
system being audited, and to whom they report. Auditors leverage a diverse set of
methodologies, tools, and procedures to evaluate an Al system against criteria

carefully chosen based on the audit's specific objectives.

In terms of objects, audits assess the algorithms/models, the data, and the impact of
Al system’s decisions, predictions, or other outcomes on stakeholders. Their scope
varies depending on which stage(s) of the Al life cycle—from design to operations
and monitoring—they examine and the system’s version, both of which also impact

their duration—snapshot, longitudinal, or continuous.

Broadly, audits seek to assess if an Al system and its governance conform with
regulation, international standards, and/or if a system performs according to, or
deviates from, an acceptable baseline. These aims shape evaluation criteria; for
example, an audit to assess a hiring tool’s potential bias may test its performance
against legal measures of non-discrimination. These aims also determine an audit’s
parameters. For example, checking if an Al system makes racially discriminatory
predictions does not require access to the system’s machine-learning model(s) but

making strong claims about why those outcomes arise might require that access.
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All the above factors impact how an audit can be conducted, including the choice of
audit instrument and methodology. For example, because deployers of Al systems
value their regulatory compliance, internal or second-party auditors are granted
significant access to the system. This allows auditors to rely on standard methods
and tools, such as guided interviews with product managers and audit artifacts
maintained by the company. In contrast, to assess a system’s societal impacts and
potential harms, independent auditors may use methods such as input variation,

which do not require such cooperation.

After the audit has been completed, its outcomes are typically shared with those
managing the Al system and/or those stakeholders who commissioned it. While
resulting certification and other assurance mechanisms may demonstrate the
trustworthiness of Al systems, the difficulty of verifying internal audit results remains

a concern for external stakeholders.

Based on this review, we identify three key takeaways about the landscape of Al

auditing:

1. To accurately assess the potential risks, and impacts of Al systems, we need a
trustworthy audit ecosystem with complementary approaches from internal,

external, and community auditors.

Effective internal audits assess organization structures and processes for their
compliance with Al governance policies and regulation, as well as monitor
them for concerns, such as algorithmic bias and training data quality. Audit
firms, who have developed specialized methodologies and tools, can perform

second-party audits to help organizations.

Limiting the audit ecosystem to internal and second-party audits, however,

can undermine public trust in Al systems and developer accountability. While
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regulatory features such as registries of audit results and auditor
accreditation can help ensure audit quality, the limited verifiability of internal
and second-party audits means that there remain concerns about auditors’
privileged access to Al systems; auditors’ independence from the companies
whose systems they audit; the risk of “audit-washing” (in ways analogous to
ethics-washing) Al systems that still pose significant problems to societal
wellbeing [92], [102], [103]. For example, since the results of the bias audits
mandated by New York City’s Local Law 144 have not been widely disclosed,
it is extremely difficult to verify whether Al systems violate the conditions of
that law and if companies have taken any bias mitigation measures; a form of

non-verifiable compliance that Wright et al. term “null compliance” [104].

To allay the concerns outlined above, other types of audits, such as
independent assessments conducted by academic researchers, civil society
actors, and impacted communities, can be used to verify the claims made by
the developers and deployers of Al systems, as well as publicly disclose harms
they’ve discovered. These audits often have different criteria, aims, and
methodologies than those of internal or second-party audits, which means
they can reveal previously unknown impacts and outcomes of Al systems [16].
These audits can also employ adversarial methodologies such as red-teaming
that require legal safeguards [55]. Independent auditors, however, do not
have unimpeded access to the system, which can limit audit scope. Also given
that these audits often target specific parts of an Al system, they are not

intended to be comprehensive assessments of the system.

Evidently, internal, second-party and external/independent audits each have
their strengths and limitations. A diverse audit ecosystem can therefore help

harness the opportunities of Al systems while limiting their risks.
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2. Auditors need better access to data and audit artifacts from the developers
and deployers of Al systems. Comprehensive auditability requires
documentation and disclosure of an Al system’s model and data components,
associated risks and impacts, and easily understandable explanations of its
outcomes. While some audits have previously been conducted with limited
system access, Al systems’ global impacts are difficult to assess without
documentation of system features [88]. Internal auditors typically have
greater access to an Al system than external auditors, however, auditability

remains a significant concern to both.

3. Given that the development and use of Al systems impacts communities
across the world, audit regimes must account for their global effects. Most
existing audits have been conducted in North America, Europe, and other
regions of the ‘global north’, with their results typically published in English
and focused on effects within these regions [105]. The impacts of Al systems,
however, include shifts in social and environmental conditions beyond the
immediate development or application contexts of a system. While several
countries have demonstrated interest in audits to assess Al systems’ impacts
(see Appendix B), effective Al governance requires more comprehensive
audits that address these widespread shifts. Al systems affect labor through
the automation of work, knowledge extraction, and the precarious and
stressful working conditions of data annotators [106], [107], [108]. The
training and use of these systems consumes massive quantities of water and
energy [109]. These issues become a matter of greater global concern given
how far Al supply chains stretch. Audit regimes, then, need to reflect the

actual scope of Al systems.

As indicated in the introduction, this review will inform the development of the
criteria, evaluation mechanisms, evidentiary documentation, and processes crucial
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to global standards for Al audits. Standards can build trust in the quality and rigor of
different audits as well as make these audits’ results comparable. Additionally, they
can help balance power dynamics between those invested in Al systems (often in the
global north) and auditors by laying out comprehensively the terms to which Al
developers and deployers should be held accountable. To be effective, however,
global standards must address issues related to the trustworthiness and scope of Al
audits. Standardization should not erase the important differences between audits
conducted by different auditors with specific aims, criteria, and methodologies.
Furthermore, standardization should not overlook the differences between the
impacts of Al systems on local communities and on a global scale. Having outlined
these concerns, we describe in a separate report the protocols needed to inform the

development of global standards for Al audits.

ENDNOTES

! The use of Al systems here reflects their sociotechnicality: the social, systemic, and
technical components that ground the collection and use of data, the development
and deployment of algorithms as Al, and their application context. However, it is
important to note that current Al discourse and audits that we review leans towards
data-driven Al system (such as Large Language Models, or LLMs) rather than, say,

rule-based models.

2 Performance evaluation metrics used in Al audits may include, but are not limited
to, metrics such as accuracy, precision, recall, and regression metrics that are used

to evaluate model performance.
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APPENDIXA: ANOTE ON METHODOLOGY

This literature review identifies key academic sources focused on Al/algorithm(ic)
audits primarily through keyword searches on Google Scholar, Scopus, and Web of
Science. In order to include work from machine learning, computer science,
computational linguistics, and allied fields that frequently circulate as pre-prints, we
also searched the arXiv database. We used the following search terms: Al audit,
algorithm audit, algorithmic audit, LLM audit, generative Al audit. We also identified
highly influential journal articles based on citation counts and references in the
literature, and expert recommendations. We disregarded work that described the use
of Al systems to conduct other forms of audits, such as internal audits and financial
accounting. We also did not consider cybersecurity audits, whose primary concerns

differ from those of the literature on Al/algorithm audits.

We also searched regulation, legislation, and policy documents related to Al by
keyword on Google Search and manually identified those documents of interest to Al
audits. We used the above-mentioned search terms, appended with Al responsibility,
Al accountability, trustworthy Al, ethical Al, Al safety, Al policy, and Al governance. We
also identified related documentation through references in academic work and
expert recommendations. To collect frameworks, guidelines, and standards around
Al audits, we searched databases of auditor bodies such as the Institute of Internal
Auditors and the Information Systems Audit and Control Association (ISACA),
standard-setting bodies such as the International Organization for Standardization
(ISO) and NIST (National Institute of Standards and Technology), and custom
databases developed by entities concerned with Al policy and governance such as the
Al Standards Hub (developed by the Alan Turing Institute, the British Standards
Institution, and the National Physical Laboratory) and the OECD’s Al Policy

Observatory. We also searched the databases of the “big 4” audit firms such as

International Panel on the
Inf ion Envi
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Deloitte and KPMG, and firms focused on Al/algorithm auditing such as Holistic Al and

Eticas for relevant literature.

Following our keyword search, we collected 78 articles published in peer-reviewed
journals and as preprints, 21 documents from industry associations and standard-
setting organizations, and national policy documents and regulation from 20
countries. All texts in our corpus were read in full and manually analyzed for their
relevance and contribution to the scholarly, industrial, and governmental

perspectives on Al audits.
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APPENDIX B: NATIONAL Al POLICIES THAT RECOMMEND AUDITS

Table 2 shows governmental guidelines/frameworks for Al systems that incorporate

audits. While many of the audit regimes described and/or recommended here are

similar to those suggested in regulations and/or legislation described in the main

body of the literature review, they are non-binding and lack enforcement or

accountability mechanisms.

Issuing body or

Table 2. Policy Documents Related to Al Governance that Incorporate Audits.

Country

Policy title

bodies

Ministry of Science,

Relevance to Al audits

Recognizes the importance of making Al systems

Brazil Brazilian Al Strategy Technology, and “more traceable, auditable and accountable” [110, p.
Innovations 11].
. . Ministry of Science, Recognizes that in order to address the ethical
. National Policy on Technology, e . .
Chile e ; challenges of Al, specifically in the domain of gender
Artificial Intelligence Knowledge and ) .
. equality, Al systems must be audited [111].
Innovation
Governance Principles National New
China for New Generation Al: Generation Al Asserts that auditability must be a goal for
Develop Responsible Governance Expert safe/secure and controllable Al systems [112].
Artificial Intelligence Committee
) o o Proposes the development of a “certified
Czech Natlo.nal Artificial Ministry of Industry | methodology for system audits in co-operation of the
Republic Intelligence Strategy of | and Trade of the public and private sectors” [113, p. 36].
the Czech Republic Czech Republic
While the strategy generally touches upon aspects of
Ministry of Economic | responsible Al use, it specifically recommends
Estonia National Al Strategy 1.0 | Affairs and supporting public sector Al use through “data audits”
Communications (114, p. 5].
Notes the importance of audits and Al systems’
Stratégie Nationale pour auditability to the transparency of these systems.
France Uintelligence artificielle | Prime Minister Notably, the report on which this strategy is based

(SNIA)

advocates for “citizen audits” through open access to
data [115, p. 45].
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German Standardization
Roadmap on Artificial

DKE German
Commission for
Electrical, Electronic

Notes conformity assessments, as laid out in the EU’s
Al Act, as a means to ‘test’ and ‘verify’ the ethical and
performance dimensions of Al systems, among

. others. Auditing, however, is explicitly limited to
Germany Intelligence & Information organizations and does not apply to
Technologies of DIN | systems/products [116].
and VDE
In the “Principles for Responsible Management of Al
Systems” that have been developed, audits are noted
as a mechanism that should ensure that the design,
Responsible Al #AIForAll development, and deployment of Al systems adhere
India Approach Document for | NITI Aayog to the stated principles of transparency and
India accountability. These audits can be done by internal,
external, or - notably - public entities, such as
research institutions [117].
Audits are recognized as an aspect of the data and
infrastructure ecosystems for Al systems. It is
recommended that these audits are conducted by
the Agency for the Assessment and Application of
Badan Pengkajian Technology in accordance with the Perlindungan
Indonesia National Al dan Penerapan Data Pribadi, or Personal Data Protection, regulation
) Strategy (Stranas KA) Teknologi (Agency until a body dedicated to Al policy is established
Indonesia 2020-2045 for the Assessment | [118]. Such an organization, aligned with the
and Application of ‘Quadruple-Helix’ collaborative ecosystem consisting
Technology) of government, industry, academia, and community,
would be committed to upholding
transparent, professional, audited, and responsible
Al governance.
As part of the recommended effort to establish
Al - Here for Good: A Department of standards and certification for “trustworthy Al”,
ireland National Artificial Enterprise, Trade audits are suggested as assurance tools and as part
:ntlelligence Strategy for | | Emplc;yment of certification schemes and codes of conduct [119].
relan
Integrated
Innovation Strategy | Recommends audits as a mechanism to ensure Al
Japan Al Strategy -2022 Promotion Council responsibility [120].
(Cabinet Office), Al
Strategy Council
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Mexico

Artificial Intelligence in
Mexico: A National
Agenda

IA2030Mx

Recommends the establishment of ethical standards
that Al systems can be audited against [121]. Also
suggests incentivizing the establishment of
independent auditing organizations.

Netherlands

Audit Framework for
Algorithms

Netherlands Court of
Audit

The Netherlands Court of Audit has developed an
audit framework that it used to investigate nine
algorithms used by the Dutch government. This
framework considers dimensions of the algorithm’s
“governance and accountability, model and data,
privacy, quality of IT General Controls [such as access
and back-up controls], and ethics” [122, p. 23]

Al Portugal 2030 -

Foundation for

Recommends traceability and auditability as means
of ensuring privacy, fairness, and other safety and

Portugal . Science and i inci )
National Strategy for Al Technology (FCT) ethical principles [123]
Ministry of Economy,
fTLa:;?r:St?yuzlfness Emphasizes that Al systems must be “transparent
. National Artificial o ) . and auditable” so that how they work and the
Spain . Economic Affairs and . v
Intelligence Strategy - decisions they make can be "audited, evaluated and
Digital explained” [124, p. 66- 67]
Transformation o '
(MINECO)
Makes auditing datasets a cornerstone of its
approach to “demographic, cultural, social diversity
and inclusiveness as well as international human
Presidency of the rights law, standards, and principles” throughout the
Republic of Turkey’s | lifecycle of Al systems. Recommends auditing,
) o Digital alongside impact analysis, risk assessments, and
National Artificial Transformation other forms of traceability as means to ensure
Tirkiye Intelligence Strategy Office (CBDDO), and | Privacy, responsibility, and accountability in Al
2021-2025 Ministry of Indu’stry system use. States that “[t]echnical, procedural and
and Technology educational tools,” “audit guides,” and “application-
(MolT) based technical audits” will be developed. This
extends to the use of Al in public institutions, which
will be the object of Al audits [125, p. 59, 73].
Recommends “audits by impartial parties” for Al
Uruguay Artificial Intelligence Digital Government | Systems and related decision-making algorithms

Strategy for the Digital
Government

Agency (Agesic)

used in public administration [126, p.7].

Source: OECD’s live repository of Al strategies and policies and IPIE analysis based on literature review [127].
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