MagicSchool Sub-processors

Effective Date: Jan 23, 2026

MagicSchool is committed to transparency regarding how we operate and deliver our services. To
effectively provide and maintain the MagicSchool Service, as well as necessary business functions,
we engage several trusted third-party vendors and service providers, which act as sub-processors.
These sub-processors are integral to various operational aspects, including but not limited to core
functionalities such as hosting and data storage, technical IT support, enhanced customer service,
and comprehensive website analytics.

MagicSchool maintains strict contractual agreements with all sub-processors to ensure data is
handled in compliance with applicable data protection laws and our internal security standards.
For complete transparency, the specific services performed by each sub-processor, along with the
physical locations where data is hosted and processed, are meticulously detailed in a structured list
that follows. A critical default is that, unless explicitly stated otherwise within the accompanying
list, all customer data is hosted within the United States. This list is a dynamic document and is
subject to updates and modifications in accordance with the terms and conditions outlined in our

Data Processing Addendum, ensuring we maintain compliance and operational effectiveness.

Entity Subprocessing Institution Data -] Entity HOQ Processing] Entity
Name Activities EMPLOYEE or | Address Location Security
STUDENT Measures
[Vercel, Inc. Main Application Access logs 440 N Barranca Ave #4133 |United Vercel Data
Hosting - no storage] STUDENT & JCovina, CA 91723 States Security
other than access EMPLOYEE [United States
logs. l.privacv(d)vercel.com
[Amazon.com Application STUDENT and J410 Terry Avenue North United AWS Data
Inc Hosting, Generative EMPLOYEE Seattle, WA 98109 States Security
Al Prompts & United States
Outputs Privacy
Supabase, Primary Database | STUDENT and 65 Chulia Street #38-02/03 United Supabase
Inc. EMPLOYEE OCBC Centre, Singapore States Data
049513 privacy@supabase.io Security
Alphabet, Inc.] Website Traffic Meta Data, 1600 Amphitheatre Parkway, [United Alphabet
Analysis, Hosting | Geolocation Data, fMountain View, CA 94043 States Data
Data Warehouse - JUnited States Security
subsets of user, [privacy@google.com
usage, and metrics
data
STUDENT and
EMPLOYEE
SendGrid Customer First/Last Name; J375 Beale Street, Suite 300 United SendGrid
Inc. Communications School email San Francisco, CA 94105 States Data
address only  JUnited Security
EMPLOYEE States privacy@twilio.com



https://vercel.com/
mailto:privacy@vercel.com
https://vercel.com/security
https://vercel.com/security
http://amazon.com/
http://amazon.com/
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/compliance/data-protection/
https://aws.amazon.com/compliance/data-protection/
https://supabase.com/
https://supabase.com/
mailto:privacy@supabase.io
https://supabase.com/security
https://supabase.com/security
https://supabase.com/security
https://abc.xyz/
mailto:privacy@google.com
https://cloud.google.com/trust-center
https://cloud.google.com/trust-center
https://cloud.google.com/trust-center
https://sendgrid.com/en-us
https://sendgrid.com/en-us
mailto:privacy@twilio.com
https://sendgrid.com/en-us/policies/security
https://sendgrid.com/en-us/policies/security
https://sendgrid.com/en-us/policies/security

dpoffice@microsoft.com

[ntercom, Inc.] Customer Support | First/Last Name; |55 2nd Street, 4th Floor San  |United Intercom
School email Francisco, CA 94105 States Data
address only United States Security
EMPLOYEE |dataprotection@intercom.io

Stripe, Inc.  JPayment Processing] First/Last Name; J254 Oyster Point Boulevard  |United Stripe Data
School email South San Francisco, CA States Security
address only 94080 United States
EMPLOYEE l_privacy@s‘[ripc.com

Hubspot, Inc. Communication First/Last Name; JTwo Canal Park Cambridge, [United Hubspot

with Authorized School email JMA 02141 States Data
Users in connection address only  JUnited States Security
with the provision o§ EMPLOYEE [privacy@hubspot.com
the Services and
Support
Salesforce, Communication First/Last Name; JSalesforce Tower 415 Mission |United Salesforce
Inc. with users in School email Street, 3rd Floor San States Data
connection with the address only  JFrancisco, CA 94105 Security
provision of the EMPLOYEE [United States
Service and support lPrivacv@salesforce.com
IOpenAl Inc. | Al Functionality Generative Al |3180 18th St, Suite 100 San  |United OpenAl
Prompts & Output JFrancisco, CA 94110 States Data
only United States Security
STUDENT and |[privacy@openai.com Al Ethics
EMPLOYEE
Anthropic Al Functionality Generative AI  |548 Market Street, PMB United Anthropic
PBC Prompts & Output 90375 San Francisco, CA States Data
only 94104 Security
STUDENT and JUnited States Al Ethics
EMPLOYEE Jcompliance@anthropic.com
Perplexity.ai Al Functionality Generative Al |115 Sansome St, Suite 900, United Perplexity
Prompts & Output [San Francisco, CA 94104 States Data
only United States Security
STUDENT and [Jsupport@perplexity.ai Al Ethics
EMPLOYEE
IGooglc Al Functionality Generative AI  |1600 Amphitheatre Parkway, |United Google Data
Gemini Prompts & Output fMountain View, CA 94043 States Security
only STUDENT JUnited States Al Ethics
and EMPLOYEE [privacy@google.com
Amplitude, Event logging for Meta Data, 201 3rd Street, Suite 200, San |United Amplitude
Inc. analytics Geolocation Data JFrancisco, CA 94103 States Data
STUDENT and JUnited States Security
EMPLOYEE l_privacy@amplitude.com
Sentry, Inc. Event logging for Meta Data, 45 Fremont Street, 8th Floor, JUnited Sentry Data
analytics Geolocation Data |San Francisco, CA 94105 States Security
STUDENT and JUnited States
EMPLOYEE Jcompliance@sentry.io
Microsoft Event logging for Meta Data, One Microsoft Way, United Microsoft
ICorporation analytics Geolocation Data JRedmond, WA 98052 States Data
STUDENT and JUnited States Security
EMPLOYEE



https://www.intercom.com/
mailto:dataprotection@intercom.io
https://trust.intercom.com/
https://trust.intercom.com/
https://trust.intercom.com/
https://stripe.com/
mailto:privacy@stripe.com
https://docs.stripe.com/security
https://docs.stripe.com/security
https://www.hubspot.com/
mailto:privacy@hubspot.com
https://legal.hubspot.com/security
https://legal.hubspot.com/security
https://legal.hubspot.com/security
https://www.salesforce.com/
https://www.salesforce.com/
mailto:privacy@salesforce.com
https://security.salesforce.com/
https://security.salesforce.com/
https://security.salesforce.com/
https://openai.com/
mailto:privacy@openai.com
https://openai.com/security-and-privacy/
https://openai.com/security-and-privacy/
https://openai.com/security-and-privacy/
https://openai.com/safety/
https://www.anthropic.com/
https://www.anthropic.com/
mailto:compliance@anthropic.com
https://trust.anthropic.com/
https://trust.anthropic.com/
https://trust.anthropic.com/
https://www-cdn.anthropic.com/872c653b2d0501d6ab44cf87f43e1dc4853e4d37.pdf
https://www.perplexity.ai/hub/getting-started
mailto:support@perplexity.ai
https://www.perplexity.ai/hub/security
https://www.perplexity.ai/hub/security
https://www.perplexity.ai/hub/security
https://gemini.google.com/
https://gemini.google.com/
mailto:privacy@google.com
https://safety.google/intl/en_in/products/gemini/
https://safety.google/intl/en_in/products/gemini/
https://docs.cloud.google.com/gemini/docs/discover/responsible-ai
https://amplitude.com/
https://amplitude.com/
mailto:privacy@amplitude.com
https://amplitude.com/security-and-privacy
https://amplitude.com/security-and-privacy
https://amplitude.com/security-and-privacy
https://sentry.io/about/
mailto:compliance@sentry.io
https://sentry.io/security/
https://sentry.io/security/
https://www.microsoft.com/
https://www.microsoft.com/
mailto:dpoffice@microsoft.com
https://www.microsoft.com/en-us/trust-center/privacy
https://www.microsoft.com/en-us/trust-center/privacy
https://www.microsoft.com/en-us/trust-center/privacy

Metabase Product usage Visualizations, but J660 4th St, Ste 557, San United Metabase
reporting does not receive [Francisco, CA 94107 States Data
any data United States Security
STUDENT and [support@metabase.com
EMPLOYEE
Airbyte Data Consolidation | Secure transport §2261 Market Street, Suite United Airbyte
Platform layer, does not store}4381, San Francisco, States Data
any data CA 94114 Security
STUDENT and [United
EMPLOYEE States info(c_Dairbvtc.com
Edlink SSO services First/Last Name, J1011 San Jacinto Blvd, Suite [United Edlink Data
School Email 303 Austin, TX 78701 States Security
Address, United
School/District of JStates accounts@ed.link
employment or that
student attends
STUDENT and
EMPLOYEE
Trigger.Dev SSO services First/Last Name; J3rd Floor, 1 Ashley Road, United Trigger.Dev
School email Altrincham, Cheshire, United [States Data
address only Kingdom, WA 14 Security
EMPLOYEE J2DT
legal@trigger.dev
Datadog Application Meta Data, 620 8th Ave, 45th Floor, New |United Datadog
performance Geolocation Data JYork, NY 10018 States Data
monitoring STUDENT and JUnited States Security
EMPLOYEE lprivacv@ datadoghg.com
ElevenLabs Al functionality Generative Al |169 Madison Ave #2484, New]United ElevenLabs
Prompts & Output JYork, NY 10016 States Data
only STUDENT JUnited States Security
and EMPLOYEE l_privacy@clcvcnlabs.io Al Ethics
Astronomer | Data consolidation | Secure transport |50 West 23rd Street, Suite United Astronomer
platform layer, does not store] 1400 New York, NY 10010 [States Data
any data United States Security
STUDENT and [privacy@astronomer.io

EMPLOYEE



https://www.metabase.com/
mailto:support@metabase.com
https://www.metabase.com/security
https://www.metabase.com/security
https://www.metabase.com/security
https://airbyte.com/
mailto:info@airbyte.com
https://airbyte.com/solutions/data-protection
https://airbyte.com/solutions/data-protection
https://airbyte.com/solutions/data-protection
https://ed.link/
mailto:accounts@ed.link
https://ed.link/docs/legal/our-commitment-to-data-security
https://ed.link/docs/legal/our-commitment-to-data-security
https://trigger.dev/
mailto:legal@trigger.dev
https://trigger.dev/security
https://trigger.dev/security
https://trigger.dev/security
https://www.datadoghq.com/
mailto:privacy@datadoghq.com
https://www.datadoghq.com/trust/
https://www.datadoghq.com/trust/
https://www.datadoghq.com/trust/
https://elevenlabs.io/
mailto:privacy@elevenlabs.io
https://elevenlabs.io/docs/overview/administration/data-residency
https://elevenlabs.io/docs/overview/administration/data-residency
https://elevenlabs.io/docs/overview/administration/data-residency
https://elevenlabs.io/safety
https://www.astronomer.io/
mailto:privacy@astronomer.io
https://www.astronomer.io/legal/security/
https://www.astronomer.io/legal/security/
https://www.astronomer.io/legal/security/

