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Agenda

© 2025 Nozomi Networks Inc.  

1. OT/IoT threat landscape updates: incidents, vulnerabilities, and attack techniques

2. OT/IoT security regulation, standards, and frameworks news

3. OT/IoT security technology trends, research, tools, and best practices

4. A dedicated discussion for company-specific interests and concerns
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3. Technology trends

4. Q&A
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Cyber Operations Expanding Alongside Regional Conflict

The Cyber Battlefield of the Middle East Conflict

© 2025 Nozomi Networks Inc.  

• Researchers report a surge in Iran-linked cyber 
espionage and disruptive operations amid escalating 
Middle East tensions, targeting government entities, 
industrial organizations, and critical infrastructure.

• Recent incidents demonstrate real operational impact: 
an Iran-linked attack on medical technology company 
Stryker disrupted order processing, manufacturing, and 
shipping operations.

• Threat actors are expanding reconnaissance and access 
methods (e.g., exploiting internet-exposed systems and 
IoT devices), increasing the risk of disruption and 
collateral impact on industrial and supply-chain 
organizations.
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Nozomi’s View on Cyber Risk in the Middle East

© 2025 Nozomi Networks Inc.  5

Learn more: 
https://www.nozominetworks.com/blog/iranian-apt-activity-during-geopolitical-escalation-recommendations-for-nozomi-customers-and-critical-infrastructure-owners

Nozomi Threat Intelligence Cards

Top MITRE ATT&CK techniques observed in the Middle East in the past weeks

A systematic increase in alerts associated with Iran-affiliated threat actors
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Security Cameras as Cyber Intelligence 
Platforms in Modern Kinetic Conflict

© 2025 Nozomi Networks Inc.  

• Reports indicate Israel compromised 
Tehran’s (Iran) traffic camera network, 
enabling access to numerous CCTV feeds and 
persistent monitoring of urban movement 
patterns and pattern-of-life intelligence prior 
to airstrikes.

• Separate reporting indicates earlier Iran has 
also leveraged compromised surveillance 
cameras in Israel to enhance situational 
awareness and refine missile targeting, 
demonstrating how state actors use IoT 
infrastructure to support cyber-enabled 
kinetic operations.
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Cyberattack on Critical Infrastructure in Poland

© 2025 Nozomi Networks Inc.  

• On 29 December 2025, a coordinated cyber-sabotage campaign 
targeted Poland’s energy and industrial sectors, affecting at least 
30 wind and solar farms, a large CHP plant serving ~500,000 
customers, and a manufacturing company.  

• The attacker gained access through exposed FortiGate VPN 
devices without MFA, then conducted months of 
reconnaissance and credential theft before launching 
destructive actions.  

• The operation deployed wiper malware (DynoWiper and 
LazyWiper) and targeted both OT and IT systems, including 
Hitachi and Mikronika RTUs, Mikronika HMIs, Hitachi 
protection relays, and Moxa serial device servers.  

• The attack disrupted remote communication with multiple 
renewable energy sites and attempted data destruction on 
over 100 machines, but power generation and grid stability 
were not impacted, with some actions blocked by EDR controls.
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The report from the Polish national CERT.PL contains a lot of useful information! For example, they 
state that segmented networks are not very helpful if you have an easily hackable VPN service that 
accesses all network segments...

Hitachi Energy is behind two of the component types (RTU560 and Relion 650) that were attacked. 
They have released information about them that points to a number of flaws in how they are 
configured. (Old firmware, default passwords, disabled security features and flaws in firewall 
protection.)

If you are still interested in power grids and incidents, there are more valuable resources:

• The always interesting Kim Zetter writes an article on his page " Zero Day " about the events in 
Poland . (Kim is perhaps best known for his book "Countdown to Zero Day: Stuxnet and the Launch 
of the World's First Digital Weapon" and for articles in a long line of magazines.)

• An official statement from the Polish government and prime minister.

• In at least two cases, protection relays were attacked, according to a report from Omicron . While it 
has no direct connection to the events in Poland, I thought Mandiant (now part of Google Cloud) 
described the challenges of relay protection in the power grid in a really detailed article. It was also 
discussed in the podcast " The Defender's advantage ", in the episode " Protecting the Core: 
Securing Protection Relays in Modern Substations ".

• Truesec shares some insights from Poland in a blog post .

• The friends at Elastic Security Labs describe the attack tool DYNOWIPER in an article .

• Joe Slowik looks at the challenges of pinpointing who is behind the attack.

•

CISA alerts on OT vulnerabilities after Poland energy attack 

damaged RTUs and wiped HMI data

https://industrialcyber.co/industrial-cyber-attacks/cisa-alerts-on-ot-

vulnerabilities-after-poland-energy-attack-damaged-rtus-and-wiped-

hmi-data/

WIP

Learn more: https://cert.pl/en/posts/2026/01/incident-report-energy-sector-2025

https://cert.pl/uploads/docs/CERT_Polska_Energy_Sector_Incident_Report_2025.pdf
http://cert.pl/
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000236&LanguageCode=en
https://www.zetter-zeroday.com/
https://www.zetter-zeroday.com/attack-against-polands-grid-disrupted-communication-devices-at-about-30-sites
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Nozomi Networks OT/IoT Cybersecurity Report, Second Half of 2025

Top MITRE ATT&CK Techniques

© 2025 Nozomi Networks Inc.  8

Top 10 Most Common 

MITRE ATT&CK 

Techniques Associated 

with Raised Alerts

June to December 2025

Learn more: https://www.nozominetworks.com/ot-iot-cybersecurity-trends-insights-february-2026
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Nozomi Networks OT/IoT Cybersecurity Report, Second Half of 2025

Top MITRE ATT&CK Techniques

© 2025 Nozomi Networks Inc.  9
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*Customized Threat Collection (Enterprise & ICS) from the “Defending Operational 
Technology (OT) with ATT&CK” project by MITRE Center for Threat-Informed Defense
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Top Malware Observed in the Wild

© 2025 Nozomi Networks Inc.  10

Learn more: https://www.nozominetworks.com/ot-iot-cybersecurity-trends-insights-february-2026
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Most Attack Techniques Target OT Endpoints

© 2025 Nozomi Networks Inc. 11

• Human-Machine Interfaces (HMI)
• Engineering Workstations
• Application Servers
• Control Servers
• Data Gateways
• Data Historians
• Jump Hosts

72%
of MITRE ATT&CK for ICS attack techniques 
on different attack stages, based on real-
world observations are focused on such OT 
endpoint devices as: 
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Wireless Exposure in Industrial Environments

© 2025 Nozomi Networks Inc.  

14% of observed networks use 
open or legacy security modes

12

68% of observed wireless 
networks still operate without 

Management Frame Protection 
(MFP), which provides protection 

against deauth attacks

Enterprise-grade 
authentication such as 802.1X 

is observed in only 0.3% of 
detected Wi-Fi networks

Learn more: https://www.nozominetworks.com/ot-iot-cybersecurity-trends-insights-february-2026
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OT Wireless Assesment with Nozomi Guardian Air  

© 2025 Nozomi Networks Inc.  13

Wireless Asset Location VisibilityWireless Security Posture Overview

Learn more: https://www.nozominetworks.com/platform/guardian-air

https://www.nozominetworks.com/platform/guardian-air
https://www.nozominetworks.com/platform/guardian-air
https://www.nozominetworks.com/platform/guardian-air
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CISA ICS Advisory Count by Year

New OT Vulnerability Record

© 2025 Nozomi Networks Inc.  14

Source: icsadvisoryproject.com
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Yet another framework to address adversarial TTPs  specific to embedded systems

MITRE Embedded Systems Threat Matrix (ESTM)

© 2025 Nozomi Networks Inc.  

• The MITRE-developed Embedded Systems 
Threat Matrix (ESTM) provides a purpose-
built framework to address embedded 
system vulnerabilities by offering a 
structured approach to analyzing and 
understanding potential adversarial 
behaviors targeting these systems

• Inspired by the MITRE ATT&CK® framework 
and works with the MITRE EMB3D Threat 
Model to offer a complete resource for 
secure system design.

15

Learn more: https://estm.mitre.org

https://estm.mitre.org/
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The Many Faces of Cyber Threats

Nation-State Actors
• Well-resourced and sophisticated attackers, targeting 

critical infrastructure networks for espionage, 
sabotage, or to gain strategic advantages. 

Ransomware Groups
• Financially motivated criminal groups targeting 

critical infrastructure networks to extort money by 
encrypting critical systems and demanding ransom 
payments.

Hacktivists
• Politically or ideologically motivated attackers, 

targeting critical infrastructure networks to make a 
statement or disrupt operations as part of their 
activism.

Insiders
• Employees, contractors, or other individuals with 

legitimate access to OT systems can inadvertently or 
maliciously cause security incidents.

© 2025 Nozomi Networks Inc.  16
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AI Agents: The Next Insider Threat Vector

© 2025 Nozomi Networks Inc.  

• Recent lab tests show autonomous AI agents bypassing 
internal safeguards while performing routine tasks. 

• The agents were not instructed to act maliciously, yet 
independently searched for vulnerabilities and accessed 
restricted data.

• Researchers warn that AI agents may behave like insider 
threats, operating with legitimate access inside trusted 
environments.

Implication for OT: As AI capabilities increasingly integrate 
into enterprise and OT systems, autonomous agents 
introduce a new insider-like cyber risk with trusted access to 
operational environments.

17

Source: Irregular AI Security Lab – Agentic AI Security Experiments (2026)
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ANSI/ISA-112.00.01-2025, SCADA Systems – Part 1: 
SCADA Lifecycle, Diagrams and Terminology

© 2025 Nozomi Networks Inc.  

• Defines a vendor-neutral SCADA lifecycle framework 
covering planning, design, implementation, testing, 
operation, maintenance, upgrades, and decommissioning.

• Establishes a layered reference architecture, standardized 
terminology, and guidance for SCADA governance including 
security, documentation, management of change, and 
audits.

• Provides practical implementation guidance: HMI and alarm 
philosophy, data collection and historians, network 
segmentation and DMZ design, role-based access, patch 
management, and alignment with ISA/IEC 62443 
cybersecurity practices.

19

Source: https://www.isa.org/products/ansi-isa-112-00-01-2025-scada-systems-part-1
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Nozomi’s Hybrid Architecture. Real Resilience

© 2025 Nozomi Networks Inc.  

• Recent military escalation in the Middle East 
disrupted a regional cloud data center, 
demonstrating how geopolitical “black swan” 
events can affect even resilient infrastructure.

• Such force-majeure events are outside the 
control of cloud providers and tenants, yet 
Nozomi’s architecture is designed to 
maintain operational continuity even in 
these rare scenarios.

• During the incident, the hybrid model enabled 
rapid recovery: some customers were migrated 
to other cloud data centers (APAC, EU, US), 
while others continued operations via on-prem 
CMC consoles.

21

Nozomi Networks status page: https://status.nozominetworks.io/

https://status.nozominetworks.io/
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New OT Cyber-Range and ICS Simulation Tools

Aloha Water Treatment Simulator
• A simplified simulation of a water treatment plant with Modbus 

and BACnet process control. Designed to serve as a target for 
MITRE Caldera for OT.

• https://github.com/mitre/aloha-water-treatment

HVACSim: BACnet Server Room HVAC Simulator
• A simulated HVAC control system using BACnet/IP, designed as a 

companion to MITRE Caldera for OT for red/blue-team exercises 
involving cyber–physical systems.

• https://github.com/mitre/hvac-sim

22

CybICS
• An open-source training platform designed to help cybersecurity 

professionals, students, and researchers understand the unique 
challenges of securing industrial control systems (ICS) and 
SCADA environments.

• https://github.com/mniedermaier/CybICS

GasPot HMI Lab
• A hands-on lab that simulates a natural gas 

distribution terminal, where participants mirror real 
ICS/OT attack techniques in a safe, isolated 
environment.

• https://github.com/cutaway-security/gaspot-hmi-lab
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MITRE D3FEND for OT Cybersecurity

© 2025 Nozomi Networks Inc.  

• MITRE D3FEND is a defensive cybersecurity 
knowledge graph that maps defensive 
techniques and countermeasures 
(detection, isolation, deception, hardening, 
etc.) to adversary behaviors described in 
MITRE ATT&CK.

• The new MITRE D3FEND for OT extends the 
framework to industrial environments, 
incorporating new OT specific artifacts such 
as controllers, sensors, actuators, OT events, 
countermeasures.

23

Learn more: https://d3fend.mitre.org/domain/ot/

• D3FEND helps defenders systematically design, evaluate, and prioritize security controls
across enterprise and OT environments, supporting a more engineering-driven approach to 
cyber defense rather than ad-hoc control deployment. 

https://d3fend.mitre.org/domain/ot/


| All rights reserved.  | nozominetworks.com

Cyber-Informed Engineering (CIE), Idaho National Laboratory (INL)

Engineering Controls Database and Use

© 2025 Nozomi Networks Inc.  

• Cyber-Informed Engineering addresses how 
cyberattacks on engineered systems threaten 
physical safety, reliability, and performance  
beyond data loss. 

• Engineered controls are design features 
embedded in engineered systems that remove 
avenues of cyber attack or limit the 
consequences of such attacks.

• This database provides guidance on defining and 
applying engineered controls, explaining their 
distinction from information security measures 
and their integration into system design.

24

Learn more: https://github.com/idaholab/CIE_EC_Database

https://github.com/idaholab/CIE_EC_Database
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Nozomi Hour / Slide Decks and Recordings 
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Learn more: https://www.nozominetworks.com/customer-resources
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Nozomi Networks accelerates digital transformation by protecting 

the world’s critical infrastructure, industrial and government 

organizations from cyber threats. Our solution delivers exceptional 

network and asset visibility, threat detection, and insights for OT 

and IoT environments. Customers rely on us to minimize risk and 

complexity while maximizing operational resilience.

Thank You!

nozominetworks.com

Anton Shipulin, CISSP, CSSA, NNCE

Anton.Shipulin@nozominetworks.com


	Slide 1: Nozomi  Hour
	Slide 2
	Slide 3
	Slide 4: The Cyber Battlefield of the Middle East Conflict
	Slide 5: Nozomi’s View on Cyber Risk in the Middle East
	Slide 6: Security Cameras as Cyber Intelligence Platforms in Modern Kinetic Conflict 
	Slide 7: Cyberattack on Critical Infrastructure in Poland
	Slide 8: Top MITRE ATT&CK Techniques
	Slide 9: Top MITRE ATT&CK Techniques
	Slide 10: ﻿Top Malware Observed in the Wild
	Slide 11: Most Attack Techniques Target OT Endpoints
	Slide 12: ﻿Wireless Exposure in Industrial Environments
	Slide 13: OT Wireless Assesment with Nozomi Guardian Air  
	Slide 14: New OT Vulnerability Record
	Slide 15: MITRE Embedded Systems Threat Matrix (ESTM)
	Slide 16: The Many Faces of Cyber Threats
	Slide 17: AI Agents: The Next Insider Threat Vector
	Slide 18
	Slide 19: ANSI/ISA-112.00.01-2025, SCADA Systems – Part 1: SCADA Lifecycle, Diagrams and Terminology
	Slide 20
	Slide 21: Nozomi’s Hybrid Architecture. Real Resilience
	Slide 22: New OT Cyber-Range and ICS Simulation Tools
	Slide 23: MITRE D3FEND for OT Cybersecurity
	Slide 24: Engineering Controls Database and Use
	Slide 25: Nozomi Hour / Slide Decks and Recordings 
	Slide 26
	Slide 27

