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COMPLIANCE MAPPING GUIDE

How the Nozomi Networks

Platform Supports the UK NCSC
Cyber Assessment Framework 4.0

1. Introduction

Introduced in 2018 by the National Cyber Security Centre
(NCSC), the Cyber Assessment Framework (CAF) is a tool to
help Operators of Essential Services (OESs) in the U.K. assess
and improve their cybersecurity and resilience by managing
cyber risks and protecting essential services from cyber
threats. Originally created to help OESs operationalise and
measure compliance with the Network Information Systems
(NIS) Regulations, today the CAF has broader application

with the pending enactment of the Cyber Security and
Resilience Bill (CSRB), which puts almost all OT systems firmly
in scope as “national resilience” assets and establishes stricter
requirements and penalties.

Now in its fourth iteration, the CAF is the definitive reference
standard for achieving outcomes-based cyber resilience —
and demonstrating compliance with both the NIS Regulations
and the CSRB. CAF 4.0 includes four objectives and 14
principles.

Nozomi Networks is the leader in OT/loT security and visibility.
Customers around the globe rely on us to minimise risk and
complexity while maximising operational resilience. This guide
articulates how our platform maps to the CAF 4.0 objectives
and principles and can help you implement effective
industrial control system (ICS) cybersecurity policy.

2. Nozomi Networks Platform Overview

Purpose built for complex industrial and critical infrastructure
environments, the Nozomi Networks platform combines
visibility from the endpoint to the air with continuous
monitoring and Al-powered analysis to minimise cyber risk
and maximise operational resilience. It helps you:

X3

MANAGEMENT OPTIONS VANTAGE f_;’gss_wmp”am &)

Nozomi Networks Al Engine

WIRELESS SENSORS

GUARDIAN AIR

Only on Vantage

NETWORK SENSORS
GUARDIAN
« ANSSI-certified

* FIPS-compliant
@ REMOTE
QY COLLECTOR

CENTRAL )
MANAGEMENT * On-Premises
CONSOLE

ENDPOINT PROTECTION SENSORS

ARC
@) Arc
EMBEDDED

« Seeall OT, loT and IT devices on your network and

understand their behaviour

« Detect and prioritise cyber threats, vulnerabilities and

anomalies based on their risk

« Respond faster to critical breaches and process control

issues with guided remediations

ENHANCED CAPABILITIES
* FIPS-compliant

Y8 VANTAGE IQ

Only on Vantage

SMART POLLING

by ASSET
INTELLIGENCE

& THREAT
INTELLIGENCE

LA A Ak 4

TI EXPANSION PACK

POWERED BY MANDIANT tﬂ

®

Schneider ‘ Agﬁumn

o BRe

COMPLIANCE MAPPING GUIDE

How the Nozomi Networks Platform Supports the UK NCSC Cyber Assessment Framework 4.0 1


https://www.ncsc.gov.uk/collection/cyber-assessment-framework

3. How the Nozomi Networks Platform Supports the CAF 4.0

Per the table below, the Nozomi Networks platform supports all four CAF objectives either in full (10 principles) or in part (four

principles). For the principles that we support partially, we provide key support for other tools or processes, significantly reducing

the overall compliance challenge.

Nozomi Networks

Objective Principles Summary Support
A. Managing Al. Governance The organisation has appropriate management policies and processes
Security Risk in place to govern its approach to the security of network and
information systems.
A2. Risk Management The organisation takes appropriate steps to identify, assess and
o . . COMPLETE
understand security risks to the network and information systems
supporting the delivery of essential services.
A3. Asset Everything required to deliver, maintain or support networks
Management and information systems for essential services is determined and COMPLETE
understood.
A4. Supply Chain The organisation understands and manages security risks to networks
and information systems supporting the delivery of essential services
that arise as a result of dependencies on external suppliers.
B. Protecting B1. Service Protection The organisation defines, implements, communicates and enforces
Against Policies, Processes appropriate policies and processes that direct its overall approach
Cyberattacks and Procedures to securing systems and data that support delivery of essential COMPLETE
services.
B2. Identity and The organisation understands, documents and manages access
Access Control to network and information systems supporting the operation of
essential functions. Users (or automated functions) that can access
data or systems are appropriately verified, authenticated and
authorised.
B3. Data Security Data stored or transmitted electronically is protected from actions
such as unauthorised access, modification, or deletion that may cause COMPLETE
disruption to essential services.
B4. System Security Network and information systems and technology critical for the
delivery of essential services are protected from cyberattacks. An
o - ; ; h - COMPLETE
organisational understanding of risk to essential services informs the
use of robust and reliable protective security measures.
B5. Resilient Networks The organisation builds resilience against cyberattacks and system
and Systems failure into the design, implementation, operation and management of COMPLETE
systems that support the delivery of essential services.
B6. Staff Awareness Staff have appropriate awareness, knowledge and skills to carry
and Training out their organisational roles effectively in relation to the security of
network and information systems supporting the delivery of essential
services.
C. Detecting C1. Security The organisation monitors the security status of network and
Cyber Security Monitoring information systems supporting the operation of essential function(s)
. ! I o COMPLETE
Events in order to detect security events indicative of a security incident.
C2. Threat Hunting The organisation proactively seeks to detect, within networks
and information systems, adverse activity affecting, or with the COMPLETE

potential to affect, the operation of essential functions even when
the activity evades standard security prevent / detect solutions.
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3. How the Nozomi Networks Platform Supports the CAF 4.0

D. Minimising
the Impact of

D1. Response and
Recovery Planning

There are well-defined and tested incident management processes in
place, that aim to ensure continuity of essential services in the event

Cyber Security of system or service failure. Mitigation activities designed to contain or COMPLETE
Incidents limit the impact of compromise are also in place.
D2. Lesson Learnt When an incident occurs, steps are taken to understand its root
causes and to ensure appropriate remediating action is taken to COMPLETE

protect against future incidents.

Following are detailed descriptions of how the platform addresses each CAF objective.

3.1. CAF Objective A - Managing Security Risk

OT/IoT cyber risk is the potential for loss of life, injuries,
equipment damage, environmental damage, revenue loss,
and operational disruptions caused by the failure, misuse, or
cyber compromise of connected OT/IoT systems that support
industrial and critical infrastructure operations. Based on the
definition alone, it’s clear than managing OT/IoT cyber risk
requires a different strategy than managing IT cyber risk.

There are four steps to continuous OT/IoT cyber risk management:
Risk identification, risk assessment, risk mitigation and risk
monitoring. The Nozomi Networks platform simplifies each

phase in the cycle, enabling you to detect threats before they can
cause harm, mitigate vulnerabilities before they can be exploited

and minimise damage should an incident occur.

VANTAGE

Risk identification starts with a complete asset inventory
and visibility achieved through a variety of wire, wireless and
endpoint sensors, active and passive discovery techniques,
protocol fluency and third-party connectors to enhance asset
profiles. Vulnerability identification is a critical component.
Industrial networks can contain hundreds or even thousands
of OT and |oT devices from a variety of vendors, many of which
are insecure by design — lacking authentication, encryption
and other security. Some assets have can only be patched
during narrow maintenance windows, and others can't be
patched at all. Vulnerabilities must be prioritised based on
criticality and exploitability, including CVSS, EPSS and KEV
scores, to ensure SOC teams focus on what matters most.

'DATA LOCATION Europe

Assets Overview  Detailed list
Last aciviy time: w1 Ta ty Al
s Asset types Asset vendors Operating systems
395 Type Assets % Vendor Assets % os nssets %
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3. How the Nozomi Networks Platform Supports the CAF 4.0

Risk assessment for OT and |oT environments must factor
in not just vulnerabilities but also asset criticality, device risk,
communication risk, alert risk and compensating controls.
The Nozomi Networks platform assigns risk scores to each
asset based on these five factors. You can use these scores

VANTAGE

qpnozom =

< secrescontrollogix/first_controller © wasosssr

Type
Allen-Bradley 1756-L71 ControlLogix Logix5571 Controller with 2 MB Controller &
User Memory and 1 x Built-in USB 2.0 Programming/Download Port;
1/0 Memory: 0.98 MB; 128,000 Digital 1/, 4,000 Analog 1/0, 128,000 i
Total I/O.
192.168.45.158
Summary Risk Processes Users Hardware Components Nodes Links Sessions
2elements  52elements 4950 recent

Overall risk ()

Communication Ris!
35%

Device Risk
13.4%

Vulnerabilities Risk
. 557%

Al analysis

275%

Last updated: 092313

Al analysis ()
Device analysis Highly vulnerable Asset

Contributions: Critical and Exploitable Vulnerabilities + Type
Reasoning: This Asset has critical, exploitable Vulnerabilities, making it particularly high-risk

Vulnerabilities risk ()

@ Open Vulnerabilities: Numerous known Vulnerabilities

3%
@ critical Vulnerabilities: Numerous known critical Vulnerabilities
| \B'I 506 %

\ () Exploitable Vulnerabilities: Few known exploitable Vulnerabilities
321%

Communication risk (1)

zzz%" \

a |

@ Network activity: Low netwaork activity

@ Internet exposure: No public traffic

Risk mitigation requires collaboration between security and
operations leaders who may have different priorities. The
Nozomi Networks platform leverages Al to surface key risk
reduction steps that these two teams can agree will have the
biggest impact. They include specific recommended actions
such as patching software, fixing communication gaps and
updating hardware, prioritised based on their potential to
reduce risk.

Risk monitoring, when based on accurate asset risk scores,
enables you to track risk reduction over time at the asset,
sensor, zone, site and enterprise level. The Nozomi Network

out of the box or customise the weight of each variable until
the calculation accurately reflects how your organisation
assigns risk. Teams can use these scores to prioritise security
efforts, address the most critical risks first and take the correct
actions to mitigate potential threats effectively.

Data Engineering Org

AR XX X e |

Vendor (3 Product name (3 Serial number (9 os Firmware version (9
Rockwell Auto... == 1756-L71 Series B Co..  OOE74F62 na. 32001 B
MAC address MAC vendor Lifecycle End of sale date End of support da.
001d:9c:d9:66:ed Rockwell Automation  n.a. na. na.
Variables Vulnerabilities CPEs Software Alerts Tags Sensors
0 elements 23 elements Slelements  Oeclements ~ Oelements  lelement  1element
Risk formula
Value x Weight = Contribution
@ Vulnerabilities risk 81 038 304
@ Alerts risk. 0 0.21 0.0
@ Communication risk 9 021 1.9
@ Device risk 35 021 73
Risk sum 396
@ Asset criticality 0 1.00 0.0
@ Alanalysis 15 1.00 15.0
Total risk 54.6
Risk mitigation 0.00
Overall risk round ( 54.6 (1 -0.00) ) 55
Asset criticality ()
Asset criticality Low criticality
Risk mitigation ()
Compensating control No mitigation
Alerts risk ()
@ Open Alerts: No unacknowledged Alerts
@ High-risk Alerts: No high-risk Alerts
o ® i No suboptimal lerts

Device risk (1)

@ Type: Type is controller

(@ Technology category: Technology category is OT
429% 2 -

platform features dashboards that show see at-a-glance what
assets are riskiest by zone, site, vendor and other categories,
and how individual risk scores contribute to higher-level
scores. If your risk is trending in the wrong direction, you can
drill down to see why and where you need to add controls.

As you do, your risk score will change to reflect the impact
your actions, providing evidence to justify resources and
demonstrate ROI. You can even benchmark your risk levels
and trends against Nozomi Networks customers in the same
industry or region.
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3. How the Nozomi Networks Platform Supports the CAF 4.0
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3.2. CAF Objective B - Protecting Against Cyber Attacks

By monitoring network traffic across wired, wireless and The platform detects the use of insecure protocols, validating

endpoint-connected OT/IoT assets, the Nozomi Networks proper use of secure communication methods and alerting on
platform discovers every device, identifies communication deviations from established baselines. Continuous monitoring,
pathways and validates that network segmentation is asset profiling and cross-domain correlation provide real-time
operating as intended. DPI and protocol analysis confirm that assurance that systems and communications remain within
only approved commmunications occur between in-scope assets compliance parameters. This enables you to prove, with time-
and that those communications align with defined security stamped and context-rich evidence, that protective measures
policies. Unauthorised connections (such as covert wireless for your OT/IoT environment are not only in place and
links, rogue access points or bypass routes around controlled functioning but actively reducing risk in your environment.

boundaries) are identified and flagged for remediation.

Nozomiville

&

®

Overview

Several priority patterns were found in your comprehensive security assessment. These key insights highlight the most important issues requiring attention.
See more...
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3. How the Nozomi Networks Platform Supports the CAF 4.0

The platform’s network mapping and visualisation
capabilities support good network design; for example,
leveraging information on how traffic flows in an existing
network. Virtual segmentation can be used to develop an
appropriate segmentation strategy that is both achievable
and maintainable. This approach to virtual segmentation can
enforce traffic flow, or provide alerts against policy breaches,
providing an additional level of security in line with a defence-
in-depth approach to security.

Network mapping also aligns with the CAF with respect to
data storage and system dependency mapping. With this
information, an organisation can better understand the
impact of corruption or loss of availability of this data, enabling

a focused and risk-based approach to the protection of critical
services. Incident response processes can also be better
informed and enabled to rapidly restore essential services
following disruption.

Our platform provides detailed information across all aspects
of an industrial network, logging granular details about each
asset, its activity and traffic patterns, amounts of transferred
data, protocols and function codes, source and destination
ports, connection attempts, software and firmware versions
and updates in real time. Detailed information on network
traffic flow and dependencies and packet traces can also be
downloaded from appliances and made available to security
and forensics teams for in-depth packet level analysis.

3.3. CAF Objective C - Detecting Cyber Security Events

The Nozomi Networks platform continuously monitors the
operational environment to detect vulnerabilities, configuration
weaknesses, malware indicators and anomalous behaviour
across OT, loT and connected systems. Al-enriched asset
profiles provide real-time awareness of system flaws and known
vulnerabilities. Our OT/loT-focused threat intelligence feed helps
ensure sensors can detect emerging malware and |IOCs, while
muilti-factor risk scoring prioritises remediation efforts based on
threat exposure and operational criticality. Threat intelligence,
anomaly detection and behavioural analytics work together to
identify potential compromises early, including sophisticated or
low-and-slow attacks that could bypass traditional defences.

By correlating events from wired, wireless and endpoint
monitoring, the platform accelerates detection, investigation

and response to integrity violations. Configurable alerting
ensures that deviations from baselines above established
thresholds are reported immediately, while historical logging
supports root-cause analysis and incident reconstruction.

More than just a raw |OC feed, our OT/IoT threat intelligence is
tightly woven into the platform to enrich asset and network data
and enable better detection of anomalies, malicious behaviour
and threats. Information is distilled into At-a-Glance threat cards,
with details on threat actors and associated exploits, malware,
vulnerabilities and MITRE ATT&CK® TTPs, along with mitigation
suggestions and links to external references. An optional
expansion pack integrates relevant Mandiant IOCs and TTPs into
the same feed to include IT-borne threats that can move into OT.

Threat Intelligence

Targeted industries

B Manufacturing

[l Government

[ Technology

B Telecommunications

M Finance

2V

Q Keyword, alias, malicious IP,

LYNX O3 m o

Lynx is a group known for
operating under the name INC. This threat actor focuses on high-
impact attacks, primarily targeting organizations to encrypt data an.

Targeted countries and industries:

[ Real estate ] +8 more [MIFELIIEE (EM +13 more

TYARA 1STIX More info >

TAT2024-24 2 m L

TAT2024-24 s a threat actor focused on targeting industrial control
systems (ICS) with the FrostyGoop malware. This group is known for
its sophisticated attacks on critical infrastructure, aiming to disru.

@ Targeted countries

[ United Kingdom
M switzerland

L italy

M United States

[ canada

1/; S 4

LAZARUS GROUP

(=
(¢ Vulnerability /\

(\MEROEN- W<y
TEMP.Hermit  APT-C-26 +44 more
Lazarus Group (also known as Hidden Cobra, APT 38) is a threat actor

originating from North Korea. They have been involved in a wide
range of malicious cyber activities, including financially motivate.

Targeted countries and industries:

[united Arab Emina ]
+10 more +14 more

2Packetrule 26YARA 109STIX 2SIGMA More info >

INCRANSOM LOI NN WEN

INCRansom (also known as Inferno) is a threat actor known for their
ransomware attacks. They originate from an unknown country and
have targeted organizations worldwide, with a focus on t..

<

@ Malware Types

W RAT

[l DOWNLOADER
RANSOMWARE

M DROPPER

M TROJAN

l/.Z v

@ My countries < Have alerts £2 Have vulnerabilitie >

SANDWORM TEAM 2 m B

BlackEnergy (Grot  Quedagh  +14 more

Sandworm Team (also known as Voodoo Bear, TeleBots) is a notorious
threat actor believed to be based in Russia. They have been active
since at least 2010, with their most recent activities reported in 20.

Targeted countries and industries:
+5 more (MIETTFEEY OIELXI +7 more

83YARA 56STIX 1SIGMA More info >

'WANNACRY Y o2 & Q
WannaCry is a notorious ransomware family known for its widespread
impact in 2017. It is capable of encrypting files on infected systems.
and demanding a ransom payment in Bitcoin for decryptio..

WanaCryptor  Wannacry +4 more
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3. How the Nozomi Networks Platform Supports the CAF 4.0

3.4. CAF Objective D - Minimising the Impact of Cyber Security Incidents

The Nozomi Networks platform reduces forensic efforts and speeds response time. Its advanced wired, wireless and endpoint
monitoring identifies security and reliability risks and generates detailed, accurate alerts. Each alert describes what happened,
provides possible causes and recommmends actions to take, reducing investigative efforts.

VANTAGE

N NozomI
\P

NETWORKS

Alerts Overview  Detailed list

The alert data examination is finished with multiple insights identified. See more...

* [ @ Alert management ][ (@ Response status || /\ Security incidents 200 high-risk communications 49 security threat alerts

@ | /\ Threat detection 2 networks with concentrated alerts 200 node threats 1unusual alert
e T o i P AT e U R
Scope:  <no filter> X v Time: Tw 1m 1q 1y All  Risk range: Low ©—@ High
Assets with threats Alert sources Alert destinations
Alerts
301 Asset Alerts % Asset Alerts % Asset Alerts %
@value DESKTOP-4G.. 42 85.7% Dunk Bosch Nexo T.. 76 30.4% ' ch-demo-mo... 5 22.7%
17217.0.51 2 41% 0 A RO4ENCPU . 62 24.8% wmm— ch-demo-sel-.. 4 18.2% cmm——
Closed Acknowledged
0 o o ch-demo-ge-.. 2 41% ¥ @value DESKTOP-4G... 43 172% e 17217.0.50 3 13.6% e
& ch-demo-hyd.. 2 41% ¥ (@D LE-DEMO-BA 38 15.2% em— somes ch-demo-sie.. 2 91% =
Flipper A7ous... 1 2.0% ¥ d NozomiCHG.. 7 28% @ 1a:14:68:37:85:af 2 91% =
New Recent
19 34 Nozomi Radius 5 20% & 8 ch-demo-intr. 2 91% e=m
I 4 S
Inthe last24h inthe last week em=. ch-demo-mo.. 5 20% o bazecice:57:5b:.. 1 45% @
Alerts trend Open Alerts Open threats Alerts Site distribution
Name Alerts % Threat Name Alerts %
2
Malicious USB device 89 29.6% Lynx 26 531%
0
Deauth Attack 88 292% c—— INC 16 327% em—
8
. OT device stop requ... 62 20.6% em— WannaCry Ransom... 2 4% &
l A n 4 Malware detection 49 16.3% = flipperzero 1 20% ¢
© 2013-2026 Nozomi Networks Version @ 4940f @
When further analysis is needed, additional tools are available: numerous alerts into unified incidents, prioritising

them based on risk and providing root-cause context.

* Incident view of grouped alerts: Across the platform, This enables IR teams to focus on the most critical

alerts are grouped into Incidents that are related in time, issues without getting overwhelmed by noise.

asset or cause into a smgle view. When an operator sees . Root cause analysis: Deep neural networks analyse

that a critical incident is underway, via an alert they can network behaviour patterns to support efficient root-

examine the PCAP related to the alert and download it. cause identification.

With one click they can also access a diff report to compare . Natural language queries: Users can pose queries

times before and after the alert. Once changed parameters are in plain language, such as “What are my high-risk

identified, staff can take action to stop or mitigate an attack. vulnerabilities?” or “Which assets are most exposed?”

- Time machine forensic tool: Diff reports are an aspect of They gain quick situational awareness that would

the platform’s time machine feature, which takes snapshots otherwise require hours or days.

of the system at periodic intervals so it can be explored and . Predictive monitoring: Vantage IQ applies machine

investigated at many moments in time. Also available as learning to detect deviations from baseline network

graphical views, the snapshots allow investigators to replay behaviour. By alerting on unusual bandwidth and

network events around an incident to pinpoint when a activity patterns, it can flag issues before they escalate

device was connected or why one stopped communicating. into full-blown incidents

This is invaluable for isolating the root cause and visualising . Guided remediation: Vantage IQ suggests actionable

the impact, which helps reduce mean time to repair. remediation steps. It can also highlight suboptimal

* Al-powered analysis: Vantage IQ is Nozomi Networks sensor placements and recommend adjustments to

Al-powered analysis and response engine. It accelerates enhance visibility, improving incident readiness and

incident response in five key ways: response accuracy.
. Alert correlation and prioritisation: Vantage

IQ’s Insights Dashboard automatically correlates
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3. How the Nozomi Networks Platform Supports the CAF 4.0

Given the premium placed on physical safety and continuous
operation, incident response in industrial environments can't
always be automated. The Nozomi Networks platform offers
a combination of manual and automated approaches to use
where appropriate. Out-of-the-box integrations and OpenAPI
support powers automated responses through your existing

VANTAGE LICENSEE Nozomi

oM =

e -

tech stack, including SIEMS, SOARs, firewalls, endpoint agents,
NACs, SDNs, ticketing systems, secure remote access and more.

Customisable playbooks guide users through detailed actions

to follow when an associated alert is triggered.

DATA LOCATION Europe

?g@,mncs ilities & 1Q ‘NozoleH

< Malicious USB device © s

What happened
Suspicious key inputs. This Human Interface Device
(HID) [vendor: Atmel Corp] [product:

Possible cause

Suggested solution

Suspicious behaviour detected in a device announcing  Disconnect the Human Interface Device (HID) and
itself as Human Interface Device (HID). It may be

inspect it carefully, it might have an miniature

unregistered/unknown] connected to [192168.45192] compromised, including malicious software running embedded chip inside. Find the root cause of the

has shown suspicious behavior, possibly related to
automatically injected commands rather than a
human interaction.

Actor details

Source Communication
Site Building Automation Protocol

Zone na. Transport protocol
Label LE-DEMO-BA

3 192168.45192

MAC na

TCP/IP port na

Roles na

Users

Playbook /

Malicious Hardware Device

on it and performing dangerous actions targeting the  unexpected behavior.
main system it is connected to.

Destination
usB Site Building Automation
unknown Zone n.a,
Label na.
P na
MAC na
TCP/IP port na
Roles na.
Users na

« For malicious USB injection you must follow the System Intrusion Process for external hardware devices (SIPe)

o Do not remove the malicious devices and do not power down the affected system

o Contact the incident response team (internal number: 012-25423-12452) and the SO of the affected department.
o Send an email to the head of the department and the CISO with information about the alert and about the activation of the SIPe process.
« Consult the Incident Response team. The following items must be executed in order expect of extraordinary circumstances:

o Initiate forensic investigation

= Collect forensic artifacts from the affected system. (Memory dump, system logs, etc)

= Collect traffic logs
o Examine access control of the system.

= Consider affected number of systems and users.
o Activate incident and isolation policies.

= Enable appropriate blocking firewall rules

= Restrict User accessibility

o Remove the malicious device and consult the recover policy for the system according to impact

« Support the activation of the Business Continuity Plan if required
o Evaluate the requirements for data recovery and access recovery.

o Evaluate the activation of USB blocking policies at the end points of the organization.

The content of this process should be documented in a report and emailed to the head of the department and CISO.

For automated threat prevention on OT endpoints, the
Nozomi Arc sensor can be set to not only detect threats such
as malware and malicious software but to automatically
quarantine or delete the malicious files altogether. Regardless
of what protection mode you choose, Arc accelerates forensics

by correlating suspicious user activity with specific devices.

Without endpoint security, there's no way to know who's
plugging in when and what they're doing until their commands

have been executed on the network.

COMPLIANCE MAPPING GUIDE
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5. Conclusion

Navigating regulatory change to ensure ongoing compliance
with evolving standards can seem overwhelming. With the
CAF poised to underpin not only the NIS Regulations but
the CSRB, an expanded definition of “national resilience”
asset owners must now maintain a defensible, continuously
updated asset inventory that supports risk assessment,
vulnerability management and incident response. You must
also maintain logging, alerts and monitoring functions
designed for industrial environments, not just IT. This
includes ensuring SOC staff or service partners have OT-
specific security skills. Finally, you must have proactive threat
intelligence that keeps you informed about malicious threats

that could impact your operations.

Let's get started

options, please reach out to your local Nozomi Networks sales

teams or Nozomi Networks partner network.

Nozomi Networks protects the world's critical infrastructure from cyber threats. Our

For more details on specific product support and deployment

Nozomi Networks is the leader in OT/IoT security and
visibility. With deployments across energy, manufacturing,
transportation, building management and critical national
infrastructure, we're already helping UK OT asset owners
strengthen resilience and stay ahead of emerging regulatory
requirements. Our technical and regulatory experts are ready
to help you strengthen your OT and |oT security posture in

ways directly aligned with CAF requirements.

Contact Us

nozominetworks.com/contact
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platform uniquely combines network and endpoint visibility, threat detection, and Al- P NETWORKS

powered analysis for faster, more effective incident response. Customers rely on us to

minimize risk and complexity while maximizing operational resilience.
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