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About the Customer
Konkuk University Hospital

Konkuk University Hospital is committed to high-level treatment,
education, and research in accordance with the founding spirit of
'‘Guryojemin (BUg L)', which means 'saving and benefiting people
through treatment'. It is faithfully fulfilling its role as a representative
general hospital in Korea whose top priority is the health of the
community and the safety and happiness of patients and their
families. In addition, it is leading the way in providing reliable medical
services through advanced medical information technology and
medical security.

The Challenge
How Can a Top Korean Hospital Protect Itself from the Rise in
Cyber Threats?

Konkuk University Hospital has the best medical staff in

Korea, cutting-edge medical equipment, a top-notch medical
computerization system, and contributes to the development of
personalized and precision medicine research by fostering excellent
medical personnel. With the rise in cyber threats on medical
institutions that hold large amounts of sensitive personal and
medical information, Konkuk University Hospital needed to improve
its level of security and ability to detect and respond to cyber
threats.

Han Ki-tae, CIO and Head of the Medical Information Team at Konkuk
University Hospital said, “It is easy to think that medical systems

are safe because they are connected to an internal network that is
not connected to the outside, but there are still various threats that
could be introduced.” He continued, “For example, PCs that manage
medical devices can be connected to the outside, and many of these
PCs are equipped with OSs that are no longer supported. In addition,
unidentified assets and vulnerabilities can cause damage at any
time.”
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Identifying assets and
analyzing traffic

Detecting and
responding to cyber
threats

The need for an
integrated IT-OT
security control system
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Enhanced security

Seamless collaboration
across multiple
organizations

Accurate threat
detection and
response
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The Need for IT-OT Integrated Security in the Healthcare
Industry

The Search
for the Right
Solution

CASE STUDY

Konkuk University Hospital began with a hospital-wide network security
diagnosis, which resulted in the medical information team concluding that it
was urgent to introduce an OT security solution that could identify and analyze
medical devices and CCTV packets that could not be analyzed by network and
security organizations and detect abnormal behavior.

“Since healthcare security requires expertise from both IT and OT, IT-OT
integrated security is essential” says Ki-tae. Konkuk University Hospital set out to
find an IT-OT integrated security control system that met all their needs.

The most important thing that Konkuk University Hospital needed in a solution
was the ability to identify assets used in the hospital environment and analyze
traffic. It was also important that the solution provided an easy-to-manage
environment so that the medical information team and the biomedical
engineering team could collaborate smoothly.

The medical information team began comparing solutions and conducting
POCs. Some solutions did not have information about connected devices,
making it impossible to know which device generated the malicious traffic and
to identify the root cause. Other solutions had limitations in terms of ease of
management. In the end, Konkuk University Hospital found that the Nozomi
Networks platform met all their needs.

Using Nozomi Networks Vantage, a cloud-based OT security solution, Konkuk
University Hospital can determine the devices connected to the network, create
zones by role, and easily apply protection and management policies. Its excellent
visualization function makes it easy for IT organizations without OT security
expertise to manage it.

“To prevent threats that may arise while providing advanced medical services, a
solution that provides real-time protection through the cloud is necessary. Nozomi
Networks Vantage uses global intelligence to respond to attacks targeting medical

institutions in near real-time.”

Han Ki-tae

CIO and Head of the Medical Information Team, Konkuk University Hospital
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Introducing an OT Security Solution Optimized for
Medical Institutions

Responding
Quickly to the
Latest Threats
Through the
Cloud

Konkuk University Hospital is the first security-sensitive general hospital in Korea
to implement a cloud-based OT security solution. Typically, medical institutions
are cloud-adverse, but the medical information team at Konkuk University
Hospital decided that in order to be able to respond to threats immediately, a
cloud-based security solution is necessary.

OT security solutions that are built with external connections disconnected
cannot update the latest threats in real time. They download what they learn
from the cloud to a separate medium and apply it to the OT security solution,
increasing the workload of administrators and management complexity,
which has many limitations in the process of identifying and responding to
sophisticated and intelligent threats.

Nozomi Networks Vantage is purpose-built to help customers overcome these
challenges by running on Amazon Web Services (AWS). By leveraging key AWS
services such as Elastic Kubernetes Service, EC2, and Amazon RDS, Vantage
provides the scalability and simplicity required to manage the complex security
environment faced by hospital systems.

“To prevent threats that may arise while providing advanced medical services,

a solution that provides real-time protection through the cloud is necessary”
says Ki-tae. He continues, “Nozomi Networks Vantage uses global intelligence to
respond to attacks targeting medical institutions in near real-time. Vantage only
processes traffic for analysis in the cloud and does not take any data, so there is
no concern about data leakage, you can use it with confidence.”
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Within Vantage, Nozomi Networks users are able to quickly identify threats to their OT and loT
environments.
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Strengthening Medical Security with IT-OT Integrated
Security Control

Accurate With Vantage and its use of industry-specific and regional intelligence, Konkuk
Threat University Hospital is able to accurately assess threats and respond without false
Detection and or misleading detections. Even network and security teams without OT expertise
Response are able to identify the type and impact of threats and take action.

“When an alert is triggered in Vantage, the medical information team and
biomedical engineering team can immediately check and resolve it,” said Ki-tae.
“The Vantage management environment uses intuitive visualization technology
to enable seamless collaboration across multiple organizations. Even non-expert
managers can take immediate action.”

Reducing the He added, “Konkuk University Hospital is investing heavily in IT and security, but
Workload it is difficult to be confident that we have enough dedicated personnel. That is
of the IT why it is important that we have a solution that can accurately report breaches
Organization and abnormal behavior without noise and guide necessary actions while

reducing the workload of the IT organization. Vantage is excellent in this regard.”

The Medical Information Team of Konkuk University Hospital plans to actively
promote cloud-based OT security solutions, introduce the strengths of Konkuk
University Hospital's reliable medical services, and help attract security
investments from other medical institutions.

“The Vantage management environment uses intuitive visualization technology
to enable seamless collaboration across multiple organizations. Even non-expert
managers can take immediate action.”

Han Ki-tae

CIO and Head of the Medical Information Team, Konkuk University Hospital

Nozomi Networks protects the world's critical infrastructure from cyber threats. Our platform
uniquely combines network and endpoint visibility, threat detection, and Al powered analysis for
faster, more effective incident response. Customers rely on us to minimize risk and complexity

while maximizing operational resilience.
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