SOLUTION BLUEPRINT TL-1: ACCESS TIME-LOCK Sl protscio

Time-lock based connectivity friggers for fimed access windows

AN

Name Controlled Access Time-lock
Application Protected zone access

Sectors Enterprise, Utility, CNI, Defense

Description A Firebreak is positioned between two ?c?ne_ctzl)zliﬁr Options
logical zones—infernal system, and _ External control
external network—in a configuration

like an access gate.

The connection is only opened at pre- y 1 /
determined times and in a manner that

cannot be enumerated by an external

threat. External Zone ‘ ‘
Typical examples include nightly

backup windows to prevent access to

backup systems outside of specific time FireBreak
windows.

Infernal Zone
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