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SOLUTION BLUEPRINT CA-1: 4-EYE CERTIFICATED ACCESS
Certificated connectivity triggers for controlled access windows

External Zone Internal Zone

FireBreak

Access Certificate

Name 

Application 

Sectors

4-eyes-on Access Security 

Between different-level security domains 

Enterprise, Utility, CNI, Defense

Description A Firebreak is positioned between two 
separate security domains, whether 
network segments or technology 
domains.  API control of connectivity is 
determined by Security Access 
systems activating and deactivating 
FireBreak.  Proving two-pairs of eye 
protection. 

Typically used for protection between 
lower and higher security areas, allows 
the temporary security certificated 
access for prior-agreed reasons.  Eg. 
Software patch updates, short term 
upgrades, or audit.


