SOLUTION BLUEPRINT DO-2: DIODE MULTI-OVERLAY oo

on demand

FireBreak protection to allow OT patch updates in Data Diode protected domains
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ALLOWS UPDATES
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Name Diode Multi-overlay control OT ZONE

FIREWALL TRIGGER
OVERRIDE BLOCKS
OT ZONE ACCESS

W

Application OT environments I

Sectors Ufility, CNI, Defense, Manufacturing v—

Description  The FIRST Firebreak is positioned
across the Data Diode in order to > ‘

allow timed daily access to OT zone {
for admin and software.

The SECOND FireBreak is in series FireBreak 1 FireBreak 2
with the first, allows a Firewall/SIEM
decision to override timed access
in times of heightened threat.
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