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Hate speech is a widespread phenomenon in digital environments,
with severe consequences for individuals and society. Counterspeech
by users witnessing the incidents, the so-called bystanders, can help
mitigate these effects and foster a more benign digital public sphere
without limiting the freedom of expression. However, most bystanders
do not intervene due to various barriers. Recent advancements in
artificial intelligence (Al), particularly large language models (LLMs),
offer new possibilities to support counterspeech efforts. At the same
time, implementing Al for counterspeech poses immediate and
long-term risks that require careful consideration.

This report provides a consolidated overview by authors from different
academic disciplines as well as practitioners, discussing the risks
and potential of Al for counterspeech. It was developed by this inter-
national and interdisciplinary group of experts at a workshop funded
by the Bavarian Research Institute for Digital Transformation (bidt)
and organised at LMU Munich in February 2025.

As an institute of the Bavarian Academy of Sciences and Humanities
(BAdW), the Bavarian Research Institute for Digital Transformation
(bidt) contributes to a better understanding of the developments and
challenges of the digital transformation. It thus provides the basis
for shaping the digital future of society in a responsible and public
interest-oriented manner.
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Abstract

Abstract

This report presents an interdisciplinarily consolidated overview of the risks and potential of
artificial intelligence (Al) for counterspeech. Hate speech remains a widespread phenomenon,
with severe consequences for individuals and society. Counterspeech by bystanders can
mitigate these effects while preserving freedom of expression, but most witnesses do not
intervene due to various barriers. Recent Al advancements, particularly large language
models (LLMs), offer new possibilities to support counterspeech efforts and help overcome
these barriers. However, implementing Al for counterspeech poses immediate and long-
term risks that require careful consideration. This report was developed through an iterative
process, provides an analysis of key opportunities and challenges, and offers recommenda-
tions for researchers, practitioners, and policymakers seeking to leverage Al responsibly
for counterspeech.
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1 Key Conclusions

1 Key Conclusions

This section synthesises the key conclusions of this interdisciplinary report. Stakeholder-specific
implications are addressed comprehensively in the concluding implications section.

Key Conclusion 1:
Al could significantly support counterspeech and
counterspeakers

Al tools have the potential to support all phases of the counterspeech process:

O Detection and Decision-Making: Al could help identify harmful content and raise
awareness (Stoll et al. 2023), and may encourage bystanders to speak up and
underscoring the relevance and effectiveness of counterspeech.

O Implementation: Al could help craft messages tailored to a speaker’s goals and even act
as a counterspeaker (Bilewicz et al. 2021; Costello et al. 2024).

O Handling the Aftermath: Al could support users after speaking up, for example by
processing replies or managing emotional responses (Mun et al. 2024).

Key Conclusion 2:

To fulfil its potential, Al needs high-quality training data,
valid and reliable models, access to real-time
conversations, and models optimised for providing
accurate responses

Realising the potential of Al requires efforts across the full Al pipeline: the data a model is
trained on (Jarrahi et al. 2023), the model optimisation process, and how and where it is
employed (Heuer et al. 2021; Zajko 2021):

O Clear definitions of hate speech and counterspeech need to be established, informed by

systematic research on the harms of different types of hate speech, as well as the
differential effectiveness of specific forms of counterspeech.

ANALYSES AND STUDIES
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Key Conclusions

Based on that, reliably annotated large-scale datasets for training that account for
multiple platforms, languages, and modalities of modern digital communication should
be created.

Persistent weaknesses during data curation and Al training should be eliminated, such
as discriminatory bias (Caliskan et al. 2017; Zajko 2021), LLM hallucinations, and the
tendency to prioritise persuasiveness over accuracy to prevent the spread of
misinformation.

To ensure quality, corresponding models need to be made available for regular
independent audits that account for multiple stakeholder perspectives.

Individual counterspeakers need the ability to deploy valid, reliable, and transparent
models to monitor digital environments. Such implementations, as well as the
development and implementation of corresponding techniques, need to be carefully
weighed against risks to users’ privacy, freedom of speech, and to central values (e.g.,
human rights).

Key Conclusion 3:

Al bears significant immediate and long-term risks when
implemented for counterspeech — and only a part of
these risks could be mitigated by addressing technical
challenges

The potential of Al must be weighed against a range of significant risks. These risks are not

limited to immediate responses but have the potential to shape (digital) public spheres over
time (Yakura et al. 2025).

Risks emerging from the technical setup and training of Al:

O

Detection systems, for example, can carry built-in biases that reduce their reliability,
risking both over- and underreporting. This risk is especially large for identifying subtle
forms of hate speech (Schmid et al. 2024a), and in contexts that require cultural
sensitivity (Davidson et al. 2019).

Detection systems can also be abused for surveilling dissidents in authoritarian regimes
or to mass-produce hate speech aimed at counterspeakers, making it easier to target
those who speak up and discouraging future intervention.

ANALYSES AND STUDIES
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Risks emerging from users’ social interactions:

O Technical hurdles or a lack of motivation may prevent many users, particularly those not
already inclined to intervene, from adopting Al tools for counterspeech. The added
mental effort required to process Al-generated suggestions could overwhelm users,
even those who are willing to engage.

O Al-generated counterspeech may lack perceived empathy and authenticity, appearing
robotic or impersonal, that can fail to persuade or actively backfire (Mun et al. 2024,

Rubin et al. 2025).

O Hateful or misleading counterspeech, whether by humans or Al, can actively diminish
the quality of online discussions (Lasser et al. 2025).

O To mitigate potential risks, a comprehensive and ongoing socio-technical assessment of
Al tools for counterspeech is needed.

ANALYSES AND STUDIES
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2 Introduction

2 Introduction

Many social media users have witnessed hate speech in their digital environments: posts,
videos, or memes that spread contempt, hate, or insults targeted at people based on their
(perceived) membership in social groups or categories (e.g., gender, race, or sexual orientation).
For example, 45% of people in the USA reported witnessing severe online harassment in 2024
(Anti-Defamation League 2024). Hate speech often targets marginalised communities, but
the attacks can also be directed against influential voices such as politicians (HateAid 2021).

The consequences can be devastating. Victims suffer from mental stress, online conversa-
tions become more aggressive (Cinelli et al. 2021), and bystanders who witness the attack
refrain from digital debates out of fear of becoming victimised themselves (Keipi et al. 2017).
Besides leading to an impoverishment of digital debates, hate speech can reduce empathy for
victims and prosocial behaviour towards the attacked groups (Bilewicz/Soral 2020; Résner
et al. 2016; Ziegele et al. 2018). In extreme cases, it can even lead to offline violence (Leets
2002; Williams et al. 2019). Countering online hate speech is therefore of the utmost relevance.

Every countermeasure must carefully weigh the right to freedom of expression against the
potential damaging effect of online hate speech, especially, but not limited to, the personal
rights of the affected people. This is particularly true for restrictive interventions such as upload
filters, platform bans or other direct interferences with public communication (Funk et al. 2024).

One measure that does not interfere with freedom of expression but builds on the idea of
public exchange is counterspeech by bystanders. Counterspeech includes any direct response
to hateful or harmful speech that seeks to undermine it (The Dangerous Speech Project n.d.).
Counterspeech can improve online discussions (Garland et al. 2022) and reduce negative
effects on the targets (Obermaier et al. 2023; VVan Houtven et al. 2024).

Counterspeech also plays an increasingly central role in current company and legal frame-
works that address hate speech. For example, in the USA, economic pressure and political
shifts have led major social media platforms to reduce investments in professional content
moderation (LTO 2025), increasingly favouring user-driven mechanisms like Community
Notes (e.g., Meta 2025). In the European Union, where laws such as the Digital Services Act
(DSA) and the Terrorist Content Online Regulation (TCO), often require platforms to remove
illegal or extreme content after it has been reported (although the DSA does not explicitly
require such removal in Art. 16(6) DSA, it is assumed in the case of (obviously) illegal content.
In addition, according to Art 3(3) TCO, terrorist content must be removed as soon as possible
and in any event within one hour of receipt of the removal order by a competent authority of
an EU member state.

Counterspeech is also central to addressing the large amount of hostile online content that
does not directly transgress legal boundaries (Schmid et al. 2024a) but can still have severe
adverse effects. Such “awful but lawful content” is barely covered by legal regulations (an
exception is the risk mitigation obligation for \Very Large Online Platforms (\/LOPs) according to
Art 34 and 35 DSA) and remains mainly within the scope of voluntary commitment by platforms
via their general terms and conditions (ToS).

ANALYSES AND STUDIES



2 Introduction

By providing counterarguments or uplifting the targets, counterspeakers can mitigate these
negative consequences (Obermaier et al. 2023), strengthen civil communication norms, and
prevent the deterioration of digital discussions (Garland et al. 2022). However, most by-
standers remain silent when witnessing online hate speech. For example, one study showed
that only 25% of Germans who saw hate speech online also intervened (Schmid et al. 2024b).

Recent Al developments, specifically LLMs, offer new possibilities to empower bystanders
and contribute to constructive digital debates. Al can help detect online hate speech (Stoll
2023; Stoll et al. 2023), produce counterspeech (Bilewicz et al. 2021), and even engage in
conversations aimed at reducing potentially harmful beliefs (Costello et al. 2024). However,
Al also poses severe risks, including technical risks (e.g., algorithmic bias, hallucination), and
social risks such as individuals’ overreliance on Al-generated advice (You et al. 2022). There
are also potential consequences for how human-made counterspeech is perceived (Mun et
al. 2024), and produced (Kosmyna et al. 2025). Finally, several legal questions remain open.

This report is based on an interdisciplinary workshop by the bidt and LMU Munich in March
2025. The workshop brought together 18 experts from Central Europe and the USA, repre-
senting the social sciences (anthropology, communication, media psychology), legal studies,
and computer science, as well as four practitioners from counterspeech organisations and
the tech industry.

The workshop sought to ascertain experts’ views on four central topics:
(1) What are the potentials of Al in supporting counterspeech to diminish online hate speech?
(2) What are the challenges for implementing Al in the context of counterspeech?

(3) What are the immediate and long-term risks of Al when implemented to support
counterspeech to diminish online hate speech?

(4) What are the implications of these potentials, risks, and open questions for policymakers,
regulators, civil society, and internet users interested in Al and counterspeech?

The insights gained from the workshop and a subsequent iterative consensus-building pro-
cess have been integrated in this report. To reflect the co-creative nature of the report, all
workshop participants were added as co-authors. No one decided against this option and all
co-authors read and agreed with the report.

The remainder of this report is organized as follows: \We first introduce the central concepts
relevant to this report (section 2): Online hate speech, counterspeech and Al. Then we summa-
rise what we know (and do not) about the potential promises and pitfalls of Al in counterspeech
applications targeted at countering online hate speech (section 3). Finally, we discuss the
implications of our comprehensive summary of the experts’ knowledge organised by central
stakeholder groups (section 4).
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3 Central Concepts

3 Central Concepts

3.1 Hate Speech

At its core, hate speech describes communicative attacks on individuals because of their
(perceived) membership in one or several social groups or categories, that is their social
identity, respectively identities (Frischlich 2023). Typical examples include attacks based on
people’s race, religion, gender, or sexual identity (e.g., United Nations n.d.), or mixtures thereof
(intersectionality). Hate speech is norm-violating, uncivil (Bormann et al. 2022) and intolerant
(Rossini 2020) communication, although not necessarily illegal (there is also not yet a binding
legal definition of hate speech). The term is rooted in Critical Race Theory (Matsuda 1989) but
has been rapidly extended to include other social groups (Leets/Giles 1997). Societal minorities
and disempowered groups are particularly targeted (Silva et al. 2021); however, influential
individuals such as politicians or journalists can also become targets (HateAid 2021).

Hate speech has many forms. It can happen both online and offline and can include images,
texts, videos, and nonverbal communication. Hate speech can be explicit, including linguistic
utterances of verbal violence such as dehumanising metaphors (Frischlich 2023), but can
also appear in more subtle and implicit forms, for example, through the promotion of negative
stereotypes (Rieger et al. 2021), or sexist memes (Schmid 2025).

Given the diverse forms of hate speech, from implicit to explicit and across varied content,
and the interdisciplinary perspectives examining it, prevalence estimates vary significantly
across studies. This variation stems from differing definitions of incidents, different times of
study but can also be traced back to perceptual differences. Perpetrators might attack
someone intentionally or not, those attacked might perceive the attack or not, and observers
might detect the attack or not (O'Sullivan/Flanagin 2003).

Cultural and contextual differences can further shape perceptions. Survey results may also
reflect respondent bias, as individuals may over- or underestimate exposure depending on
their familiarity with different forms of hate speech or desensitisation to recognising it
(Schmid et al. 2024a). This underscores the need for precision when discussing or studying
the phenomenon but also when applying Al to detect or counter hate speech. Explicit and
extreme forms of hate speech are thereby easier to detect and evaluated similarly by different
observers (Kimpel/Unkel 2023).

Despite uncertainties around concrete exposure rates, representative surveys consistently
indicate that exposure to online hate is a common experience, particularly among young
media users. A representative survey in Germany, which has strong regulations against online
hatred that constitutes illegal content (the country’s previous Network Enforcement Act
(NetzDG) from 2017 can be seen as a role model for the DSA), showed that 45% of people
aged 16 and older have experienced “hatred on the net” (Bernhard/Ickstadt 2024, 30).
Among people aged 16 to 24, 69% reported exposure to online hate. Similar percentages
were reported for the USA (Anti-Defamation League 2024).

ANALYSES AND STUDIES
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There is typically less hate speech than non-hateful content in most online discussions. How-
ever, prevalence can rise after significant events such as terror attacks (Kaakinen et al. 2021)
and varies across contexts. Content analyses of news comments in the USA and Germany
showed that 8.6% to 10% of all comments were uncivil as measured by dictionary approaches,
with an even smaller proportion qualifying as hate speech (Boberg et al. 2018; Muddiman/
Stroud 2017). On social media, that share can be up to 25% (Haim/Hoven 2022), and espe-
cially relatively unmoderated spaces such as alternative social media platforms like Telegram
or 4chan/8kun (vs. more moderated mainstream social media) allow for more hateful comments
(Rieger et al. 2021). Across spaces, implicit hate speech is more prevalent than explicit hate
speech (Paasch-Colberg et al. 2021; Rieger et al. 2021).

Detecting implicit hate speech is challenging for humans (Schmid et al. 2024a) as well as
artificial systems (Benikova et al. 2018). Especially in ambiguous cases, people might also
evaluate the same content differently. The sender of the hateful comments might or might
not want to harm the receiver, the receiver might or might not feel harmed, and a bystander
might judge the situation differently from either of the two (O’Sullivan et al., 2023).

Hate speech detection is often context-dependent. For instance, the same expression of
disgust could be acceptable when discussing food, but problematic when directed at a group
of people. The communicative norms are clearer for explicit hate speech, for example most
Germans perceive it as substantially more problematic than simple impolite utterances
(Kimpel/Unkel 2023).

Hate speech can have severe adverse effects. Potential effects include reduced wellbeing
(Keipi et al. 2017; Leets, 2002), reduced social trust (Néasi et al. 2015; Schmid et al. 2024a),
silencing (Weeks et al. 2024), reduced empathy (Bilewicz/Soral 2020; Soral et al. 2018) and
prosocial behavior (Ziegele et al. 2018), as well as verbal (Alvarez-Benjumea/\Winter 2018)
and physical violence (Williams et al. 2019). Counterspeech is one measure that can help to
reduce these adverse effects on both individuals and societies.

3.2 Counterspeech

Counterspeech includes any direct response to hate speech that seeks to undermine it (The
Dangerous Speech Project n.d.). It can be understood as an intentional communicative
response, triggered by the hateful attack.

Counterspeech is a process that involves four key phases (Mun et al. 2024). In the detection
phase, the potential counterspeaker must notice an online incident and recognise it as hate
speech that requires intervention. In the decision-making phase, the potential counterspeaker
must be motivated and willing to act. Both personal and situational factors have to be considered
(Latané/Darley 1970; Obermaier et al. 2016). In the implementation phase, counterspeakers
need to select and formulate their response, considering what they want to achieve (e.g.,
support the victim, confront the perpetrator). This phase ends with the public or private
utterance of the counterspeech. Finally, counterspeakers also have to handle the aftermath,
including negative backlash, positive feedback, and further discussion.

ANALYSES AND STUDIES

15



16

3 Central Concepts

Like hate speech, counterspeech is not restricted to speech but can have several modalities
(e.g., images, text, emojis, memes), occur both online and offline, and take several forms. For
example, Buerger (2021) interviewed members of the Swedish #Jagarhar Facebook group. She
found that these regular counterspeakers frequently use three specific responses: providing
factual information to counter attacks or correct misinformation, criticizing the hateful tone, and
offering support to targets. Other forms of counterspeech include voicing empathy, humour,
pointing out contradictions, raising simple opinions, but also aggressive, uncivil forms of
counterspeech such as insults (Chung et al. 2019; Hangartner et al. 2021; Lasser et al. 2025).

Overall, counterspeech can be grouped into five broader strategies:

(1) Empathy-based forms include demonstrations of and appeals to the perpetrator’s
cognitive empathy, that is their ability to understand (not necessarily feel) the same as
another person (Cuff et al. 2016). Examples include expressing understanding of a
perpetrator's emotional state while simultaneously rejecting hate speech, so-called
“high person-centred messages” (Masullo et al. 2022), as well as reminders of the
targets’ feelings (Bilewicz et al. 2021; Hangartner et al. 2021).

(2) Reason-based forms provide arguments or factual knowledge (Friess et al. 2021).

(3) Norm-based strategies remind the perpetrator of communication norms, for example
through appeals to abstract moral virtues such as politeness, or more direct calls to use
more adequate language (Bilewicz et al. 2021).

(4) Sanction-based forms directly target the perpetrator and use humor or insults to punish
the norm transgression (Friess et al. 2021; Jia/Schumann 2025; Ziegele/Jost 2020).

(5) Support-based forms encourage victims or express solidarity with them. Table 1
summarises the different strategies and approaches.

Different forms of counterspeech vary in their effectiveness at improving online conversa-
tions. Counterspeech that appeals to people’s empathy and reason, or that reminds them of
civic communication norms, is effective in reducing hateful content (Bilewicz et al. 2021,
Friess et al. 2021; Hangartner et al. 2021). Further, messages of support for targets can help
mitigate the adverse effects on the victims and reduce the likelihood of escalating hostilities
(Obermaier et al. 2023). In contrast, sanctions are less effective (Lasser et al. 2025).

Despite the effectiveness of counterspeech, only a small share of people who witness online
hate decides to intervene (Schmid et al. 2024b). Barriers to interventions can emerge across
all stages of the process (Buerger 2021; Mun et al. 2024). They can be personal, for example
lack of skills or motivation (Obermaier et al. 2025; Schmid et al. 2024b) or situational, for ex-
ample failing to detect implicit hate speech or hostile and discouraging platform environments
(Leonhard et al. 2018; Ping et al., 2024; Sportelli et al., 2025).
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Table 1: Exemplary Forms and Approaches of Counterspeech

Counterspeech
Forms

Approaches

Examples

References

Empathy-based

High person-centred
message

Empathy reminder

“| recognise that you are angry, but
let’s try to keep an open mind.”

“Let’s keep in mind that there are people
of flesh and blood on the other side of the
screen”; “This is just unnecessary hurtful”

Masullo et al. 2022

Bilewicz et al. 2021;
Hangartner et al. 2021

Reason-based

Argumentation

Factual knowledge

Calling out
disinformation

“Please also try to give reasons for

your claims. \We welcome critical
contributions but also want discussions
to be respectful and constructive.”

“Sorry, but you are wrong. Discrimination
again. [Gay people] will be perfectly
capable of raising a normal child.”

“These are just insinuations against
Muslims that are totally inappropriate
and wrong.”

Friess et al. 2021,
Ziegele/Jost 2020

Naab et al. 2018

Obermaier et al. 2023

Norm-based

Virtue reminder

Reminder of relevant
others’ virtues

Call for normative
behaviour

“Have you ever thought about how this
discussion could be more enjoyable for
all if we would treat each other with
respect”

“Remember that those you care about
can see this post too”

“Using kinder words might be the way
to go”

Bilewicz et al. 2021

Hangartner et al. 2021

Bilewicz et al. 2021

Sanction-based

Implicit sanctions
(e.g., humour,
sarcasm)

Explicit sanctions

“Please, Sir, stop tweeting” with two
funny birds as image; “Of course you
don’'t need to read the article! The
countless arguments in your comment
already prove that you have studied
many reliable sources.”

“You are f**king crazy. Someone like

Hangartner et al. 2021;
Ziegele/Jost 2020

Jia/Schumann 2025

(e.g., insults) you who just hides behind a keyboard
looks like a total jackass”
Support-based Encouragement “Refugees are welcome here” Leonhard et al. 2018
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3.3 Artificial Intelligence

Alis “concerned with building smart machines capable of performing tasks that typically require
human intelligence” (Shanthi et al. 2023, i). Such tasks can relate to learning, comprehension,
problem-solving, decision-making, creativity, and autonomy (Stryker/Kavlakoglu 2024). One
of the first legal definitions of Al is provided in Art 3 No 1 of the EU’s Artificial Intelligence Act
of 2024 (Al Act). It defines an Al system as a machine-based system designed to operate
with varying levels of autonomy, that may adapt after deployment, and infers from input how to
generate outputs such as predictions, content, recommendations, or decisions that influence
both physical and virtual environments.

For counterspeech we can distinguish between two functional Al categories: discriminative Al
systems are optimised to categorise data (e.g., analyse text, images or other online data to de-
tect hate speech) and generative Al systems are typically trained on a large amount of internet
texts or images and are optimised to generate text (or other content), such as a counterspeech
response. Both have promises and risks.

Despite its name, Al (be it discriminative or generative) is, however, not comparable to human
intelligence (Van Rooij et al. 2024). A widely cited paper in psychology (Gottfredson 1997, 13)
describes human intelligence as a “general mental capability that, among other things, involves
the ability to reason, plan, solve problems, think abstractly, comprehend complex ideas, learn
quickly and learn from experience”. Simply put, people with higher intelligence (as measured
through the 1Q score) tend to be better at all these different cognitive tasks (they might still
be less able than others to do other things, of course).

This conceptualisation is not uncontroversial and other authors have argued for understanding
human intelligence (also) in terms of adaptation to different environments (Sternberg 2021),
as a multifaceted trait (Guilford 1968) and account for the distinction between processing
speed (so-called “fluid intelligence”) and world knowledge (“crystalline intelligence”) as well
as for the substantial influence of the environment on how human intelligence can unfold
(Nisbett et al. 2012). Discussing these different conceptualisations in detail is beyond the
scope of this report.

In contrast to intelligent humans, Al is typically very good at some tasks, but a model that is
brilliant at computing the most complex mathematical models can still fail at detecting hate
speech correctly. At its core, Al is a mathematical model that is optimised to reduce prediction
errors. These models do not possess what might be conceived of as general intelligence (g)
or cognitive intent. Even with the same task, small changes can lead to significant differences.
For example, the same Al tool might detect 90% of hate speech in one language (such as
English) correctly, but find only 60% in a smaller language, and can be rapidly overwhelmed
when languages are mixed, such as in India, where people often mix Hindi with English in the
same sentence (Mundra et al. 2021).

ANALYSES AND STUDIES
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At the core of automating tasks that typically require human intelligence lies an algorithm,
with varying degrees of complexity — a computation sequence that links one or more inputs
(e.g., aracistslur) to an output (e.g., the classification of a comment as hate speech) — through
statistical models. In its simplest form, rule-based programming, such an algorithm can take
the general form of an “if a then b” statement. For example, a statement could be classified
as hateful when it includes words that have been defined as racist, sexist or otherwise
(Hayaty et al. 2020).

The same logic can be used to formulate more complex rules, for example by specifying condi-
tions under which a statement is considered explicit hate speech versus implicit hate speech
(for a manual codebook measuring this distinction, see Rieger et al. 2021). The benefit of
such rule-based algorithms is that they are transparent and often easier to explain than other
forms of Al (e.g., Cruz-Filipe et al. 2024). However, they require covering all potential cases,
making the process resource-intensive and inflexible. Such simple analyses often perform
poorly when it comes to more implicit forms of hate speech (Assenmacher et al. 2025), and
they risk missing crucial context information (e.g., negations such as “no one should call you
a slut”).

3.3.1 Machine Learning

Machine learning promises to overcome these limitations (Chollet/Allaire 2018). In machine
learning, the algorithm “learns” from a given dataset how to link the input (e.g., the words in a
social media post) to the output (e.g., classification as hate speech). This learning process can
be further distinguished into unsupervised, supervised, and reinforcement learning (Russell &
Norvig 2010). In practice, these distinctions can be less clear-cut (e.g., in semi-supervised
learning), but for the sake of this report, we focus on introducing the three main types.

Unsupervised machine learning works with data that has not been classified by a human
before, and the algorithm learns patterns in the data without explicit input during this learning
process (Russell & Norvig, 2010). Typical examples include cluster analysis, which aims to
identify homogenous yet distinct groups of, for example, online posts; or topic modelling,
which aims to identify groups of words (the topics) that often occur together in a dataset
(Haim, 2023). Crucially, determining the “correct” number of topics, preparing the data, and
validating the topics and clusters always require human oversight, as corresponding models
are often very good at sorting large datasets but not always at finding meaningful categories
(Hennig, 2015). Consider, for example, a dataset that includes different symbols that can be
either black or white (Figure 1). An unsupervised machine learning process could sort them
either by symbol or by colour. However, both solutions might be differentially meaningful in a
specific context.
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Supervised machine learning starts with a dataset that already includes the outcome of interest,
for example a set of posts that human coders have labelled as hateful or not (Chung et al.,
2019), or going back to Figure 1, as being black or white symbols. Supervised machine learning
has two central phases: An exploratory training phase, during which the objective is to find
the best model to predict the outcome of interest (e.g., whether a post is hateful or a symbol’s
colour), and a confirmatory evaluation phase during which this model is tested on another
dataset that has not been used for training the model (Yarkoni & \Westfall, 2017). This enables
the researcher to predict the so-called “out-of-sample error” — a measure of how well the
model works in data it has not been trained on. That is important, as a model that is “tailored”
perfectly to the training data can perform poorly on other samples, just as a dress tailored to
fit a specific person often does not fit other people.

During the training phase, the dataset is split into a training and a test set. The latter is put
aside. The researcher then selects the range of characteristics, or features of the data that
the algorithm can consider (so-called feature engineering, Figure 1). For example, one could
decide whether words, images, or emojis should be considered when predicting if a post is
hateful.

Afterwards, researchers often compare the performance of different algorithms (i.e., mathe-
matical models) and settings to find the best model. A good model classifies a large number
of posts correctly and only a few or ideally no posts incorrectly (according to the initial label).
For example, posts that do not contain hate speech are classified as no-hate, whereas posts
that do contain it are judged as hate speech (Figure 1). Afterwards, the model is applied to
the test data to calculate the out-of-sample error.

To ensure that the best model is not accidentally only the best because of how the training and
test datasets were split, this process (training/test split, model selection) can be run several
times using subsets of the data — a process called cross-validation. The training phase ends
with selecting the best model to predict the outcome of interest, which is the one that classifies
the content of interest as well as possible, has low out-of-sample error, and performs well
across different data subsets.

In the final evaluation phase, the best model is applied to the test data. This allows the final
out-of-sample error to be calculated. If the model also performs well on this sample (i.e.,
correctly classifies posts as hateful or symbols as black or white), it can be used to classify
data that has not been manually labelled. Due to this training process, the quality of supervised
learning outcomes crucially depends on the quality of their “gold-standard” training data.
Such datasets are often resource-intensive to create (Kang 2023).
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In reinforcement learning, the algorithm learns from a series of rewards or punishments for
“correct” or “false” decisions without the need to label the data in advance. Russell and Norvig
(2010) use the example of a player who is put in a situation in which he or she must play a
new game with unknown rules. The player tries out all kinds of actions and gets feedback on
either having “won” or “lost” the game. Based on this feedback (the reinforcement), the player
tries to figure out the game’s rules. Applied to the detection of hate speech, we can concep-
tualise the player as a virtual agent who tries out various wavys to classify content as hateful,
for example relying on the length of a text, or the presence of swear words. Based on another
algorithm, the “reinforcer,” the agent receives feedback on whether the classification action was
successful. Through this trial-and-error approach, the algorithm can learn complex relations
between input and output without requiring hand-labelled data (Russell/Norvig 2010). Figure 1
visualises the different learning approaches.

Figure 1: Simplified Depiction of Different Machine Learning Pipelines.
The symbols indicate the data classification that should be learned — in this case the colour
of the symbols.
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3.3.2 Deep Learning and Generative Al

Many recent Al models rely on deep learning. Deep learning is based on so-called deep neural
networks, a technology inspired by the human brain. The human brain processes information
via specific cells, the so-called neurons, that are connected and communicate via electrical
impulses (Pinel/Barnes 2021). Deep neural networks are built on the idea of an artificial
neuron that receives input from other artificial neurons in the form of numbers and signals this
input to other neurons (McCulloch/Pitts 1943). This idea was first translated into a simple
neural network, the perceptron (Rosenblatt 1958), which was designed with one input layer
containing several such artificial neurons and one output layer. Analogous to the processes
in the human brain, neurons in the input layer activate the layers in the output layer when the
“correct” signal is detected, such as when a symbol is black instead of white (Figure 2).

Figure 2: Abstract Depiction of a Simple Neural Network with one Input and
one Output Layer.

Input layer Output layer

Nowadavys, deep networks do not contain only an input and an output layer but several inter-
connected hidden layers (sometimes millions) between the input and the output in which
more detailed information can be processed. Like reinforcement learning, deep learning is
based on trial-and-error. After each trial, the output layer gives feedback to the model about its
performance. The feedback is used to adapt the model for the next round of training, so-called
“backpropagation” (Rumelhart et al. 1986). Over multiple rounds, deep learning models can
thereby learn to detect complex patterns in data such as text, images, or other material.
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Often, deep neural networks are combined with reinforcement learning (Matsuo et al. 2022),
particularly when the goal is to make incremental improvements (i.e., finetuning the model)
rather than training an entire model from scratch. For example, responding to ChatGPT messages
with a thumbs-up or a thumbs-down provides human feedback to finetune the model further.

Deep learning also underlies another central process that is crucial for generative Al — trans-
former models (Vaswani et al. 2017). These models combine advanced methods for text
processing via deep learning with an attention mechanism that provides finegrained context
sensitivity, allowing them not only to predict the next word in a sentence but also to take the
word’s context into account. To inform generative Al applications such as ChatGPT, these
transformer models are trained on very large amounts of data. Thus, they are often also referred
to as large language models or LLMs.

Importantly, recently popular LLMs such as OpenAl’'s GPT family, Google’'s Gemini models,
\Veta’'s Llama, or open alternatives such as Mistral are developed and deployed as foundation
models that can “be reused or repurposed across a broad range of tasks with minimal adap-
tation [by learning] to perform new tasks from input data” (Scott/Zuccon 2024, 705). Even
though these models do not require labelled data, their quality nonetheless depends crucially
on the data they have been trained on. Even the most advanced deep learning network can
only work with the data it has received and been trained on. And while LLMs can mimic the
syntax of complex argumentation, they lack the semantic understanding of social harm.
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4 \What \\We (Don't) Know About the
Promises and Pitfalls of Al for
Counterspeech

Al tools can potentially support users throughout each stage of the counterspeech process.
During detection, Al can help monitor large amounts of data and identify hate speech that
requires countering. In the decision-making phase, Al can offer encouragement to motivate
action or support decisions about which action to take. In the implementation phase, Al could
assist in writing effective, evidence-based counterspeech tailored to user goals, whether to
support a target or foster constructive dialogue. To manage the aftermath, Al could support
monitoring and processing reactions, or alert other counterspeakers to mobilise further support.

At all these stages, Al also carries specific risks that require careful assessment of its promises
and pitfalls to ensure ethically responsible deployment. These risks can be grounded in the
technical setup (i.e., the training data, the implemented model), but also in the social response
to Al (e.g., blind trust in Al recommendations vs. loss of trust in the authenticity of digital com-
munication). Furthermore, several questions of scientific rigour, such as whether Al systems
are replicable, reliable, transparent and objective, remain open. Figure 3 summarises the
promises and both immediate and long-term risks of Al in the counterspeech process. \\We
will discuss these in detail in the following section.

Itis important to recognise that many of the risks reflect broader concerns about Al and LLNIs
and that not all risks in the context of counterspeech are unique to Al. Ineffective counterspeech,
communication missteps, or conflicting goals among counterspeakers can occur regardless
of whether the message is generated by a human or a machine.
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Figure 3: The Promises and Pitfalls of Al in the Counterspeech Process.
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4.1 Detection of Hate Speech and Harm Using
Al Support

To decide whether to step in against online hate speech, bystanders must first recognise a
specific communication as a hateful norm transgression and understand the harm it can
cause, for instance to targets or to the respectful tone of online conversations (Latané/Darley
1970; Obermaier et al. 2016; Ziegele et al. 2020).

However, implicit hate speech, such as humorous memes (Schmid et al. 2024a), is hard to
detect, even for humans. Experienced counterspeakers often say that a major challenge is
identifying the most harmful posts to respond to, since it is nearly impossible to sift through
the huge amount of content manually (Mun et al. 2024). Adding to the difficulty, what people
find offensive or harmful can vary depending on context. A comment that is viewed as hate

speech on one platform or in one country might be seen as normal or harmless in another
(Coe et al. 2014; Gibson 2019).
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Potentials

Discriminative Al can potentially support hate speech identification and can be trained to
provide estimates of its harmfulness. For example, Al could serve as an early warning system — a
smart filter that classifies and flags potentially harmful content and highlights patterns of hateful
behaviour online (Stoll et al. 2023). Major online platforms already use Al tools to filter and
delete unwanted and hateful content, especially content prohibited by their ToS (Klihling 2023).

LLMs, in particular, are good at breaking down complex or hostile messages, helping to simplify
them and point out the harmful parts (\Van Royen et al. 2022). This makes it easier for bystanders
to recognise when online content includes hate speech and deserves attention. \With this
kind of help, everyday users and regular counterspeakers could respond more effectively to
hate speech without feeling overwhelmed by the flood of online content.

By clearly flagging hate speech, Al could also help shift how people perceive it. When by-
standers realise that hateful comments are not the norm in communication but the acts of a
loud minority, they may feel more empowered to speak out and support a more respectful,
benign online dialogue. Clearly highlighting hateful content could also help make platform or
context policies more explicit to all users, serve as a norm reminder, and be part of the counter-
speech process. On the contrary, publicly flagging hate speech could result in a backfire effect
of drawing more attention to it, in effect promoting hateful messages.

Al tools could also shine a light on thoughtful counterspeech that is already happening, making
it easier for others to support those messages, even if they are not confident enough to speak
up themselves. To this end, the algorithm would need to combine the detection of hate
speech with the detection of counterspeech, potentially using metadata about the speaker
(e.g., membership of a counterspeech group such as #lamHere) as additional features.

Challenges

Training Al to detect online hate speech is a challenging task, largely because of how detection
systems are trained. A key ingredient in supervised machine learning (and most deep learning)
is a high-quality “gold standard” dataset for training. Creating such a dataset requires a clear,
universally accepted definition and a valid, reliable human agreement on what constitutes
hate speech.

However, the field of hate speech research is plagued by a variety of partially overlapping
terms and concepts (Paasch-Colberg et al. 2023). Some definitions focus on tone or word
choice, such as the use of capital letters, emotional language, or exaggeration, while others
look at different forms of harm or offense (e.g., Bormann/Ziegele 2023; Masullo Chen et al.
2019; Muddiman 2017; Papacharissi 2004; Rossini 2021; Sobieraj/Berry 2011; Stroud et al.
2015). These challenges are even bigger when counterspeech is to be detected. Due to the
inherent relative nature of counterspeech and its partially dialogic form, detecting counter-
speech solely based on message content, without accounting for the broader context
(including hate speech) and different types of countermessages, risks undermining the validity
of the resulting classification.
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The labelling process has other inherent challenges. The formulation and perception of hate-
ful comments is culture- and context-dependent, and high-quality datasets and models
developed in one language or based on data from one platform do not automatically work in
otherlanguage spaces or cultural contexts. In addition, machine learning models require large
to massive datasets for effective training. They are often best trained on larger languages
(particularly English), leading to lower performance and the need for finetuning or even
retraining for smaller languages (e.g., Hashmi et al. 2024).

Human coders’ characteristics also influence detection. For example, women and men were
found to sometimes disagree on the hatefulness of implicit (but not explicit) sexist hate
speech (Hettiachchi et al. 2023; \Wojatzki et al. 2018). Creating the training datasets is also
ethically complicated. Human annotators have to review large amounts of offensive and up-
setting content, which can have severe psychological impacts on their well-being (AIEmadi/
Zaghouani 2024). Finally, concept drift might result in lower model performance when
trained on older data. To illustrate, new hateful terms such as Liigenpresse (German for “lying
press”) emerge over time with the progression of cultural and political events.

Risks

Employing Al to detect hate speech entails several short- and long-term risks arising from
the socio-technological interplay between humans and machines. Because of the wide
range of definitions, any dataset used to train Al is inevitably based on a small subset of these
ideas. The labelling process in machine learning often relies on majority voting, so that only
posts where several coders agreed on their hateful nature end up being classified in the data-
set. Resulting detection systems carry the same biases as the data they were trained on. This
can cause Al to focus too much on particular styles or types of hate speech, while missing
others, especially those that are more subtle or context-dependent (Zhang et al. 2024), or are
understood best by the attacked minorities.

\When Al systems misclassify content, it may not only affect moderation decisions in individual
cases. Over time, it may damage internet users’ perceptions of the overall fairness and cred-
ibility of counterspeech, potentially leading to lower levels of trust. lll-implemented solutions
also risk threatening civic rights such as freedom of speech and can contribute to the dis-
crimination of marginalised groups. For example, Black-American speech is classified more
often as offensive than \White-American speech (Davidson et al. 2019; Sap et al. 2022). This
can lead to the securitisation of cultural practices, as common ways of communicating are
increasingly viewed through a lens of danger and security (Eroukhmanoff, 2017).
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4.2 Decision-Making: Fostering Responsibility and
Efficacy Using Al Support

Even when bystanders or habitual counterspeakers recognise online hate speech and per-
ceive it as potentially harmful, their decision to intervene depends on further factors. Most
importantly, they need to feel personally responsible to act, believe that counterspeech can
make a difference and feel confident in their ability to respond effectively (Dovidio et al.
2006; Latané/Darley 1970; Obermaier et al. 2016; Ziegele et al. 2020).

Certain situations can weaken that sense of responsibility. VWWhen many people witness an
incident online, they often assume someone else will speak up, and so nobody does. This is
known as the online bystander effect (Obermaier et al. 2016). Likewise, if counterspeech has
already been posted, some may think the problem has been addressed, even though research
shows that continued counterspeech can further encourage others to join in and help create
a more respectful conversation (Bilewicz et al. 2021; Garland et al. 2020; Leonhard et al.
2018; Naab et al. 2018).

People may also hold back from intervening if they believe their actions will not help. They
may feel the conversation will not change, the target will not feel supported, or they might
fear negative consequences, like personal attacks. On the other hand, feeling supported by
others — through encouragement, likes or positive comments — can make people more likely to
speak out (Obermaier 2023; Ziegele et al. 2020). Just as importantly, knowing what to say and
how to say it boosts both confidence and the willingness to speak out (Obermaier et al. 2025).

Potentials

\Whether built into platforms, offered as browser extensions, or available as standalone apps,
Al tools can be designed to encourage bystanders to take action. For example, algorithms
might display encouraging prompts like “every voice matters” or suggest in the middle of a
comment thread that a new perspective could be helpful. Al could also help users judge when
and how to intervene by offering insights into the tone and reach of ongoing discussions, for
instance highlighting how widespread a hateful comment is or how aggressive the language
has become.

Another effective strategy is showing users real examples of successful counterspeech: stories
where a supportive comment made a difference by comforting a target, swaying bystanders,
and motivating them to speak up as well, or contributing to a more respectful dialogue. Plat-
forms themselves could play a role by using features that signal which counterspeech efforts
the community appreciates, such as upvotes that boost visibility, likes that show appreciation,
or comments that stay at the top of the discussion. This kind of social validation can make
others more likely to getinvolved (e.g., Walther 2024). Educational tools powered by Al could
also inform about different forms of online hate and offer practical strategies for responding,
while being clear about potential risks and rewards (Ding et al. 2024).
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Challenges

Despite their potential, such Al support would often depend on users taking active steps,
such as installing an app, enabling a browser extension, or paying attention to onscreen
prompts. This means they may mostly reach people who are already motivated to engage,
rather than drawing in new voices. Additionally, these tools could unintentionally add to users’
mental burden. The extra information they provide, such as analysis of tone or reach, might
overwhelm users’ already strained working memory capacity, resulting in lower acceptance
rates (Frischlich et al. 2024). \While counterspeech is generally desirable, such prompts shift
the burden of responsibility onto users rather than the platforms on which the discourse
takes place.

Risks

If not carefully designed, nudges could encourage surface-level engagement, known as
cognitive loafing (Weldon/Gargano 1988). In these cases, users might quickly accept
Al-generated suggestions without thinking critically (You et al. 2022) or feeling ownership over
their words. This can reduce the depth, relevance, and impact of counterspeech (Kosmyna
et al. 2025). There is also a risk that overly prescriptive prompts or advice could backfire.
Instead of encouraging action, they might trigger resistance, known as reactance (Miron/
Brehm 2006) or make users feel that their freedom to express themselves is being limited —
ultimately stifling the creativity and autonomy that make human counterspeech effective.

4.3 Al Support in Counterspeech Implementation

Once someone has identified hate speech and decided to respond, there are still potential
barriers that can inhibit potential counterspeakers. Producing thoughtful, context-specific
counterspeech often requires time and emotional labour — resources that are not always
available, especially when hate spreads rapidly across platforms. Generative Al has the po-
tential to offer real value in addressing these barriers. For example, Mun and colleagues
(2024) found that a common barrier to posting (more) counterspeech is the time required to
craft a convincing message. Al-based tools could help overcome this barrier by providing
tailored suggestions.

\While using Al to generate counterspeech is still in its early stages, recent research offers
reasons for both careful optimism and caution. Much of the work so far has focused on devel-
oping high-quality datasets, exploring the best methods for generating effective responses,
and determining what “effective” even means in this context. Studies such as those by Ashida
and Komachi (2022) and Bonaldi and colleagues (2022) have made important contributions
by evaluating the quality of Al-generated counterspeech and by constructing datasets that
more closely reflect the multiturn nature of online dialogue.
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As another example, Chung and colleagues (2019) focused on representing different types
of counterspeech, annotating a dataset representing, for example, the provision of facts,
pointing out hypocrisy or contradiction, and humour in counterspeech. These efforts are crucial
in helping machines learn to intervene in ways that are informative, specific, and inoffensive.
However, they are often limited to a few languages and seldom reflect the multimodal, multi-
channel structure of the digital environments users navigate today. Researchers are also still
largely the ones evaluating whether automated counterspeech is “effective”, rather than
testing its actual impact on audiences.

Only a handful of studies have begun to test how actual users respond to Al-generated
messages. Bilewicz and colleagues (2021) conducted an intervention study on Reddit using
a bot that monitored r/MensRights and r/TooAfraidToAsk and responded to personal attacks
with one of three types of messages. Responses included disapproval, appeals to social
norms, or empathetic reminders to encourage respectful dialogue. The study provides early
evidence that Al-generated interventions can reduce the share of verbal aggression in online
environments, suggesting that automated counterspeech may help de-escalate hostile
discourse and foster more respectful interactions.

Another relevant study is Costello and colleagues (2024), in which the researchers found that
in-depth conversational dialogues with Al can durably reduce belief in conspiracy theories.
Users described a conspiracy theory they believed in, whereafter a chatbot engaged them
in respectful (and prolonged) conversations that challenged their beliefs. The Al helped
decrease conspiratorial thinking both immediately and several months later. Engaging in such
in-depth, sustained, personalised conversations about conspiracy beliefs at scale would be
impossible for human counterspeakers due to time constraints alone, while an Al-driven
chatbot was successful.

The implementation phase carries both the greatest promise and the biggest risk of using Al
to write counterspeech. Al can dramatically scale the reach of counterspeech interventions,
addressing one of the field’s most persistent challenges, namely volume. Human counter-
speakers simply cannot keep pace with the proliferation of online incivility. On top of that,
conversations with Al agents are in principle non-judgemental, potentially increasing the
likelihood of perpetrators engaging in the conversation and changing their beliefs.

Challenges

There are substantial challenges and risks to successfully implementing Al-generated
counterspeech. Besides the already-mentioned challenges of correctly detecting hate speech
and the lack of evidence-based datasets for training, Al-generated (vs. human) counterspeech
might be less effective in general. For example, people rate Al-generated and Al-supported
content as less empathic than content generated purely by humans (Rubin et al. 2025). This
raises meaningful and urgent questions about the socio-psychological processes that,
alongside the technical questions, shape the effectiveness of Al-generated and Al-enhanced
counterspeech. Bar and colleagues (2024) also expressed caution that generative Al may
backfire. In their large-scale experiment on X (formerly Twitter), counterspeech that was
perceived as inauthentic or that led users to feel deceived provoked backlash and further
entrenched hateful views.
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Risks

There are risks inherent in LLMs that have severe abuse potential and, in the worst case, can
contribute to the deterioration of digital discourse. In a pre-print covering three large-scale
experiments with crowd workers, Hackenburg and colleagues (2025) exposed over 79,000
participants to conversations about politics with LLMSs. The authors noted that these conversa-
tions were on average more persuasive than static messages (+2.94 percentage points on a
1-100 scale). Persuasive effects were larger for larger models or models that were finetuned,
or post-trained to be persuasive. In line with the elaboration likelihood model of persuasion
(Petty/Cacioppo 1986), these increased with information the model provided. Yet, while most
of the content provided by the LLMs was accurate (81%), Al models were better at being
persuasive than accurate overall. In the communication of the most persuasive model and
state-of-the-art models (e.g., ChatGPT 5) one in three fact-checkable claims turned out to be
misinformation. The quality also depends on the model’s training. Elon Musk’s Grok (in)famously
spread antisemitic and racist hate speech itself (Snoswell 2025).

\We have very little evidence of how the use of Al-generated counterspeech at scale could
impact larger social media ecosystems. For example, there is a risk that flooding platforms
with Al-generated messages could either dilute genuine engagement or trigger backlash,
especially if the messages are seen as inauthentic or intrusive. There is a certain danger to
contribute to “reverse censorship” or “censorship by noise” (Tufekci 2017), drowning out genuine
conversations through the sheer amount of content.

Al-generated counterspeech could also trigger reactance when being perceived as patronising
or reduce people’s trust in digital communication more generally. Studies have shown that
people who are more familiar with X (formerly Twitter) were more likely to perceive accounts
issuing statements they disagree with as “social bots” (Wischnewski et al. 2021). Given the
widespread use of LLMs (e.g., 67% of Germans; see Bitkom 2025), similar biases will likely
shape perceptions of digital messages, particularly counter-attitudinal ones such as counter-
speech. Another question concerns the labelling of Al-enhanced social media contributions.
Given that Al models could support the creation of effective counterspeech messages, at
which level of human-Al collaboration would content flags be required and where would
they not be needed?

As we move forward, we must not only improve the technical quality of automated responses
but also deepen our understanding of how those responses are received, and which ethical
frameworks should guide their deployment. \We urgently need a better understanding of which
processes guide effective counterspeech, which can be augmented or scaled using Al, and
how effective they are for different audiences. For example, Al-generated counterspeech
might be less effective via the “empathy” route but, if factually accurate, could allow for
scaling reason-based counterspeech targeted towards the perpetrators of the attack.

There could also be other effects on perceived communication norms or targets. As such, a
division of labour approach that is informed by both risks and potential seems most appropriate.
For example, Al could support formulating logical or de-escalating counterspeech or patiently
point out contradictions, while human authenticity is needed for empathic counterspeech,
solidarity with targets and the enactment and validation of civic human communication norms.
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4 \What We (Don’t) Know About the Promises and Pitfalls of Al for Counterspeech

44 Al Support in Handling the Aftermath of
Counterspeech

Online counterspeech can lead to a wide range of outcomes — some intended by those who
speak up, and others completely unexpected. These effects can impact everyone involved
in the situation: the person spreading hate, the targets, and the bystanders watching the
exchange (Obermaier et al. 2023; Ziegele et al. 2020). Counterspeech may encourage the
offender to rethink their views, or it could backfire, triggering an even more aggressive
response towards the victim or the person who intervened. It may offer emotional support to
the target, helping them feel seen and defended, or it might not change their experience at
all or be perceived as a shallow expression of sympathy directed at the perpetrator.

Bystanders can also react in different ways. Some may feel empowered to step in themselves
or adopt the viewpoint expressed in the counterspeech. Others may remain passive or scroll
past without engaging. In short, counterspeech can make a meaningful impact, but it can also
fall flat or have unintended consequences, depending on how it is delivered and received.

People who engage in counterspeech are left to deal with its aftermath, whether it is rewarding
or draining. Al tools can potentially shape this post-counterspeech landscape in two very
different directions: decreasing negative backlash and supporting counterspeakers.

Al tools are being developed and deployed that promise to help users manage and respond
to such backlash. Forinstance, technical features using discriminative Al such as Instagram’s
Hidden Words feature allows users to automatically filter offensive or abusive comments,
preventing counterspeakers from having to read them in the first place. Platforms like YouTube
and TikTok similarly offer personal moderation tools that can detect and block harmful language.
On the generative Al side, LLMs could help users craft calm, clear responses in the face of
hostility, or even provide supportive or affirming messages for people who engage in counter-
speech (Mun et al. 2024).

Looking ahead, there could be potential to build Al companions that help counterspeakers
document harassment, report abuse more efficiently (for example to obtain legal assistance) or
simply process the emotional toll of their advocacy. In fact, tools like Spot (7 talktospot.com)
already exist to help people document and report workplace harassment. Other examples
include Block Party, which helps users establish baseline security, provides expert recom-
mendations in the case of attacks, and informs close others about the attacks (7 https://
www.blockpartyapp.com).
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Challenges

For these tools to be effective and ethical, they must be developed with the input of the
communities most affected, and designed not just to defend against harm, but to affirm and
sustain the courage it takes to speak up. Moreover, the tools have to be transparent. Similar
tools that, for example, allow reporting hate speech can also become targets of coordinated
attacks aimed at mass-reporting counterspeakers or other users who caught a perpetrator’s
attention. A specific challenge in the context of counterspeech in multimodal, high-choice
platform environments is that negative responses might appear across various social media
platforms and not immediately catch a user’s attention. \While Al’'s ability to monitor data at
scale could be valuable, there are still the central challenges of data access, as well as the
need to adapt detection tools to the specific context discussed before.

Risks

Besides the already discussed risks emerging from mislabelling speech as hateful or harmful
when it is not, bad actors could also weaponise generative Al to escalate negative outcomes
like online hate speech. Personalised memes, manipulated images, deepfakes and rapid-fire
comment floods can now be generated and disseminated at scale with minimal effort, making
it easier than ever to retaliate against people who speak up.

In this way, the use of Al could increase the risks of counterspeech, making some people
more hesitant to intervene again. Another risk arises from Al's dependency on training data.
Current large language models often learn on online data, and an increasing amount of this
data is Al-generated. This amplifies the potential risks of using Al for counterspeech (such as
bias and hallucinations) as newer models learn from the mistakes of their predecessors. Unlike
humans, they do not necessarily become better at avoiding these mistakes as their decisions
are ultimately based on frequencies and statistical decisions.
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5 Implications

Al bears both great potential and severe risks in the context of counterspeech. In the following
section, we discuss the core implications of these observations for policymakers, Al developers,
civic society, and research.

5.1 Implications for Policymakers and Regulation

To effectively foster counterspeech by online users to address hate speech with the support
of Al tools, policymakers, and law enforcement must take a comprehensive approach that
prioritises transparency and user empowerment. A first step would be to implement a compre-
hensive, uniform legal definition of hate speech (cf.,, for example, Section 192a of the German
Criminal Code, which punishes hate-mongering insults).

The legal framework for using Al in the context of counterspeech must be communicated
accurately to the parties concerned — especially since the freedom of speech of the person
uttering hate speech can be affected depending on how the Al tool interferes in the communi-
cation process. European legal frameworks such as the Digital Service Act (DSA), the Terrorist
Content Online (TCO), and the Al Act already provide several crucial regulations, tackling, for
example the need for platforms to address illegal hate speech and terrorist content, and
researchers’ rights to access data (Art 40 DSA).

For example, the voluntary EU Code of Conduct on countering illegal hate speech online from
2016 has been integrated into the DSA since 2025, making it a code of conduct according
to Art 45 DSA. This provides it with a more binding legal nature than a voluntary framework
of self-regulation (from now on Code of Conduct+).

VVLOPs that signed the code explicitly prohibit illegal hate speech in their terms-of-service
review, valid notifications (e.g., by users) about illegal hate speech in a “timely, diligent,
non-arbitrary and objective manner” (Clause 2.2, Code of Conduct+), and remove content
that violates their policies or applicable law. At least 50% of the content should be processed
in the first 24 hours after reporting (Clause 2.3, Code of Conduct+). Terrorist content must be
removed within one hour after a removal order (Art 3(3) TCO).

The Al Act prohibits the use, dissemination, and sale of Al services that exploit the vulnerabilities
of specific people or social groups, and that motivate or encourage behaviour that causes
harm to those people or others (Art 5, Al Act). Yet, to reach users and lead to meaningful
change, these frameworks must not only be refined by court decisions; they also require an
active public that is aware of its individual rights and user-friendly mechanisms to claim
them. We thus make three suggestions.
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Harmonise legal frameworks and establish clear standards for online
hate speech

Hate speech, counterspeech, and LLMs transgress national boundaries and legal
frameworks in the digital realm. This poses significant challenges for lawmakers and
leads to a scattered landscape burdened by various definitions and partially conflicting
regulations emerging from national laws and supranational frameworks such as the
European Union. Big platforms and Al companies have their own (business) interests
and, therefore, oftentimes varying terms of service that can contribute to confusion on
the side of the users as well as Al developers. Hate speech also flourishes on smaller
platforms that are not covered by the Code of Conduct+ or the risk mitigation pro-
visions of the DSA. Ignoring such smaller platforms risks weakening perceived norms
around online hate speech in users’ eyes.

Attempts to harmonise scattered legislation can be a meaningful step in providing reg-
ulatory clarity when it comes to explicit and illegal forms of hate speech. Such attempts
must consider cultural and legal differences across regions, recognising that definitions
and perceptions of hate speech can vary significantly worldwide and may evolve over
time. Clear definitions of which aspects of speech fall under the regulation and which
do not are thus pivotal for enabling the detection and deletion of hate speech.

Ensure data access while protecting individual rights for privacy and
ownership

Ideally, legal frameworks, court decisions, and real cases relevant to hate speech should
be available to train Al models. Corresponding data should be made available under
the FAIR (findable, accessible, interoperable and reusable) principles, while balancing
the privacy rights of those who utter hateful online content, for example by national
data stewards ensuring safe, privacy-protecting access.

Access to diverse and representative datasets is essential for training reliable tools
and to enable researchers and regulators to properly evaluate how enforcement
works in practice. \We also encourage initiatives that help users better understand
how and what their data is used for and its effects. This includes user-friendly access
to the data stored about them but could extend to information on how the platforms’
Als evaluate their own content.

At the same time, Al development is currently driven by the exploitation of user data
at scale and the active circumvention of both privacy and proprietary rights. Big tech
companies such as Meta have already indicated that they will not sign the voluntary
EU Code of Conduct (Weatherbed 2025), demanding respect for copyright. Legal
frameworks intended to enable data access need to balance digital innovation with
the protection of legitimate business interests, while safeguarding individual citizens
and counterspeakers.
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c) Aim for a whole-of-society approach to digital regulations

To support and strengthen the counterspeech process, integrating Al tools into social
media platforms can play a key role, especially in helping civil society actors, counter-
speakers, and everyday users detect online hate speech more effectively. Doing so
responsibly requires more than just technical solutions. \We recommend that policy-
makers adopt a process-based approach to regulation — one that looks not only at
what content is removed but also at how decisions are made, why, by whom, and
under what oversight.

Civil society organisations must be formally recognised as co-regulatory partners, not
treated as afterthoughts. This means giving them a meaningful role in shaping and
overseeing digital regulation, ensuring that they can both comply with the law and
hold other actors accountable. Their inclusion must be embedded in law, not left to
voluntary consultation. All regulatory frameworks must be anchored in the Charter of
Fundamental Rights, which should serve as the foundation for the design, use, and
governance of digital tools. These structures must be resilient enough to withstand
efforts to undermine democratic principles and free expression.

Ultimately, a shared responsibility model is needed — one in which governments, plat-
forms, and users have a clearly defined role in promoting respectful online discourse.
Regulation should not only support the development of ethical and effective Al tools,
but also guard against their misuse. Counterspeech efforts must be grounded in
transparency, user consent, and the fundamental right to speak and be heard.

To this end, lawmakers must communicate openly with civil society, and strict enforce-
ment of existing provisions, such as Articles 37 and 40 of the DSA, which require inde-
pendent audits and platform data access, is non-negotiable. New legislation, like the
Al Act, must also ensure that Al systems are explainable (XAl), so that their decisions
can be understood, traced, and challenged when necessary.
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5.2 Implications for Al Developers and Providers

Al systems can meaningfully support counterspeech and have great potential to contribute
to a benign digital public sphere that users want to participate in. Howeuver, to fulfil these
potentials, Al tools must overcome several challenges, requiring developers and providers to
step in.

Hate speech and counterspeech are complex social constructs that span both explicit and
implicit expressions, and several modalities. \We thus encourage developers to engage in
interdisciplinary work to harness the strengths of disciplines such as the humanities or the
social sciences and develop tools that are based on solid research and valid and reliable
classifications.

These tools must be thoughtfully designed, implemented, and evaluated to ensure that they
help users intervene constructively. Promising examples include interface nudges that foster
a sense of personal responsibility, such as prompts that encourage users to contribute con-
structively or approval mechanisms that highlight and reward thoughtful engagement. Other
helpful tools could include personal moderation dashboards, affirmation systems that offer
encouragement after speaking up, or mechanisms that provide peer and institutional support.

Crucially, these Al tools should be seen as trusted complements to human responses, not
zero-shot replacements. Early research suggests that human-generated counterspeech often
has a stronger emotional impact than Al-generated messages (Rubin et al. 2025), especially
when empathy, nuance, or lived experience matters. Messages that feel genuine are more
likely to resonate and inspire action, while overly polished or formulaic Al responses can come
across as inauthentic — raising concerns about the diminishing returns of mass-produced
counterspeech. At scale, the effectiveness of Al-generated responses may plateau, or even
backfire, if they are perceived as inauthentic or manipulative (\Mun et al. 2024).

Additionally, Al tools designed to support counterspeech and reporting must be accessible,
intuitive, and protected from being undermined by complex or misleading platform terms of
service. To ensure that these tools work in practice and not just in theory, it is essential to involve
the people who use them the most directly: community managers, regular counterspeakers,
and everyday users. Their input and experience are invaluable in evaluating the practicality
and effectiveness of Al tools in supporting counterspeech.

ANALYSES AND STUDIES

37



38

5

Implications

5.3 Implications for Civil Society

Al systems can meaningfully support counterspeech and counterspeakers, but there are also

both immediate and long-term risks and several open questions that require users and counter-

speakers to employ these tools with care and caution. To effectively foster counterspeech

with the support of Al tools, it is essential for civil society actors, along with counterspeakers
and everyday users, to take an active role. \We have three central suggestions:

a)

b)

c)

Use Al to support human engagement, not to replace it

Relying on fully automated or unsupervised Al systems to generate counterspeech on
their own can lead to errors, unintended consequences, or a reduced feeling of personal
responsibility for intervention among counterspeakers. Instead, civil society and internet
users must advocate for policies that promote “machine-in-the-loop” approaches. In
these systems, Al supports and enhances human judgement rather than replacing it.
Al tools should be designed to empower users, helping them respond more effectively
and safely. They should not dictate what people say, as the goal is to amplify human
agency, not automate it. For an example of how such a system could look in the domain
of emotion regulation, see Sharma and colleagues (2023), who designed and deployed
an application to improve people’'s own reframed suggestions for negative situations.

Know your own biases

Research has shown that we tend to trust Al recommendations, even when we know
Al makes mistakes (You et al. 2022). Popular LLMs still provide a lot of factually wrong
claims (Hackenburg et al. 2025), but people tend to think that it is only others who fall for
misinformation (the third-person effect, e.g., Jang/Kim 2018; French et al. 2023). It is
realistic to assume that these biases affect us all, and we should take them into account
when using Al to alert us to hate speech or to formulate counterspeech. Reflecting
carefully about the messages we send (e.g., by reading them aloud to ourselves or
imagining that we would send them to a beloved family member) could help us think
more carefully about the content and thus can help us make decisions that do not only
feel more authentic to us, but are also more closely aligned with our values and priorities
(cf. Schmitt et al. 2018; VVan Royen et al. 2022).

Hold platforms and law enforcement accountable

Civil society should hold both platforms and law enforcement accountable for how Al
tools that monitor digital communication, classify hate speech and support counter-
speech are developed and regulated. This means demanding transparency — not only
about how these systems work, but also about who designs them, what data they are
trained on, and how decisions are made around content detection. Civil society has a
critical role to play in pushing for greater openness, especially from law enforcement.
Users will then understand the systems that shape their online experiences better and
will be able to push for change when those systems fall short.
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94 Implications for Future Research

\When it comes to Al and counterspeech, several questions remain open and urgently require
intensified research efforts that bridge multiple disciplines. \We want to highlight the need for
evidence on the harm caused by different types of hate speech, informing definitional ap-
proaches and legal frameworks as well as evidence on the effectiveness of different counter-
speech strategies.

\We are only at the beginning of understanding the processes underlying effective counter-
speech. Al-enhanced research methods can provide meaningful insights into these questions
but do not reduce the importance of nuanced qualitative and rigorous quantitative approaches
following best ethical practices for working with human data. \We also need to understand
better how digital environments can be designed to create constructive interaction spaces.

Finally, most of the research on Al and counterspeech is rooted in the Global North. Research
on mis- and disinformation interventions has demonstrated the need to test the generalisability
of interventions in traditionally underresearched communities (Blair et al. 2024). Including
global perspectives is even more relevant for counterspeech and the broader development
of Al
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