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What’s the point of CTI?

Cyber Threat Intelligence? Do we have a good grasp of what it is?

● A way of communicating risks and threats
● Proactive defence to your organisation
● It translates raw data into actionable insights: 

○ Strategically 
○ Operationally
○ Tactically

● It helps prioritise and make informed business decisions



Burning questions for CTI

CTI provides context on the following questions:

● Who is targeting us? 
● What is the attack methodology?
● Where are we vulnerable?
● When will an attempt be likely?
● Why are we a target?
● How do prevent this happening?



Growing pains: what most CTI programs look like

● Focus on only technical indicators
● Not aligned to organisational goals
● Built in isolation to stakeholders
● Not integrated into toolsets
● Trying to do everything at once
● Threats are not modelled
● Limited ongoing governance and metrics
● Measuring the wrong things (e.g. volume)
● Lack of perceived value

These result in processes that go down rabbit holes 
and don’t generate impact to a cyber program



Intro to CTI-CMM

● The CTI-CMM aims to solve these problems with a 
structured program to benchmark CTI programs.

● It is a global community project driven by CTI leaders 
including Intel 471, IBM, Kroger, Bank of America, Cosive

● Domains help focus review across 11 areas
● Self assess or have someone review your maturity



CTI-CMM Maturity Levels

● Processes are rated:

■ CTI1: Foundational
■ CTI2: Advanced 
■ CTI3: Leading

● Download at: cti-cmm.org

https://cti-cmm.org/


Practical CTI-CMM Use
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CTI-CMM domain example

WHAT?

SO WHAT?

NOW WHAT?

DETAILS?

Go there



CTI is a nebulous buffet

CTI-CMM is a menu



CTI-CMM domains 
in 45 seconds each



Domain 1: ASSET

Know assets, reduce exposure

“Oh, we’re using Salesloft Drift?”



Domain 2: THREAT

Know your enemy, hunt threats

“Solarwinds C2 domain in logs?”



Domain 3: RISK

Strategic CTI for better decisions

“SAP attacks up 400% over 3 
years”



Domain 4: ACCESS

Cred abuse, access control

“Our creds just appeared on a 
forum”



Domain 5: SITUATION

Understand threat landscape

“We’ll soon have datacentres in
an active warzone”



Domain 6: RESPONSE

Learn from incidents, do better

“How did lateral movement occur 
in VPN attacks?”



Domain 7: THIRD-PARTIES

Manage supplier risk

“Does our MSP use Kaseya 
VSA?”



Domain 8: FRAUD

Financial fraud, brand abuse

“How do phishers act in banking 
platforms?”



Domain 9: WORKFORCE

Training, insiders, shady 
applicants

“Telltale signs of an NK applicant”



Domain 10: ARCHITECTURE

Build stronger systems

Limit fallout when malware 
executes in our CI/CD pipeline



Domain 11: PROGRAM

Does CTI support cybersecurity 
programme?

KPIs for CTI value



Assessment tool



Stakeholders: who might they be?
Strategic Operational Tactical

Internal CEO, CFO, CIO, CTO, 
CISO

Risk Managers, 
Compliance Officers, 
Product Development 
Teams, Privacy 
Officers

SOC Analysts, IR 
teams, network / 
system admins

Partners Customers Communities
External Supply Chain

MSSPs

End Users

B2B Clients

ISACs

Threat sharing groups



Intel sources



CTI metrics

Show me the incentive, I’ll show 
you the outcome 
- Charlie Munger



CTI metrics

Good Caution needed

●Asset % considered in 
CTI

●CTI report % used for 
decisions

●Detection alert count?
●Number of IoCs



CTI metrics



V1.0: Initial release
V1.1: Added FRAUD domain, added assessment tool
V1.2: Added metrics, feeds
V2.0: late 2025 / early 2026

Still being developed!
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