F5S Setting up Advanced
WAF Corporate Training
Course

Empower teams with advanced cybersecurity skills
to protect your organization’s web applications and
mitigate emerging cyber threats.
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The Paradigm Shift in Application Security

Reactive Vulnerability
Management
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Reactive Vulnerability
Management

Isolated firewalls, manual
threat response, and
exposure to advanced Layer 7
application attacks.
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F5 Advanced WAF
Capability Building
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F5 Advanced WAF
Capability Building

Equipping internal teams to
deploy, manage, and
fine-tune adaptive security
policies.
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Proactive Defense
Posture
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Proactive Defense
Posture

Granular traffic control,
real-time threat intelligence,
and automated regulatory
compliance.
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Delivery and Certification Overview
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24 - 32 hrs lnstructor:—lfad Virtual / On-site / Off-site
Group Training
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10,000+ Trainers Course Completion
Globally Certificate
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Foundational
Knowledge
(OSI model,
TCP/IP, LAN/WAN,
network firewalls)

The Capability Activation Curve

Encrypt sensitive
form data using
DataSafe.

Automate security
policy updates
and threat
intelligence.
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Optimize traffic
flow and secure
application

delivery.

Deploy tailored
security policies

with learning
mechanisms.
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Implement Web
Application Security
against Layer 7
attacks.
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Comprehensive Three-Phase Curriculum
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Phase 1: Foundation Phase 2: Policy Phase 3: Advanced
and Traffic Processing Deployment and Tuning Mitigation and Integration

Modules 1-4 Modules 5-9 Modules 10-18
Covers BIG-IP architecture, Focuses on positive security Details Bot Defense, Layer 7
HTTP request flow, and the models, attack signatures, and DoS, DataSafe encryption, and

threat landscape. threat campaigns. vulnerability scanners.
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Phase 1: Foundation and Traffic Processing

Vulnerabilities.

Taxonomy of attacks and
common web exploits.

System Setup.

Initial configuration
and archiving.

BIG-IP System &
Application
Concepts

Web App Concepts.

Layer 7 protection and
parsing URLs.

Traffic Processing.
Identifying objects and

visualizing HTTP request

flow.

@stellor’



Phase 2: Policy Deployment and Tuning

Phase 2 Tools

Static : High false . Manual
signatures positives intervention |_—:| - Defining staging and
©® enforcement modes

Building positive
security policies

Creating user-defined
attack signatures
X U _
Adaptive Enforcement Automated

learning readiness | tuning =— Securing HTTP
— & headers and cookies
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Phase 3: Advanced Mitigation and Integration

Scanner Integration. DoS Defense.
Importing and resolving | Layer 7 DoS mitigation and
vulnerability data. | ' TPS-based protection.
Enterprise
Threat
Mitigation
DataSafe Encryption. , Bot & Credential Protection.
Targeting and encrypting Advanced Bot Defense and
sensitive form data. credential stuffing mitigation.
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Threat Mitigation Diagnostic Matrix

Enterprise Threat Type

Automated Bot Attacks

Resource Exhaustion

Credential Abuse

F5 WAF Solution Capability

Bot signatures and F5
fingerprinting

TPS-based Layer 7 DoS
protection

Login page flow control

Skill Gained by Employee

Classify clients and secure
microservices architectures.

Apply behavioral and stress-
based detection profiles.

Configure automatic
detection to mitigate brute
force.

(edstellar




1

oLs

MRS

The Business Transformation Engine

Certified
Engineering
Team

Integrated Threat
Intelligence

Fiddler Traffic
Analysis

Vulnerability
Scanner Output

F5 Advanced
WAF Ecosystem
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Enhanced Data
Protection

Maintained

| Regulatory

Compliance
(PCI-DSS)

Preserved Brand
Reputation

Optimized Traffic
and Efficiency
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Target Audience Alighment
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Technical
Execution

Network Engineers
Security Engineers
System Administrators

Network Administrators |,
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Flexible Modalities to Fit Your Operations

Virtual Live
Instructor-Led
« Expert-led live sessions
delivered anywhere.

« |nteractive tools keep

remote learners engaged.

« Scale to large groups
across sites.
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On-site

« Immersive learning at
your office.

« Content tailored to your
workplace.

« Live demos and hands-
on practice.
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Off-site

» Focused learning away
from distractions.

« Uninterrupted schedule
for retention.

» Built-in group activities
for bonding.

@stellor



Proof of Impact

“This F5 Setting up Advanced WAF course was exactly what |
needed to advance my career. As a IT Security Manager,
mastering advanced methodologies has become crucial for
my success. The in-depth coverage of practical frameworks |
use daily. My ability to architect solutions and solve complex
problems has improved substantially. The real-world
examples and deep dive into expert-led workshops were
particularly valuable for my professional growth.”

Emily Stevens
IT Security Manager
IT Services and Solutions Provider

edstellar



Scale Your Enterprise Training Globally

Delivery Capability Across

100+ Countries

Avalilable in 10+ Languages
(Including English, Espanol,

Deutsch, Francais,

5e)
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Secure Your Web Applications Today

0 Equip your teams with the expertise to
deploy, manage, and optimize F5
Q Certificate of Completion 0 Advanced WAF. Get a highly customized,
Ei expert-led training proposal scaled to
& n Q your organizational needs.
F5 Advanced WAF Training
o (J%’kg contact@edstellar.com
%)@ edstellar.com/f5-advanced-waf-trainina
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