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Abstract

A proprietary method of detecting ransomware based on initial research at the
Darwin Deason Institute for Cyber Security at Southern Methodist University
(SMU) has been implemented. The method utilizes an end-to-end big data machine
learning pipeline to generate binary classification models that detect the presence
of ransomware infections based on side-channel hardware sensor data.

This paper is a sub-section of the larger Firethorn Technical whitepaper (Section 3
and 4) and only reviews the results of model performance. For more in-depth infor-
mation regarding the Firethorn end-to-end pipeline, software, and infrastructure,
please refer to the Firethorn Technical Whitepaper.

1 Recap

Firethorn is Ironwood’s proprietary method of machine learning detection using hardware sensor
side-channel analysis for ransomware and other malicious behaviors. Side-channel analysis enables
ransomware classifiers to emerge completely agnostic of filesystem, file access, and the processes of
underlying machines. By capturing raw hardware patterns inherently caused by malicious activities,
we can detect malicious outcomes rather than specific attack vectors. This method is then able to
detect “zero-day” attacks and evasive malware variants using side-channel effects where traditional
detection techniques that rely on implementation-specific indicators would fail. Furthermore, prior
knowledge of specific implementation and signature information does not exist in a zero-day malware
attack. In other words, side-channel detection is resilient to evasion by implementation-specific
changes in malware because it detects the unwanted or malicious effects of cyber-attacks.

The evolution of machine learning detection through hardware sensor-side channel analysis, initially
conceived at SMU, marks a pivotal journey in the realm of cybersecurity. Pioneered at the Darwin
Deason Institute, this groundbreaking research definitively demonstrated the feasibility of employing
hardware sensors to discern the operational states of machines operating under diverse encryption
conditions. After this breakthrough, the trajectory of progress that has been undertaken to scale the
concept for real-world applications has been remarkable.

Ironwood Cyber translated this pioneering research concept into a formidable reality. What was
once a mere hypothesis, the detection of ransomware through side-channel analysis, has now culmi-
nated in an intricate infrastructure designed for building models that use side-channel analysis for
detecting on malware. The infrastructure has evolved to include systematic collection of hardware
samples from a broad spectrum of machines running Firethorn. These samples are harnessed for
the development and training of Open Neural Network Exchange (ONNX) models, dedicated to the
execution of side-channel inference, poised to swiftly alert against potential threats. Moreover, the
infrastructure integrates an automated and distributed big-data pipeline, empowering engineers to



focus their energies on the optimization of cutting-edge models as feature engineering is handled in
the background.

To complement these advancements, [ronwood has introduced applications such as Firestorm. This
utility adeptly simulates ransomware strains, extending beyond encryption scenarios, and provides the
variance required for refining training data and modeling diverse adversarial behaviors. In an endeavor
to reduce false positives and introduce real-world simulation, the development of an in-house tool,
named Duststorm, replicates actual user activities. This innovation empowers the model to make
nuanced distinctions between malicious and benign resource utilization, a formidable achievement in
bolstering the model’s real-world efficacy.

The transition from model readiness to deployment is streamlined through a meticulously orchestrated
release process that incorporates automation of the model into a staging release repository. This
efficient mechanism ensures that deployment onto client machines for comprehensive inference and
performance analysis occurs seamlessly.

This process not only underscores the remarkable strides taken since the formative SMU research but
also represents a tangible realization of a concept once deemed aspirational. The team’s resounding
achievement is the unequivocal proof that the detection of anomalous behavior through side-channel
inference is not only conceivable but scalable to surmount the multifaceted challenges intrinsic to
real-world applications.

Engineering and Deploying Firethorn's Binary Classification Model
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Figure 1: Model Training Overview

2 Performance Results

The model’s overall performance highlights the practicality and effectiveness of utilizing the side-
channel method for anomaly detection. During the training and inference phase, the team achieved
exceptional accuracy rates with minimal false positives when tailoring models to individual machines.
From a scalability perspective, the potential to create dedicated models for individual machine
promises superior accuracy, though it comes with increased costs. In contrast, the prowess of the
generalized model lies in its adaptability and cost-effectiveness in deployment. These promising
results underscore the innovative potential in the team’s approach to quickly and accurately detect
new and evasive malware. Ironwood’s algorithms are constantly improving Firethorn’s model to craft
a resilient, architecture-agnostic endpoint model.

Once a model is deployed to clients, inference is run and analyzed on new attacks. Attack simulations
that are run on client machines return a report that generates a confusion matrix among other metrics
based on the current Firethorn model. This is used to further validate the model using live inference
with Ironwood’s Firestorm simulator.

A Windows machine with a model trained to its architecture can detect anomalous behavior in less
than one second against multiple cipher strains and parameters. A detection time in the milliseconds
highlights the effectiveness of the model’s side-channel analysis in identifying threats independent



of the standard techniques seen in the industry, such as observing signatures, known malware, etc.
Five different ciphers were tested against a single architecture with insignificant variability in results.
Because this technique can infer the technique at such a fast rate, Firethorn also allows mechanisms
for inference by calculating alerts within a 1 second window. Though the latency will be lower, this
can reduce the number of false positives by calculating a certain percentage of positive or negative
alerts within a set window.

This section will present the outcomes and findings of the machine learning models generated,
highlighting their performance on general architectures and models trained to fit on one specific
architecture. These results are produced from simulations run via Firestorm and Duststorm, allowing
for precise and high-resolution metrics on how well the model is performing within the specific
experiment parameters.

2.1 Model Performance Evaluation/Results

This section dives into the evaluation of the machine learning models on both general and specific
architecture datasets, emphasizing their strengths and weaknesses in each context. The performance
of the models is analyzed on training and test datasets, with a focus on aspects such as overfitting,
generalization, and any observed bias or variance. A comparison is made between the performance
of models tailored to a specific architecture and those designed for widespread use, emphasizing
distinctions and implications. While this section will be more focused on the objective results of the
model and technical evaluation, the next section will highlight the successes identified.

In this study, the performance of Firethorn is evaluated across various performance metrics to assess
its effectiveness in classifying ransomware. Different hyperparameters were used for the training of
Gradient Boosted Decision Trees (GBDT) which performed the best out of the evaluated algorithms.

Models were validated using both the F1-Score metric and false positive rate. F1-Score is a compre-
hensive metric that balances precision and recall, calculated as the harmonic mean of the two:

F1— Score = M
P+R

Data patterns that exhibit diversity necessitate additional model engineering and training. Varied

architectures introduce unique hardware, sensor types, and resource utilization during security

incidents. Firethorn’s solution involves constructing a sophisticated, all-encompassing model by

harnessing insights from a wide array of machines, focusing on shared patterns, particularly within

statistical feature deviations.

As anticipated, the model tailored for a specific architecture outperforms the generalized model
when assessed on test data. The results will dive into the predictive performance of the endpoints.
Additional information on the hardware is provided in Appendix A, affirming the confidence in the
versatility of this approach.

2.2 General Architecture

Data from eight different machines within the Ironwood Cyber laboratory was aggregated to create
a singular model for general architectures. The model, designed to encompass various machines,
was tested on General Architecture A. Tuning followed a consistent approach, leveraging SparkML
GBDT/SynapseML GBDT for binary classification, while multiple algorithms and libraries were
explored for optimization.

Several generalized architecture models were developed and deployed on client machines for per-
formance evaluation. Accuracy on the validation set ranged from 90% to 99%, with varying recall
and precision values. These variations may be attributed to potential overfitting, discrepancies in
hyperparameter tuning, variations in data quality during training, and the inherent diversity of ma-
chine learning algorithms used in model construction. However, there is a stable 99% accuracy that
highlights the effectiveness of this approach, and when tested across different machines showcased
very impressive results.

Figure 3. below showcases the results from inference after running a simulation on General Architec-
ture A (Appendix A).



Confusion Matrix | TP: 2047678, TN: 735144, FP: 6928, FN: 4988
Accuracy 0.9971
Recall 0.9976
Precision 0.9966

Table 1: Generalized Architecture Training On Validation Data

TP:7995 | FP:123
FN:510 | TN:920

Figure 2: Confusion Matrix

The below graph showcase the performance on Architecture A running a generalized model.
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Figure 3: Inference results for General-Fit Model Architecture

For one simulation run, Architecture A exhibited a <1% false positive rate and an impressive accuracy
rate of 98%. This performance can likely attributed to the model’s emphasis on the unique patterns
associated with one architecture over another, potentially leading to a bias favoring that specific
architecture and/or performance of sims on that architecture. False positives have been observed to
get down to less than 1%. For Architecture A there was still high accuracy even with a low false
positive rate. For other architectures there were also extrememly low false positive rates (<1%)
at the cost of model precision (and the increase of false negatives). Moreover, the variations in
hardware specifications and the varying efficiency of different machines can result in some systems
being inherently more capable of running ransomware simulations at an accelerated pace. Notably,
simulation parameters also encompass different encryption modes such as Cipher Block Chaining
(CBC) and Galois/Counter Mode (GCM) stream encryption as just a few used, which impact the
resources of the architecture differently. Some architectures have shown to have a low false positive
rate but also a substantial amounts of false negatives that show the need to build a generalized model
across a wider range of architectures.

However, it’s essential to recognize that these findings reveal promising opportunities for further
enhancement. By refining the generalized model to bridge the performance gap across multiple
architectures, a more balanced and accurate anomaly detection solution can be achieved. The
technique is already proven to work for classification and this pursuit of optimization reinforces the
commitment to providing robust security solutions that adapt to diverse architectural configurations.



The generalized model is an especially exciting opportunity as it will enable model deployment on
machines without any kind of specialized training on the machine beforehand. With such promising
early results for this technique at the current stage, it is likely with increased data collection measures
a generalized model can perform at minimal false positive rates and high recall rate. With additional
machines we can scale up data collection and quality as well as gain stronger insights into model
performance with more testing opportunities available.

In addition, the models had an average detection time of less than a second. It is also noted that
random noise was also generated during this time for training, so the model itself is not classifying
on any known active or non-active/idle state. Within the parameters of running simulated attacks on
these machines, the results show high confidence that side-channel analysis can be used to classify a
machines current state.

2.2.1 General Architecture Performance on Enterprise Client Machines

When running Firethorn on client machines, a vast majority of machines had less than 1% false
positive rates on alerts. It is noted that these machines also are not included in the training set
for the model that was deployed. Some machines did have a high FP rate which is attributed to
different architectures and potentially running Firethorn on virtual machines (from which there are
no HW sensors). Below is a graph of the false positive rate from 55 machines running in production
environments.

There are notable FP rates of above 2% on these machines which are attributed to different types of
architectures running the model. A good amount of production machines however had a very low FP
rate. However, there were some outlier machines that had a high >90% FP rate which were omitted
from the graph. It is speculated that these machines are virtual machines that don’t have a hardware
sensor and therefore a limited amount of features used for inference. Further planned research is to
incorporate the data from production machines (demonstrating actual real-world Enterprise usage by
employees) into new training data used for training models.

Production False Positive Percentage

Figure 4: Predictions On Prod Machines

2.3 Single Fit Architecture

When trained only on samples from a specific architecture, a model was built that exhibited an im-
pressive accuracy range of 96% to 97% when tested on a validation dataset. This architecture, trained
with a similar hyperparameter tuning approach, used exclusively utilized data samples from a single
machine, enabling a more tailored model fit to the unique architectural characteristics. To achieve a
balanced class distribution, data resampling was performed, leading to a more focused dataset with
approximately 8 million rows, reflecting the singular source of data generation. Subsequently, the
model’s performance on the same validation dataset excelled, yielding precision rates of up to 99.7%
and recall rates as high as 96%.

A single fit architecture was trained to see performance for a single machine and may not be feasible
for scalability across multiple machines as it requires individual training on specific machine data.
However, single fit models are tailored for the architecture that it is trained on and can provide better
results by reducing variability in architecture. Like the general model, models can be trained in under
two hours dependent on the amount of data and hyperparameters used. Data regarding single fits are
available upon request.



2.4 Feature Importance and Contribution

In the analysis of feature importance, the objective was to discern the variables and attributes exerting
substantial influence on Firethorn’s predictions. The evaluation unveiled that the metrics related to
the disk exhibited significant importance in the model’s decision-making process, as evident from
the noteworthy importance score of 0.58 in the context of a single fit endpoint, as depicted in Figure
5. This underscores the pivotal role of disk-related metrics in the prediction of system encryption,
aligning with the notion that the most influential features are those directly impacted by ransomware
encryption.
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Figure 5: Larger model size with 68 features of importance on single fit endpoint
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Figure 6: Generalized architecture fit with features trained from multiple endpoints

3 Performance Highlights

3.1 False Positive Rate Precision

In our extensive analysis of the results, it is evident that the model exhibited exceptional performance
in classifying ransomware, particularly in terms of its FPR. The FPR, which measures the rate of
false positives or erroneous detections, had runs that returned a less than 1% rate, showcasing the
model’s ability to make highly accurate predictions while maintaining a remarkably low rate of false
alarms. This level of precision is of paramount importance, as it significantly reduces the chances of
false alerts and unnecessary responses in practical applications. The model’s consistent placement in
the 90th percentile for accuracy further reinforces its efficacy and reliability. These outcomes serve
as a testament to the model’s capability and the promise it holds for enhancing security and anomaly
detection systems.

3.2 Low Latency Data Monitoring

Hardware samples are collected at a rate of 100 milliseconds (ms), ensuring precision and leaving no
room for data loss or latency issues. This data is then rapidly processed by the model, operating at a
remarkable temporal efficiency of 0.1 seconds to provide probabilities on the state of the machine.
Models continuously generate predictions based on a 1 second window of this data at a 10Hz rate.

Low latency is crucial for maintaining data integrity and accelerating anomaly detection. Higher
latency can lead to data loss, undermining the accuracy and timeliness of the anomaly detection



system. The inconspicuous latency of this system enhances its agility in responding to evolving
hardware states, making it exceptionally efficient for real-time monitoring and detection.

3.3 Mean Time to Detection

The model has provided an exceptional time to detection in detecting when under attack. Detection
time is figured out by determining the first true positive prediction from the start of the simulation
run. In one model that is on a machine that has not been included in the training data, an attack was
detected within 300ms, or less than one third of a second, from when the attack first started. The
performance on that specific attack was a 93% accuracy with a 98% precision.
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Figure 7: Mean time to detect from simulations

Due to the granularity of detection, a hierarchy of alerts can be built to minimize the number of false
positives and increase accuracy. Inference is being done by taking a 1second window of samples,
polling it continuously, and performing calculations to achieve features that are fed into the model. A
current method that is being done is counting the number of model positives that appear in a certain
set, and if a certain number is reached, alert on an attack. This inference can be built out further
for techniques such as identifying the probability of attack in a window or increasing latency for
accuracy.

3.4 CPU utilization, power consumption, memory utilization

The CPU utilization of Firethorn is exceptionally low. Embedded within the Ironwood Sentry agent,
the Firethorn inference model operates with extraordinary finesse. When examining the spectrum
of software executed on a client machine, it becomes evident that Firethorn exerts minimal demand,
characterized by an average utilization rate of less than 1%.

This seemingly modest CPU utilization carries profound implications for power consumption within
a standard desktop environment. Firethorn’s lightweight computational footprint and its discerning
anomaly detection capabilities results in an efficient detection method. By expending minimal CPU
resources, Firethorn leaves out the need for extensive power allocation, thereby ensuring that the
system is not put under computational stress and can converse energy for user activity.

Name PID CPU 1/0 total rate Private bytes User name Description
Updater.exe 9188 035 136 B/s 4456 MB Updater
v Sentry.exe g4 0534 16.14 kB/s 80.46 MB Sentry

Figure 8: Process Hacker Screenshot showing Sentry CPU rate, (running Firethorn) Architecture A



Memory utilization emerges as another facet of Firethorn’s exceptional resource efficiency. The
Firethorn inference model exhibit an acceptable allocation of memory resources, ensuring that it
operates with a remarkably low memory footprint. The lean memory utilization minimizes the
system’s overall memory overhead, preserving the broader memory pool for other critical applications
and processes.

Memory
Private bytes 103.5% MB
Peak private bytes  109.71MB
Virtual size 2.26TB
Peak virtual size 2.26TB
Page faults 12,084,853
Working set 103.48 MB
Private WS 70.42 MB
Shareable WS 33.04MB
Shared WS 6.69 MB
Peak working set 147.2 MB
Page priority Normal

Figure 9: Memory usage of Firethorn for Architecture A

4 Opportunities and Future Research

In concluding this section, the team confidently leverage the insights gained from the Firethorn
development to propel the models towards greater accuracy. Ironwood’s journey toward achieving a
consistent 98-99% assurance and precision rate under varying parameters revolves around optimizing
data quality, setting the stage for future advancements. To this end, the following strategies are
embraced to improve performance:

* Run attack simulations on customer machines running the client to add a larger variety of
both authentic noise and hardware specifications.

* Reverse actual ransomware strains to incorporate into Firestorm + continue to add more
malicious capabilities.

* Increase the amount of data used for training by adding more machines to the construct or
extending simulation hours.

* Increase the number of features generated by the hardware sensors
* Increase and improve the infrastructure to handle substantial amounts of data for training.

* Building out reporting capabilities to get better visibility of real-time performance across all
Firethorn clients.

* Building out reporting capabilities to get better Ul visibility into model predictability for
certain simulation runs.

 Building out reporting capabilities to get easier visibility into the feature derivatives that
alert on malicious behavior.

* Build out different inference techniques to reduce false positives due to the high latency of
data being inferred.

The proposed future research, areas for improvement, further exploration, and refinement of the
models and methodologies employed, will help improve model performance considering the diverse
architecture requirements of real-world applications.

5 Conclusion

The Firethorn model has made significant strides over the past year in ransomware detection through
the innovative use of side-channel analysis. We have successfully established an infrastructure that
enables us to capture and categorize metrics associated with ransomware and various malicious



attacks effectively. By focusing on the consequential effects of malware, Firethorn has demonstrated
a remarkable capability to uncover obfuscated and new malware swiftly, improving detection rates
and system resilience. Utilizing intrinsic hardware sensors for analyzing malicious behaviors, our
approach negates the need for direct filesystem access, promoting a non-intrusive yet highly effective
detection strategy.

Our successes pave the way for further enhancements. We’ve identified opportunities to improve data
collection and quality, aiming to tailor models to meet individual client needs, focusing on protecting
critical assets vulnerable to ransomware attacks. By continuously refining our models and exploring
new avenues, we are committed to increasing the accuracy and reducing false positives, ensuring that
Firethorn remains at the forefront of technological advancements in ransomware detection.
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7 Appendix

Appendix A

Present Architectures

Environment CPU RAM Storage Graphics Network
Architecture A - 5788 | Intel(R) Core(TM) | 16 GB | Samsung SSD | Intel Intel Ethernet Connec-
i7-8559U CPU @ 970 Evo Plus - | Iris Plus | tion 1219-V
2.70GHz 2.71 GHz 250 GB Graphics
655

Figure 10: System Specifications
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