Name

_cfuvid
awc.taskSessions
awc.taskSessionsInit
_cfuvid

test_cookie

__cf_bm

_cf_bm
_GRECAPTCHA

rc::a

rc::bh

rc:ic

rc::f

__cf_bm

__cf_bm
__cf_bm
__cf_bm
_cf_bm
__cf_bm
_cfuvid
__cf_bm
__cf_bm
_cf_bm
__cf_bm
__cf_bm
__cf_bm
_cfuvid
_cf_bm

bcookie

li_gc
__awc_tld_test__
OptanonConsent
_cfuvid

csrfToken
__awc_tld_test__
CookieConsent

lide
loom_anon_comment
currency
sentryReplaySession
viewer_session_data
ajs_anonymous_id
__hssc

__hssrc

__hstc
ajs_anonymous_id
hubspotutk

ajs_anonymous_id

Provider

bamboohr.com

cdn.loom.com

cdn.loom.com

Purpose Maximum Storage Duration

This cookie is a part of the services provided by Cloudflare - Including load-balancing, deliverant Session
This cookie is necessary for the login function on the website. Session

This cookie is necessary for the login function on the website. Session

cdn.webflow.cor This cookie is a part of the services provided by Cloudflare - Including load-balancing, deliveran« Session

doubleclick.net Used to check if the user's browser supports cookies. 1 day
g2.com This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
g2crowd.com  This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
google.com This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 180 days
gstatic.com This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir Persistent
gstatic.com This cookie is used to distinguish between humans and bots. Session
gstatic.com This cookie is used to distinguish between humans and bots. Session
gstatic.com This cookie is used to distinguish between humans and bots. Persistent

hsadspixel.net

This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hs-analytics.net This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hsappstatic.net This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hs-banner.com

This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hscollectedform This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hsforms.com
hsforms.com

hsforms.net

This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
This cookie is a part of the services provided by Cloudflare - Including load-balancing, deliverant Session

This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hsleadflows.net This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

hs-scripts.com
hs-sites.com
hubapi.com
hubspot.com
hubspot.com

This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day
This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

This cookie is a part of the services provided by Cloudflare - Including load-balancing, deliveran: Session

hubspotusercon' This cookie is used to distinguish between humans and bots. This is beneficial for the website, ir 1 day

linkedin.com
linkedin.com
loom.com

metarouter.io

Used in order to detect spam and improve the website's security. 1year
Stores the user's cookie consent state for the current domain 180 days
Necessary for the general functionality of the website. Session

Determines whether the visitor has accepted the cookie consent box. This ensures that the cook Session

streamyard.com This cookie is a part of the services provided by Cloudflare - Including load-balancing, deliveran« Session

streamyard.com Helps prevent Cross-Site Request Forgery (CSRF) attacks. 1 month
www.loom.com Necessary for the general functionality of the website. Session
www.metaroute| Stores the user's cookie consent state for the current domain 1 year
linkedin.com Registers which server-cluster is serving the visitor. This is used in context with load balancing, i 1 day
loom.com This cookie stores information for the widget settings on the website. 400 days
streamyard.com Saves the visitor's currency preferences. Session

browser.sentry-c Registers data on visitors' website-behaviour. This is used for internal analysis and website optir Session

cdn.loom.com
loom.com
metarouter.io
metarouter.io
metarouter.io
metarouter.io

metarouter.io

Used in connection with End User Experience Monitoring (EUEM). The cookie collects informatio Persistent
This cookie is used to identify a specific visitor - this information is used to identify the number ¢ 400 days
Identifies if the cookie data needs to be updated in the visitor's browser. 1 day
Used to recognise the visitor's browser upon reentry on the website. Session
Sets a unique ID for the session. This allows the website to obtain data on visitor behaviour for s 180 days
This cookie is used to identify a specific visitor - this information is used to identify the number ¢ 1 year

Sets a unique ID for the session. This allows the website to obtain data on visitor behaviour for s 180 days

stream.metarou! This cookie is used to count how many times a website has been visited by different visitors - thi Persistent

Type

HTTP Cookie

HTML Local Storage
HTML Local Storage
HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTTP Cookie

HTML Local Storage


http://bamboohr.com
http://cdn.loom.com
http://cdn.loom.com
http://cdn.webflow.com
http://doubleclick.net
http://g2.com
http://g2crowd.com
http://google.com
http://gstatic.com
http://gstatic.com
http://gstatic.com
http://gstatic.com
http://hsadspixel.net
http://hs-analytics.net
http://hsappstatic.net
http://hs-banner.com
http://hscollectedforms.net
http://hsforms.com
http://hsforms.com
http://hsforms.net
http://hsleadflows.net
http://hs-scripts.com
http://hs-sites.com
http://hubapi.com
http://hubspot.com
http://hubspot.com
http://hubspotusercontent-na1.net
http://linkedin.com
http://linkedin.com
http://loom.com
http://metarouter.io
http://streamyard.com
http://streamyard.com
http://www.loom.com
http://www.metarouter.io
http://linkedin.com
http://loom.com
http://streamyard.com
http://browser.sentry-cdn.com
http://cdn.loom.com
http://loom.com
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://stream.metarouter.io

ajs_anonymous_id
g2tracking
__Host-psi

__Host-psifi.analyticsTracevV2

ajs_anonymous_id
dd_cookie_test_#
isPersonaliSDK

magicLink

personali_last_modifications

personali_last_state
awc.last.screen.event
awec.session.expiry
awc.sessjon.id
awc.tab.id

colorTheme

IDE

giphyPingbackId

NID
pagead/1p-conversion/#/
pagead/1p-user-list/#
__ptq.gif

_li_duid

_li_ss

_li_ss

lidid

__tld__

__tld
-ga
_ga_#
_gcl_au

_lc2_fpi

_lc2_fpi_js
_li_dcdm_c

_li_ss

ajs_user_id
A/N{39}
ClientSessionStore
MediaStore-client
warmly_fingerprint
WidgetStore
ajs_user_id
ajs_user_traits
__tid
ajs_user_id
COOKIE_ID_PICOX_ID

firstSessionTimestamp

isFirstSession
isUserInBroadcast

jwt

i.analyticsTrace

streamyard.com

This cookie is used to identify a specific visitor - this information is used to identify the number ¢ 1 year

tracking.g2crow: Used to track user’s interaction with embedded content. Persistent

www.loom.com
www.loom.com
www.loom.com
www.loom.com
api.personali.ai
api.personali.ai
api.personali.ai
api.personali.ai
cdn.loom.com
cdn.loom.com
cdn.loom.com
cdn.loom.com
cdn.loom.com
doubleclick.net
giphy.com
google.com
google.com
google.com
hubspot.com
liadm.com
liadm.com
liadm.com
liadm.com
loom.com
metarouter.io
metarouter.io
metarouter.io
metarouter.io
metarouter.io
metarouter.io
metarouter.io
metarouter.io

metarouter.io

Registers statistical data on users' behaviour on the website. Used for internal analytics by the w 1 day
Registers statistical data on users' behaviour on the website. Used for internal analytics by the w 1 day
This cookie is used to identify a specific visitor - this information is used to identify the number ¢ 1 year
Registers data on visitors' website-behaviour. This is used for internal analysis and website optir 1 day
Indicates whether the Personali SDK is being used within a session, facilitating the integration o' Persistent
Stores a unique link for user authentication, enabling easier login or access to specific features v Persistent
Tracks any recent changes made by the user within the application, helping to manage state and Session
Maintains the last known state of the user’s session or application, allowing for a seamless user Session
Stores information about the user's last screen or event interaction within the application to enh Session
Tracks the expiration time of the user session, helping manage session duration and automatic i Persistent
Maintains a unique identifier for the user's current session, allowing for state persistence and co Persistent
Identifies the current tab being used in the application, enabling proper management of user int Session
Stores the user's preferred color theme or interface style, allowing for a personalized experience Persistent
Used by Google DoubleClick to register and report the website user's actions after viewing or clit 400 days
Used to track the visitor's usage of GIFs - This serves for analytical and marketing purposes. Session
Registers a unique ID that identifies a returning user's device. The ID is used for targeted ads. 6 months
Tracks the conversion rate between the user and the advertisement banners on the website - Th Session
Tracks if the user has shown interest in specific products or events across multiple websites and Session
Sends data to the marketing platform Hubspot about the visitor's device and behaviour. Tracks t Session
Collects information on user behaviour on multiple websites. This information is used in order to Persistent
Used to manage user session data, ensuring a seamless experience and consistent interactions . Persistent
Sets a unique ID for the visitor, that allows third party advertisers to target the visitor with releva 30 days
Collects data on visitors' behaviour and interaction - This is used to make advertisement on the \ 400 days
Used to track visitors on multiple websites, in order to present relevant advertisement based on Session
Used to track visitors on multiple websites, in order to present relevant advertisement based on Session
Used to send data to Google Analytics about the visitor's device and behavior. Tracks the visitor : 2 years
Used to send data to Google Analytics about the visitor's device and behavior. Tracks the visitor i 2 years
Used by Google AdSense for experimenting with advertisement efficiency across websites using 3 months
Registers user behaviour and navigation on the website, and any interaction with active campaig 2 years
Track user interactions and manage user sessions for analytics purposes, facilitating the optimiz Session
Registers user behaviour and navigation on the website, and any interaction with active campaig Session
Collects visitor data related to the user's visits to the website, such as the number of visits, aver: 2 years

This cookie is used to collect data on the visitor's behavior on the website - this information can Session

opps-api.getwar Used for session management and identifying user interactions, ensuring continuity and a tailore 1 year

opps-widget.get Stores session data related to the client's interactions, enabling continuity and state manageme Persistent

opps-widget.get Tracks media interactions or preferences of the user, assisting in delivering personalized content Persistent

opps-widget.get Creates a unique identifier for the user's device or session, allowing the platform to recognize re' Persistent

opps-widget.get Manages data related to widgets used by the user, ensuring proper functionality and settings for Persistent

stream.metarou

1 Collects data on visitors' preferences and behaviour on the website - This information is used m: Persistent

stream.metarou! Collects data on visitors. This information is used to assign visitors into segments, making websi Persistent

streamyard.com Used to track visitors on multiple websites, in order to present relevant advertisement based on Session

streamyard.com This cookie is used to collect data on the visitor's behavior on the website - this information can Session

streamyard.com Identifies the user or session uniquely to maintain state during interactions with the Streamyard 1 year

streamyard.com Records the timestamp of the user's first session to analyze user engagement and session durat Persistent

streamyard.com Indicates whether the current session is the user's first, helping tailor onboarding experiences. Session

streamyard.com Tracks if the user is actively participating in a live broadcast, enabling related functionalities. Session

streamyard.com Stores the JSON Web Token for user authentication and session management, ensuring secure ¢ 1 month

HTTP Cookie
HTML Local Storage
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie
HTML Local Storage
HTTP Cookie
Pixel Tracker
Pixel Tracker
Pixel Tracker
HTML Local Storage
HTML Local Storage
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie
HTTP Cookie
HTTP Cookie
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie


http://streamyard.com
http://tracking.g2crowd.com
http://www.loom.com
http://www.loom.com
http://www.loom.com
http://www.loom.com
http://api.personali.ai/
http://api.personali.ai
http://api.personali.ai
http://api.personali.ai
http://cdn.loom.com
http://cdn.loom.com
http://awc.session.id
http://cdn.loom.com
http://awc.tab.id
http://cdn.loom.com
http://cdn.loom.com
http://doubleclick.net
http://giphy.com
http://google.com
http://google.com
http://google.com
http://hubspot.com
http://liadm.com
http://liadm.com/
http://liadm.com
http://liadm.com
http://loom.com
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://metarouter.io
http://opps-api.getwarmly.com
http://opps-widget.getwarmly.com
http://opps-widget.getwarmly.com
http://opps-widget.getwarmly.com
http://opps-widget.getwarmly.com
http://stream.metarouter.io
http://stream.metarouter.io
http://streamyard.com
http://streamyard.com
http://streamyard.com
http://streamyard.com
http://streamyard.com
http://streamyard.com
http://streamyard.com

jwtOnAir

LOCAL_STORAGE_ID_pico_lsid
LOCAL_STORAGE_ID_PICOX_ID

orion

pico#events

pico#keyval

PICOX_PING
SESSION_STORAGE_ID_pico_ssid
SESSION_STORAGE_ID_PICOX_ID
SESSION_STORAGE_ID_PICOX_SESSION_ID
SESSION_STORAGE_ID_streamyard_web
spidersense#event

spider p_resp

spidersense#user_info

spider 8 _id:vd_str yard_web
sy-cloud-logger
USERINFO_dashboard_activeTeamId
USERINFO_dashboard_activeTeamOwnerId
USERINFO_dashboard_activeTeamPlan
USERINFO_dashboard_activeTeamPlanInterval
utmParameters

_8cl_ls

__tld__

ajs_user_id
analytics-web-client#analytics-resilience
loom_referral_video

_fbp

6491a12bfbb3a410da6a9bc2#pages
meta_firstpage

metarouter#syncs

H-#

__Secure-ROLLOUT_TOKEN

iU5q-109@$

LAST_RESULT_ENTRY_KEY
LogsDatabaseV2:V#||LogsRequestsStore
remote_sid
ServiceWorkerLogsDatabase#SWHealthLog
TESTCOOKIESENABLED
VISITOR_INFO1_LIVE

Ysc

ytidb::LAST_RESULT_ENTRY_KEY
YtIdbMeta#databases
yt-remote-cast-available
yt-remote-cast-installed

yt-r
yt-remote-device-id

1-devi

yt-remote-fast-check-period
yt-remote-session-app

yt-remote-session-name

streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
streamyard.com
www.googletagn
www.loom.com
www.loom.com
www.loom.com
www.loom.com
www.metaroute|
www.metaroutel
www.metaroutel
www.metaroute|
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com
youtube.com

Similar to the main JWT, but specifically for users currently live broadcasting, maintaining secur¢ 1 month

Holds a unique identifier in local storage for persistent user sessions across browser sessions.  Persistent
Stores a unique user/session ID in local storage, enhancing the user experience by recognizing r Persistent
Used for performance monitoring and diagnostics within the Streamyard platform. Persistent
Tracks events occurring within the application to facilitate analytics and improve user experienct Persistent
Stores key-value pairs relevant to the user’s session for efficient state management. Persistent
Used to maintain an active connection between the client and server, ensuring real-time data up Session

Manages session-specific identifiers stored temporarily in session storage for tracking active ses Session

Stores a unique session ID in session storage, aiding in session management and continuity. Session
Keeps track of the current session ID for user activities within a specific interaction session. Session
Manages web session data for the user, enabling seamless interaction with the platform. Session
Logs user activity events for analytics and improving the platform's features. Persistent

Tracks responses during the initial setup or configuration process for better service customizatic Persistent
Stores user information necessary for personalization and targeted features. Persistent
Tracks unique user IDs for identification and session management across the platform. Persistent
Used for logging data and errors from the platform to assist with debugging and performance mc¢ Session
Stores the ID of the active team in the user’s dashboard for team-related functionalities. Session
Holds the ID of the active team owner, enabling management features specific to team ownersh Session
Tracks the current subscription plan for the active team, assisting in resource allocation and feat Session
Records the billing interval for the active team plan, helping manage subscription renewals. Session
Stores UTM (Urchin Tracking Module) parameters for tracking marketing campaigns and user acc Session
Tracks the conversion rate between the user and the advertisement banners on the website - Th Persistent
Used to track visitors on multiple websites, in order to present relevant advertisement based on Session
This cookie is used to collect data on the visitor's behavior on the website - this information can Session
Used to enhance the reliability of analytics data collection by ensuring that analytics-related eve Persistent
Used to detect referrals in relation to website's embedded video-player. Session
Used by Facebook to deliver a series of advertisement products such as real time bidding from tI 3 months
This cookie is used to track page view data for a specific user session, enabling the platform to a Persistent
Records the first page the user visits during their session, helping to establish a context for user Session
Manages synchronization of data between the client and server, ensuring that user interactions ¢ Persistent
Used to track user’s interaction with embedded content. Session

Used to manage feature rollouts and A/B testing, enabling the platform to control the availability 180 days

Registers a unique ID to keep statistics of what videos from YouTube the user has seen. Session
Used to track user’s interaction with embedded content. Session
Used to track user’s interaction with embedded content. Persistent

Necessary for the implementation and functionality of YouTube video-content on the website. ~ Session

Necessary for the implementation and functionality of YouTube video-content on the website. ~ Persistent

Used to track user’s interaction with embedded content. 1 day
Tries to estimate the users' bandwidth on pages with integrated YouTube videos. 180 days
Registers a unique ID to keep statistics of what videos from YouTube the user has seen. Session
Used to track user’s interaction with embedded content. Persistent
Used to track user’s interaction with embedded content. Persistent
Stores the user's video player preferences using embedded YouTube video Session
Stores the user's video player preferences using embedded YouTube video Session
Stores the user's video player preferences using embedded YouTube video Persistent
Stores the user's video player preferences using embedded YouTube video Persistent
Stores the user's video player preferences using embedded YouTube video Session
Stores the user's video player preferences using embedded YouTube video Session
Stores the user's video player preferences using embedded YouTube video Session

HTTP Cookie
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IndexedDB
IndexedDB

HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTML Local Storage
HTTP Cookie

HTTP Cookie
IndexedDB

HTTP Cookie

HTTP Cookie
IndexedDB

HTTP Cookie
IndexedDB

HTML Local Storage
HTTP Cookie

HTML Local Storage
HTTP Cookie
IndexedDB
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HTTP Cookie
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