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What is TETRA?

* Globally used radio technology
= Competes with P25, DMR, TETRAPOL

* Standardized in 1995 by ETSI
= Known for GSM, 3G/4G/5G, GMR, etc.

 Used for voice & data communications
incl. machine-to-machine

* Historically secretive approach to security
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Globally
used

e Leading standard for law
enforcement

e Use in military, intelligence contexts

o Popular with Critical infrastructure

- Also for SCADA WAN, such as substation &
pipeline control, or railway signalling.

*Based on OSINT
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* TETRA cryptography was
since 1995

- Safe to assume most major states had specs

Scrutinizing
° In 2023, all
crypto in the ETSI TETRA standard —
T E T R A which excludes E2EE

* We identified
in the standard

- And 12 more CVEs in base stations, mobile
devices and microcontroller ROM code
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TETR.«.-..BURST |
offering 32
S u m m O ry instead of 80 bits of security

regardless of cipher

- Full breach of confidentiality and integrity
- Harder to carry out in practice

* Other vulns not relevant for today
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- ETSITS 100 392-7V4.1.1 (2022-10)

o o ®
M I t I O t I Ve “If the [network time] deviates from the expected
value, the MS should [take action]”
effO rt S * Large scale efforts

following our disclosures away from TEAI

- For instance, through dual-cipher networks

as d mitigation

- Expensive,
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* TAA suite

- Authentication, OTAR
- ldentity encryption
- Remote disable

't * TEA Air Interface Encryption algorithms
S e C u r I y - Voice and data (Air Interface Encryption (AIE))

- TEA1, TEA4, TEA7. Readily exportable

Public standa rd, - TEA2, TEAS: European public safety
- , TEAG: Extra-European public safety
p ro p I’Iet(] ry C ry ptO - All vulnerable to non-crypto keystream recovery
attack
* End-to-End

- Super secretive topic
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* TETRA encryption has

T O d O y’ S never been more essential

- Very sensitive use cases

motivatio
I V I n - Defense against suboptimal AIE security

- Nordic countries will require next-gen
E2EE interoperability with TETRA E2EE*

® “The device should have the capability to support
FOUNDATION end-to-end encryption solutions that are

interoperable with currently deployed end-to-end
solutions in TETRA devices.”

* https://www.dsb.no/siteassets/nodnett/nytt-nodnett/ppdr-rugged-handheld-device-for-heavy-use-nccom-whitepaper.pdf
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E2EE (R
Versus
AIE ] !:ZII!

E2EE Key
Management Center
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e Most sensitive use-cases

- Special forces, intelligence agencies

e Incredibly hard to determine users

- But OSINT & industry sources indicate
widespread usage in:
Europe, LATAM, Middle East, South Asia

2= AIRBUS Sepura ‘= L FEONARDO
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Motorola E2EE options

* Smartcard (“SIM") ¢ UCM e CRYPTR micro
Support for 3" party SIMs (eg Sectra)  Universal Crypto Module SD card form factor, SDIO interface
Prev gen devices Current generation devices

Won't ever get one ®
Expect serious hardening TETRA/P25/LTE Based on MACE engine (like UCM)

8
T wm @ oanaaanan e

VASARNANYN 1

TETRA CRYPTO
000435

MOTOROLA

CRYPTR micro
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* Got CRYPTR Micro off Ebay

* Looked the part

G re O t * Let's dig into SDIO
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* Got CRYPTR Micro off Ebay

* Looked the part

Great
scam-per
welight-
ratio ®

. It didn't work

midnightblue.nl 18
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SECURITY SERVICES

TETRA:
« Authentication
S e u r O «Class 1, 2,3 & 3G TETRA security
« Air Interface encryption TEA1/2/3/4?

« Smart card E2E encryption®
«Embedded E2E encryption®
« Enhanced security module (ESM)

«In-country E2E Encryption algorithm
« Multiple E2E algorithm?®

sepura
E‘ 2 & D T ot

a

* Many different E2EE options
* Embedded? Is that software?

* OMAP-L138-based model
- Same SoC as MTM5400

19 August 2025
Source: https://www.youtube.com/watch?v=NP5pKX24x_|
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* Purchased a few civilian, TEAI-

S e p Urd enabled radios

3|0PI0|”9 more money * We previously found a code
on the counter execution vulnerability

- Weak filesystem access control checks
(CVE-2025-52945)

- Head start!

* Built tooling, implemented attacks,
extracted crypto

- That's a talk on its own

- Skipping details in the interest of time

midnightblue.nl 20 August 2025
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TETRA E2EE
The nitty gritty
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* TETRA E2EE implementation is

E 2 E E proprietary

* TCCA has ‘recommendations’
Variants - SFPG Recommendation 02, 07, 08

* We believe Sepura
implementation closely
adheres to TCCA reccs

midnightblue.nl 24 August 2025



MIDNIGHT s LU 2 Cops 2 Broadcasting

E 2 E E e TCCA SFPG recommendations are under NDA ®

- End users we have spoken have no idea how E2EE works

NDAs, agdin...

The access to these documents is for TCCA members
Non TCCA members can have access to the SFPG Recommendations, if their request is
supported by an TCCA member

NDAs for SFPG Recommendations from SFPG@TCCA.INFO

https://tcca.info/documents/Cyber_security_workshop-presentation.pdf/

midnightblue.nl 25 August 2025



MIDNIGHT s LU 2 Cops 2 Broadcasting

E 2 E E * TCCA SFPG recommendations are under NDA ®
- End users we have spoken have no idea how E2EE works
NDAs, again... * However, a few days ago we found this online..

Figure 5: Synchronization Frame

End to end encryption in Public Safety TETRA networks

' | R TR SRR F b SRl | Pt : o= =
v B.W. M d ' STD | 1 it | Setto0 rf::::nfmm-g 10 rec. 02
¥ b.vy. Murgatro
- g Y ALGORITHMID | 10 bits | ldentifes the Voice traffic
| cryplographic system.

ICTU UK Home Office :
: sv &4 bits | The synchronis ation vector
PTS _ 2 bits | 2-hits of a 16-bit timestamp
TETRA was designed from the outset with security as one of its principal features. KEYID I 20 bits | The Key identifier
Standard securily features include strong mutual authentication, dynamic cipher key COSUM | 22 oits | Cryptographic checksum

encryption and secure terminal disabling.
Table 2: Synchronization Frame Structure

Some users require an additional degree of secunty and a methodology has been
developed by the TETRA Mol Security and Fraud Prevention Group (SFPG) to
implement end to end encryption for voice and short data services.

Key Management Messages (Algorithm E4)

The SDS messages associated with Key Management require protechon. Algorithm E4 15 used for this in
conjunction with the Signalling Encryption Key which may be a key in its own night or be a GEK or UEK,
It is assumed thar algorithm E4 is 2 block cipher thar is used in a Cipher-Block-Chaining mode with a
random [V. The block size of E4 is not specified.

1 End to end Key Management
cﬂn;uncﬂan with the standard TE TRA SEGUFR‘}' mechanrsms End-to-end key management is totally separate from standard TETRA Air Interface key management and is

ant nart nf the Swhdl The shart dsm esrvice io peed ta wend Over the &ir Kewvine iDTAK Y

https://digital-library.theiet.org/doi/10.1049/ic%3A20030015
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* We also found 7+ Chinese and 1 Russian
publications with full TETRA E2EE details
E E E - Clearly based directly on SFPG recs or Murgatroyd paper
- Both CN+RU universities are

NDAs, agdin...

* Clearly at all

- Only ones who don’t know how E2EE works are end users (&

= M TETRA 4z & P 64 3% 5| 5% o B
ﬁ" ﬁ ﬁo F'] % TEK{ ll\f v JTEK ?
- %%g&%{ﬁﬁ{l};;?jﬁjk J([#;-’I\ll?‘ﬁﬁi) ﬁm%w?%m Y = ETS 300 392-7, #iid 7 KA R0 2 SLI R X FR N2 R G0 R bR AL 1
- [l s 24 0 ol A Bl el STCH, 1. .4 SV isecd & 4 . ” e
AR MERITFIART, I RIE T MS TR — BRI R LS| e Obrapyesine s TELRA B SRPG (Security and Fraud Brevention Srqup) ; = 8
- (AR ITE], B EH AR R s B AN ] B ) AR R EH TR ¥~ caHxpoHun3aLmen CMHXPOHW3ALIMN E1 EHHm BN AES . P A XAMERR 218 SRR 2RI E R4
- [ AERI G R R, SEAR IR SRR 0
L W L . ':]af“pga » . Haﬂa “Hﬂ « TETRA Mou SFPG, Recommendation 02 — ¥ 3|3 i %
- SV ¥ - B 1
ELyslrcum [ Syne % ; l _ﬁﬁ}:{'ﬁj\:TETRA MOUmFﬁ}Eﬁ
s CamL) 1 4 kcic U keec =« TETRA MoU SFPG, Recommendation 07 -3 33 in% K)SDS
JSV— OTKpbiTOR OTKpBITOE = g_]:‘ReC 02 B(J SDS
| [ | coosuee — coobeHme - SRR PR R I A
eystreanr construct : i LWWPpOBaHHOE WHPpOBdHHOE
—I:.@' , P coobenue (C) coobienme () -#E# At TETRA MoUH] 2 ﬁﬁﬁ
_.G‘r MR = TETRA MoU SFPG, Recommendation 08 — K/ SIMKit4T i 23
, g St b — MexaHu3M nepenaud ﬂﬂ%
P B CKBO3HOM WWGPOBaHUN - IEE%'JEEP, mﬁ_/l\ﬁ$
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Core E2EE
functions

define E2EE crypto
functions, regardless of underlying
cryptographic algorithm
- E2, E4: Key management
- E1, E3: Traffic encryption
- E5, E6: SDS encryption
Next [V - Packet Data encryption

Key Keystream

%

midnightblue.nl 28 August 2025
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Support for several underpinning
cryptographic primitives

Underpinning
* AES-128, AES-256
C ryptOg rO p hy - Both excellent, well-understood ciphers

* IDEA

- International Data Encryption Algorithm
- Deprecated but not bad per se

Key Keystream

* Customer algorithms

% Next |V

midnightblue.nl 29 August 2025
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Recelving a TEK key

* MS (portophone) receives OTAK msg with metadata and encrypted data

{ 0x123 0x89 0xABC { ENCRYPTED KEY BUFFER ﬂ

TekID  AlglD KekID Sealed key buffer

midnightblue.nl 31 August 2025
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Recelving a TEK key

* MS (portophone) receives OTAK msg with metadata and encrypted data

* Straightforward decryption (E2 using Key Encryption Key (KEK) in CBC mode)

{ O0x123 0x89 0xABC [ KEY DATA O0x123 0x89 ﬂ

KeylD AlglD KekID Unsealed key buffer

midnightblue.nl 32 August 2025
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Recelving a TEK key

* MS (portophone) receives OTAK msg with metadata and encrypted data
* Straightforward decryption (E2 using Key Encryption Key (KEK) in CBC mode)
* Integrity check based on expected KeyID [ AlgID

{ O0x123 0x89 O0x123 0x89 ﬂ

midnightblue.nl 33 August 2025
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e One algorithm (0x87) invokes an

We O ke n e d additional key-processing function
O I g O r I t h m e Reduces AES128 key to 56 bits of

effective entropy

JHtie void ALGBT_PROCESS KEY(Unte t pkey-Inouty Lo clearly for exportability reasons

lpkey_InOut[0] = lpKey_InOut[exE]; _ But are asset owners informed?

1
1pKey_InOQut[1] lpKey_InQut[OxF];
for (iInt 1 = 0©; 1 < 7; 1++) {
lpKey_InOut[i + 2] = lpKey_InQut[i + 9],
I

midnightblue.nl 34 August 2025
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Ccovert

or overt?

Some vendors mention
export controlled algos

Others
(except in leaks)

Public tenders/RFP across
the world never mention
AES56/64

midnightblue.nl

2 Cops 2 Broadcasting

AlE algoritnms. IEAL, IEAZ, |IEAS

Note: Export controls apply when ordering encryption.

UUICK Slalf bUlde

SUPPORTED ENCRYPTION ALGORITHMS

» 128-Dit AES

Algorithms . 256-bit AES

MXP600 350-470 ROM AES 128 CLR

MXP600 350-470 ROM AES 128 TEA1
MXP600 350-470 ROM AES 128 TEA3

MXP600 350-470 ROM AES 256 CLR
MXP600 350-470 ROM AES 256 TEAT

The length of the Traffic Key (stated in Bits) is subject to export control regulations and hence
the CMC will be factory configured to support 128, 64 or 56 bit key lengths.

Initially the CMC will support the AES-128 algorithm however it is expected that other
algorithms will become available in future software releases.

Export control regulations will determine which algorithms may be supplied and also the
permitted length of the Traffic Keys (stated in Bits). For UK and Western European
operations, 128 bit keys will typically be used however 56 and 64 bit keys are also supported.

Materials on: Sepura MOD-05-166, Leonardo Puma T3 Plus, Motorola KVL6K / MTP830S / MXP600
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* Voice data is split in ~25ms blocks
N O I I o E E E - Denoted v, v,, etc
. °
C O I I I n * Encoded and sent as traffic stream
g - Two blocks per timeslot

- Some traffic loss is acceptable

)

Frame 1 { Voice Block v, J Voice Block wv, J

)

Frame 2 { Voice Block wvq J Voice Block wv, ]

Frame n { Voice Block wv,_ J { Voice Block v, ., J
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e Some traffic blocks now used for
sighaling cryptographic

E n r t' n parameters
C y p I g - “Slot stealing”: repurpose a voice block for
t ff o signaling purposes

* Parameters chosen by traffic
initiator

- So, not by the infrastructure

e Sent in E2EE
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* Contains encryption parameters

Sy n C F rd m e including Initialization Vector (IV)

* Also contains Message

dissected o

Accept SyncFrame if received MAC equals MAC (algID, IV, tekID)

4 A

{ 0b000100 O0x89 .....oiio... Ox123 ........ }

msgtype alglD 64-bit IV tekiID  22-bit MAC

midnightblue.nl 39 August 2025
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S i m I ifi e d * Omitting some details given stakeholder
p concerns; rough outline:

- Syncframe instructs which keystreams to generate

E2 E E Cd I I i N g - Voice XOR'ed with keystream for en- / decryption

- Periodic syncframe resolves any desync issues

Frame 0 [ SyncFrame ] { . J
erame 1| v, ® ks, | v, @ ks, }
Frame 2 | v, @ ks, i v, ® ks, J
Frane n | SyncFrame’ | | v, ® ks, J
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Assume we have recovered a few blocks of
We O keystream ks, .. ks_
o - We open a call and re-play the original syncframe
d e S I n - Then, we inject malicious voice traffic v, encrypted
with our recovered ks

- Indistinguishable from valid!

midnightblue.nl 1y August 2025
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Unpredictabillity

How to get known
plaintexts?

Here's the first voice
frames from three call
starts

- Notice anything?

Call 1

Call 2

Call 3

Frame
Frame
Frame
Frame

Frame
Frame
Frame
Frame

Frame
Frame
Frame
Frame

W N W N

W N

01011000
01100101
01011101
00010001

01011000
01100101
01011101
00010001

01011000
01100101
01011101
00010001

Example denotes two 137-bit blocks per frame. Sequences edited for educational reasons.

midnightblue.nl

11010100
11010001
00000101
10101110

11010100
11010001
00000101
10101110

11010100
11010001
00000101
10101110

49

2 Cops 2 Broadcasting

11010101 00100100
11000101 00000010
01101000 01100001
11101110 01001010
11010101 00100100
11000101 00000010
01101000 01100001
11101110 01001010
11010101 00100100
11000101 00000010
01101000 01100001
11101110 01001010
August 2025
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Ynapredictabillity

e Here's the first voice Call 1 Erang 01071090
Frde 2 01100101

frames from three call N
starts Flame 4 00010001
- Not all but multiple radios Call 2 Frame 01011000

e : Frame 2 01100101

- Won't disclose which for now B e 3 AL AL
Frame 4 00010001

. . Call 3 Frame 1 01011000

e Predictable plaintext - -
. Frame 3 01011101
achieved “ Frame 4 00010001

Example denotes two 137-bit blocks per frame. Sequences edited for educational reasons.

midnightblue.nl

11010100
11010001
00000101
10101110

11010100
11010001
00000101
10101110

11010100
11010001
00000101
10101110

50

11010101
11000101
01101000
11101110

11101410

2 Cops 2 Broadcasting

00100100
00000010
01100001
01001010

10101 ... 00100100
' 101 ... 00000010

01100001
01001010

pr010101 ... 00100100
11000101
01101000
11101110

00000010
01100001
01001010

August 2025
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Arbitrd ry e We can re-inject our captured

syncframe

I e n g t h VO i C e - Recipient re-synchronizes, re-uses same ks
i nj e Ct i O n e Arbitrary length voice injection!

Frame

Frame
Frame

Frame
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E 2 E E S D S Very briefly:

e E2EE SDS has IV and MAC protecting msg

text messages e However, SDS counter protected

e Hence, SDS are fully replayable

Accept SDS if received MAC equals:
MAC (svType, algld, tekId, IV, plaintext)

[

A\
{ 0x001 ObO00 0x89 0x123 ...t @ittt it it teenns }

Counter svlype AlglD TeklID Y \YV\@ cobedec
plaintext
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Some disclaimers apply

Hold on..

* We've investigated Sepura’s
Embedded E2EE

- Implementation of TCCA SFPG
recommendations

* We've left the original TETRA Air
Interface Encryption out of the
equation
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Regarding
Air Interface
E ncryptiOn e E2EE is a layer on top of the AIE

e TETRA:BURST found several issues

- One fixed with ETSI standards revision

Let’s discuss AIE resilience



AIE weakness:

ETSI's patch for
CVE-2022-2440]

(keystream recovery)



MIDNIGHT B L uE 2 Cops 2 Broadcasting

Refresher: CVE-2022-24401 Keystream oracle attack

* Capture interesting encrypted message at time T

* Target MS (portophone) (any, with same keys)@ (@) /\)Q

* Overpower legitimate signal (0 £

m—
)

iis[]

o ®

e Set MStimetotimeT

* Recover keystream for that time

&g

/_\

* Profit

midnightblue.nl 64 August 2025
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ETSI's fiXx

midnightblue.nl

2 Cops 2 Broadcasting

* When MS encounters an unexpected IV
(time) change, the MS should consider:

0 Switch to a neighboring cell that meets the
expected IV

Initiate encrypted re-authentication of the
0 current cell (often unsupported) using the
attacker-provided IV
If both of the above fail: switch to neighboring
cell that meets the attacker-provided IV

* Root cause not addressed

* Patch workaround:
- Secondary attack frequency

65 August 2025
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Attacker
BS1

Neighboring cells: BS2

Target MS

Malicious time change

Location update
Start authentication

Location update
Start authentication

2 Cops 2 Broadcasting

Attacker
BS2

(support)

Malicious time change

Finalize authentication
Neighboring cells: BS1
Kick out MS

Relay auth start to

legitimate infra,
obtain response

Relay auth start to
legitimate infra,

obtain response Attime T:

derive target keystream bit(s) (¢

Malicious time change

|

midnightblue.nl

Malicious time change

66 August 2025
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Multi Cipher
Networks



MIDNIGHT B L uE 2 Cops 2 Broadcasting

M u I ti - ot as an AlE
cipher oy prtorsian
networks =

* One solution:

- Combine TEA1 and TEA2/TEA3 on the
same network

- Migrate most important radios first

midnightblue.nl 69 August 2025
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o
I d e n t I t * TETRA uses the CCK network key
identity encryption
t : * Prevents trivial traffic analysis
e n C ry p I O n (we broke it, but that's irrelevant here)

(this is relevant)

CCK

SSI ESI

midnightblue.nl 70 August 2025
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Distinct . .
Keys

CC |<TEA3

If TEA1 and TEA3 are to operate
with distinct CCKs, identity SSI—>  TAG61 — DIFFERENT ESI
encryption would break

midnightblue.nl 71 August 2025
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—
KeySs

no actually there's just
one shhhhht %

midnightblue.nl

2 Cops 2 Broadcasting

e The CCK is the same for all TEAs on
a network

e A single TEAl radio compromises
traffic for the entire network

o If keys are not rotated, the network
remains compromised indefinitely

Turns out, no one talks about this

72 August 2025
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one
welird
trick

midnightblue.nl

2 Cops 2 Broadcasting

We thought of a solution

- Keep an eye on our blog

OEMs, this one’s for you T

- Be the first to support multi-cipher with
distinct CCKs, drop us an email

74 August 2025



More caveats,
pitfall, misery
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Plaintext uplink injection

A downlink keystream oracle on mixed plain/encrypted networks

midnightbluent e August 2025
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Plaintext downlink injection

Accepted by MS (!), uplink keystream oracle or standalone attack vector

<

midnightbluent T August 2025
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Key rotation

e Many networks don’t rotate e Worse: reports of use of default
- Efficient keystream recovery options exist TETRA encryption keys

midnightblue.nl 79 August 2025
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AlE: the status quo

All TEA] networks:

Mixed cipher networks:

No/slow key rotation networks: compromised*
For the rest: “improved” keystream recovery attack compromised*

Beyond-current patch level, TEA2, key rotation, maybe GCKs or E2EE ~ okay**

* All class 2, class 3 with caveats

** Still caveats apply, such as unencrypted downlink injection
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Traffic
Injection
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11 . e Need to handle:
T rq ff I C - Synchronization

- Interference from other devices

i nj e Ct i O n - Keystream recovery? Often not required
’ - Registration/authentication
can’t be
/4
done

- Many TETRA experts

midnightblue.nl 82 August 2025






SCADA Control Room

TEC-101/104

waTe[uweTs eTuIN SulelnbeleTe 0N

DUOCOCOODCECCOCOICUICT]

SCADA Master
(serial)

SDS

SCADA Gateway
(IP)

Y

TEC-101/104 Al

Station RTU
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* First public analysis of a TETRA

COnCIUSiOn E2EE solution

- Uncovered weakened variant

- Confidentiality is OK,
integrity/authenticity not so much

"Transparency is at the root

of ETSI, in our governance » Revealed further serious ecosystem issues
and technical work."”

. * As always:
- Luis Jorge Romero,

ETSI Director-General - Be skeptical of vendor claims & recommendations

- Perform in-depth technical assessment
, hot checkbox compliance

- Pressure vendors for transparency
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Questions?

MIDNIGHT
BLUE
..
® - FOnUNDATION

midnightblue.nl

ZERO

ENTRUST

2 Cops 2 Broadcasting

- @)

Web
- midnightblue.nl

- tetraburst.com

Contact

- j.wetzels@midnightblue.nl
- c.meijer@midnightblue.nl
- w.bokslag@midnightblue.nl
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