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The Data Trail:
Where Patient Data Actually Goes
Tracing a single data point, be it an MRI scan or a recorded
consultation, through this ecosystem surfaces four recurring gaps.

4.1 Capture and consent

India’s flagship digital health platform, the Ayushman Bharat Digital Mission
(ABDM), states that health data will not be shared without a patient’s explicit
consent. ’19 In practice, investigative reporting has found that the consent
form forms sign authors the National Digital Health Mission and its
“ecosystem partners” to use and disclose data without describing the
specific purpose of that processing closer to blanket authorisation than to
purpose-limited, granular consent.’20 A 2024 survey of hospital outpatients
found that while most welcomed digital health tools, nearly all wanted
consent sought at every step of data use rather than once at enartment.’21
Separately, reporters found that a public-facing insurance scheme
dashboard exposed treatment-level details of individual beneficiaries.’22

Health AI tools typically run on vendor or cloud infrastructure rather
than hospital-owned servers, which is part of why the DPP Act restricts
cross-border data transfer and imposes heightened obligations on
entities designated “Significant Data Fiduciares”.’3

4.3 Secondary use and training

MIDAS and comparable pooling efforts describe the automatic de-identification
and harmonisation of data before it is made available for AI model training, and
per its builders, for benchmarking diagnostic tools, including foreign-developed
ones, against Indian population baselines.’24 That is a legitimate scientific goal,
but one whose safety depends entirely on the strength of the de-identification
step, examined in Part 5.

4.4 Multi-institutional aggregation risk

A hub-and-spoke architecture spanning thirteen or more hospitals is, from a security
standpoint, a larger and more attractive target than any single member site. A
compromised spoke, vendor contract, or credential can expose records aggregated
from institutions that individually might have been reasonably well-defended.

Diagnostic AI
(Qure, ai, Niramai,
SC, DeepTek)

Ambient scribes
(Epic AI Charting,
Ekko)

4.2 Storage and processing
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