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1.​ INTRODUCTION   

1.1.​ WHAT IS THE PURPOSE OF THIS NOTICE? 

Degree, Inc. d/b/a Lattice and its wholly-owned subsidiary Lattice Technologies, Ltd. 
(collectively “Lattice” or “we”) are committed to protecting your personal data and your 
privacy.  Lattice has created this Job Candidate Privacy Policy and Notice of Collection (this 
“Notice”) as a supplement to Lattice’s Privacy Policy to explain how and why we collect 
Personal Data about you (“Your Data”), what that data is, under what circumstances we may 
disclose or transfer it, what rights you have with respect to Your Data, and how long we 
store it for when you apply for employment with Lattice. It provides you with certain 
information that must be provided to you under European, Californian, and other applicable 
data protection legislation. We endeavor to ensure that any personal data we collect about 
you will be held and processed strictly in accordance with such applicable data protection 
legislation.  
 
If you are resident in the  European Economic Area (“EEA”), our processing of Your Data is 
subject, where applicable, to Regulation (EU) 2016/679 (the “GDPR”). If you are resident in 
the United Kingdom, our processing of Your Data is subject, where applicable, to the UK 
GDPR and the Data Protection Act 2018. Individuals whose Personal Data is subject to the 
GDPR or UK GDPR are referred to in this Notice as “GDPR Subjects.” 
 
If you are a resident of California, this will include the California Consumer Privacy Act of 
2018, which adds Title 1.81.5 (commencing with Section 1798.100) to Part 4 of Division 3 of 
the Civil Code of the State of California (“CCPA”), and any attendant regulations issued 
thereunder  as  may  be  amended  from  time  to  time,  including  but  not limited  to  the  
California  Privacy  Rights  Act  of  2020  (the  “CPRA”)  and  its  implementing regulations. 
Please see the section “Additional Information for California Consumers” below, for further 
information. 
 
Unless otherwise indicated herein or in an applicable privacy law, the terms “controller”, 
"data subject", “processor”, “processing”, and "sensitive data" shall have the meanings given 
to them in the GDPR, and the terms "service provider", "business", “collects” (and “collected” 
and “collection”), “consumer”, “business purpose”, “sell” (and “selling”, “sale”, and “sold”), 
“sensitive personal information”, and “service provider” have the meanings given to them in 
§1798.140 of the CCPA.  

https://lattice.com/privacy/policy
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When we refer to “personal data”, “personal information”, and “personally identifiable 
information” in this Notice, we mean any information about you from which you can be 
identified, and otherwise each term has the meaning given to it under the GDPR, CCPA, or 
other applicable privacy law. These terms do not include data where your identity has been 
removed, from which you cannot be identified, or that cannot be related to you (anonymous 
data). 

1.2.​ WHAT DOES THIS NOTICE COVER? 

This Notice sets out information relating to the Personal Data we collect from or about you 
when you apply to work for us, whether as an employee, worker, or contractor. It will apply 
when you submit your resume, CV, cover letter, or other materials submitted with an 
application form (together or each separately, an “application packet”) directly to us, 
through our online recruitment portal, https://lattice.com/careers, or where your application 
packet has been sent to us by a recruitment agent on your behalf. 

1.3.​ HOW DO I CONTACT LATTICE? 

For the purposes of the GDPR and Applicable Local Laws, Lattice is the “data controller” of 
Your Data. For purposes of the CCPA, Lattice collects and processes Your Data as a 
“business”. In each case, this means that we are responsible for deciding how we hold and 
use Your Data.  
 
If you have any queries regarding this notice or complaints about our use of Your Data, 
please contact us at privacy@lattice.com or at the address below and we will do our best 
to address your concerns or query as soon as possible. 
 
Degree, Inc. d/b/a Lattice 
2261 Market Street 
Suite 10902 
San Francisco, CA  94114 

2.​INFORMATION ABOUT OUR USE OF YOUR DATA 

2.1.​ THE KIND OF INFORMATION WE HOLD ABOUT YOU    
In connection with your application for work with us, we will collect, store, and use the 
following categories of Personal Data about you: 

●​ The information you have provided to us in your application packet or if you 
otherwise contact us about a role with us, such as by email; and 

●​ Any information you provide to us during an interview. 
 

 
  

 

https://lattice.com/careers
mailto:privacy@lattice.com
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This information is likely to include the following types of Your Data: 
 

●​ Name 
●​ Email address 
●​ Phone number 
●​ Postal address 
●​ Qualifications 
●​ Experience 
●​ Employment history 
●​ Educational history 
●​ Skills 
●​ Personal photograph 
●​ Veteran status  

 
We may also collect, store, and use the following types of more sensitive personal 
information (known as “Special Category Data”), where this information is relevant to the 
role you are apply for and/or you choose to disclose it to us: 
 

●​ Information about your race or ethnicity; 
●​ Information about your health or disability status, including any medical condition, 

health and sickness records; and 
●​ Information about criminal convictions and offenses. 

 
As further described in this Notice, we do not sell or share, as those terms are defined 
under applicable privacy law, any of Your Data collected or processed hereunder, including 
any Special Category Data or sensitive personal information.We also do not use or disclose 
sensitive personal information for inferring characteristics about you, or for any other 
purposes not described in this Notice. 

2.2.​ HOW IS YOUR PERSONAL INFORMATION COLLECTED?    
We collect personal information about you in a variety of ways. The majority of the 
information we collect will come directly from you: 
 

●​ Information you voluntarily upload to our careers/recruitment website; 
●​ Notes made by our recruitment team or interview during an interview; and 
●​ Information from official documentation you provide to us such as for background 

checks. 
Other details may be collected indirectly from the following sources: 
 

●​ You, the candidate 
●​ Recruitment agencies 
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●​ Your named references 
●​ Background check providers  
●​ Credit reference agencies 
●​ Third-party platforms such as LinkedIn, if these were used to apply for the role; and 
●​ Publicly available sources such as social media sites (to the extent necessary and 

relevant to the job role). 
 
If you have submitted your application through our recruitment portal, Greenhouse, we may 
also link the data you provide to us with other publicly available information about you that 
you have published on the internet, including sources such as LinkedIn and other social 
media profiles.  

2.3.​ HOW WE WILL USE INFORMATION ABOUT YOU?  
We will use the personal information we collect about you to: 
  

•​ Assess your skills, qualifications, and suitability for the role advertised; 
•​ Carry out background and reference checks, where applicable; 
•​ Communicate with you about the recruitment process; 
•​ Keep records related to our hiring processes; 
•​ Comply with legal or regulatory requirements, such as right-to-work checks; 
•​ Respond to requests to exercise privacy rights; 
•​ Facilitate contract signing; and 
•​ Perform analytics.  

 
Our legal basis for processing Your Data in this way is that it is necessary for our legitimate 
interests to decide whether to appoint you to the role, since it would be beneficial to our 
business to appoint someone suitable to that role. Where we are processing Your Data in 
order to comply with legal or regulatory requirements, our legal basis is that it is necessary 
for compliance with a legal obligation to which we are subject. We may also seek your 
consent to process Your Data in specific circumstances, or process it where necessary to 
comply with a legal obligation or for purposes connected to legal claims. 
  
Further, we will process certain of your personal information to decide whether to enter into 
an employment contract or at-will employment arrangement with you. 
Once you submit your application packet to us (or your recruitment agent provides it to us), 
we will process that information to decide whether you meet the basic requirements to be 
shortlisted for the role and, if so, invite you for an interview. Generally, the process is as 
follows, although occasionally there may be fewer or additional steps: 
 

●​ A Lattice recruiter will review your application and either move you through the 
process or reject you. 
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●​ If moved through, the recruiter will reach out to schedule a call with a member of the 
recruiting team. 

●​ If that call goes well, a call with the hiring manager will be arranged. 
●​ In some cases, depending on the role applied for, you will be asked to complete  a 

“take home” assignment. 
●​ Following this, a round or two of onsite or virtual interviews will be conducted. 
●​ After the onsite or virtual interviews, the Lattice team will debrief. 
●​ If the debrief is positive, the Lattice recruiter will reach out to collect references. 
●​ After references are checked or while they are being checked, the Lattice team will 

extend an offer. 
●​ Once you verbally accept the offer, a written offer will be sent to you. 
●​ Once you sign the written offer, Lattice will conduct a background check. 

2.4.​ WHAT HAPPENS IF YOU DECLINE TO PROVIDE PERSONAL DATA? 

You are not obliged to provide us with Personal Data. However, if you decline to provide 
information when requested, and this information is necessary for us to consider your 
application (such as evidence of qualifications or work history), we will not be able to 
process your application. For example, if we require a credit check or references for the role 
you have applied for and you fail to provide us with relevant details, we will not be able to 
take your application further. 

2.5.​ HOW WILL WE USE PARTICULARLY SENSITIVE PERSONAL 
INFORMATION?   

We will use your Special Category Data only where permitted by law and where we have 
identified an appropriate lawful basis and, where required, an applicable condition for 
processing Special Category Data. Depending on the circumstances and jurisdiction, these 
may include your explicit consent; compliance with obligations or exercise of rights in the 
field of employment law; establishment, exercise, or defense of legal claims; or reasons of 
substantial public interest. 
  

●​ We will use information about your medical or disability status to consider whether 
we need to provide appropriate adjustments or accommodations during the 
recruitment process, for example whether adjustments need to be made during a 
test or interview. 

●​ We will use information about your race or national or ethnic origin to ensure 
meaningful Equal Employment Opportunity/Affirmative Action record keeping, 
reporting, and other legal requirements. Where local law prohibits us from requesting 
information about race or national or ethnic origin, we will not request this 
information and ask that you please do not disclose this information to us. 
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Where we rely on consent or explicit consent, providing the relevant information is 
voluntary, and you may withdraw your consent as permitted by applicable law without 
affecting the lawfulness of processing carried out before withdrawal. Providing U.S. Equal 
Opportunity Information and Self-Identification of Disability is completely voluntary. 

2.6.​ HOW WILL WE USE INFORMATION ABOUT CRIMINAL CONVICTIONS?  
If we decide to offer you the role, we may undertake checks to establish whether you have 
any criminal convictions and verify your identity. We will only collect criminal conviction 
data where it is appropriate given the nature of your role and where the law permits us to 
do so.  

2.7.​ WILL YOU BE SUBJECT TO AUTOMATED DECISION-MAKING?   
While we may use technology to assist aspects of our recruitment process, we do not use 
automated decision-making tools or technology to make significant decisions concerning 
your candidacy. Where our use of technology gives you notice, access, opt-out, appeal, or 
other rights under applicable law, we will provide the applicable notice and a means to 
exercise those rights. 

2.8.​ WILL WE SHARE YOUR DATA WITH THIRD PARTIES?   
We will only share Your Data with the following third parties for the purposes of processing 
your application: 
 

●​ Background check providers 
●​ Candidate profiling service provider (if we ask you to undertake a candidate profile 

test)  
●​ Our recruitment portal provider, Greenhouse 
●​ Contractors/consultants providing HR services to Lattice 
●​ Our privacy compliance tool, DataGrail, to respond to privacy rights requests 

 
All of our third-party service providers and other entities in the group are required to take 
appropriate security measures to protect Your Data in accordance with the law and our 
policies. We do not allow our third-party service providers to use Your Data for their own 
purposes. We only permit them to process Your Data for specified purposes and in 
accordance with our instructions.  

2.9.​ WHAT DATA SECURITY MEASURES DO WE HAVE IN PLACE?  
We have put in place appropriate security measures to prevent Your Data from being 
accidentally lost, used, or accessed in an unauthorized way, altered, or improperly 
disclosed. In addition, we limit access to Your Data to those employees, agents, contractors, 
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and other third parties who have a business need-to-know. They will only process Your 
Data on our instructions, and they are subject to a duty of confidentiality.  
  
We have put in place procedures to respond to any suspected data security breach and 
will notify you and any applicable regulator of a suspected breach where we are legally 
required to do so. 

2.10.​ HOW LONG WILL WE STORE OR USE YOUR DATA? 

We will retain Your Data only for as long as reasonably necessary and proportionate for the 
purposes for which it was collected or processed, including evaluating your candidacy, 
complying with legal obligations, establishing or defending legal claims, and, where 
appropriate and permitted by law, considering you for future employment 
opportunities.Please note that, in certain circumstances, we may retain limited information 
about you for the period of time during which you are able to bring a discrimination claim 
under your local law. We retain the information for that period so that we can show, in the 
event of a legal claim, that we have not discriminated against candidates on prohibited 
grounds and that we have conducted the recruitment process in a fair and transparent way. 
We will only retain the minimum amount of Personal Data required in these circumstances 
and will securely delete all other Personal Data that we hold about you. 

2.11.​ TRANSFERS OF YOUR DATA 

Your personal information may be transferred to, and processed in, the United States and in 
any other country where Lattice or its affiliates, subsidiaries, or third party service providers 
maintain facilities or personnel. These countries may have data protection laws that are 
different to the laws of your country (and, in some cases, may not be as protective). We 
follow applicable data protection laws when transferring personal data. Where applicable 
law requires a transfer mechanism, we use a lawful mechanism appropriate to the transfer. 
Depending on the circumstances, these mechanisms may include an applicable adequacy 
decision or data privacy framework, Standard Contractual Clauses approved by the 
European Commission, the UK International Data Transfer Agreement or UK Addendum, or 
another lawful transfer mechanism. Where required, we also implement appropriate 
supplementary safeguards. 

3.​ADDITIONAL INFORMATION FOR GDPR SUBJECTS AND 
CALIFORNIA RESIDENTS 
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3.1.​ EU PRIVACY RIGHTS 

Under the GDPR or Applicable Local Laws, you have certain rights with respect to your 
Personal Data, including those set forth below.   
 

●​ Right to request access – you may obtain confirmation from us as to whether or not 
Your Data is being processed and, where that is the case, access Your Data; 

●​ Right to erasure – you have the right to obtain the erasure of Your Data without 
undue delay in certain circumstances; 

●​ Right to data portability – you have the right to receive Your Data in a structured, 
commonly used, and machine-readable format; 

●​ Right to withdraw consent – where you have provided your consent to us processing 
Your Data, you have the right to withdraw your consent at any time. This can be done 
by emailing privacy@lattice.com; 

●​ Right to rectification – you have the right to obtain rectification of inaccurate 
personal data we hold concerning you; 

●​ Right to restriction of processing or to object to processing – you may require us to 
restrict the processing we carry out on Your Data in certain circumstances or to 
object to us processing Your Data; and 

●​ Right to lodge a complaint – you may lodge a complaint with the supervisory 
authority in the EU Member State where you are resident or where you work. For 
further information on your rights, please see the supervisory authority of your 
country or EU Member State.  

3.1.1.​ NO FEE USUALLY REQUIRED 
You will not have to pay a fee to access Your Data (or to exercise any of the other rights). 
However, we may charge a reasonable fee if your request is clearly unfounded, repetitive, or 
excessive. Alternatively, we could refuse to comply with your request in these 
circumstances. 

3.1.2.​WHAT WE MAY NEED FROM YOU 
We may need to request specific information from you to help us confirm your identity and 
ensure your right to access your personal data (or to exercise any of your other rights). This 
is a security measure to ensure that personal data is not disclosed to any person who has 
no right to receive it. We may also contact you to ask you for further information in relation 
to your request to expedite our response. 
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3.1.3.​TIME LIMIT TO RESPOND 
We endeavor to respond to all legitimate requests within one month. However, it could take 
us longer than a month to respond if your request is particularly complex or you have made 
a number of requests. In this case, we will notify you and keep you updated. 

3.2.​ CALIFORNIA PRIVACY RIGHTS 

California residents have the following rights with respect to their Personal Data: 
 

●​ Right to request disclosure – You have the right to request that we disclose certain 
information to you about our collection and use of your personal information for the 
period required by applicable law. Once we receive and confirm your verifiable 
consumer request, we will disclose to you: 

o​ The categories of personal information we collected about you. 
o​ The categories of sources for the personal information we collected about you. 
o​ Our business or commercial purpose for collecting, selling, or sharing that 

personal information (note that we do not sell personal information collected 
under this Notice). 

o​ The categories of third parties with whom we share that personal information. 
o​ The specific pieces of personal information we collected about you (also 

called a data portability request). 
o​ We do not sell personal information collected in association with your 

application packet. However, if we sold or disclosed your personal information 
for a business purpose, upon receipt of a verified request we would provide 
two separate lists disclosing: 

▪​ sales, identifying the personal information categories that each category 
of recipient purchased; and 

▪​ disclosures for a business purpose, identifying the personal information 
categories that each category of recipient obtained. 

●​ Right to request deletion - You have the right to request that we delete any of your 
personal information that we collected from you and retained, subject to certain 
exceptions. Once we receive and confirm your verifiable consumer request, we will 
delete (and direct our service providers to delete) your personal information from our 
records, unless an exception applies. We may deny your deletion request in certain 
circumstances as specified in the CCPA, including situations where we require the 
data to comply with our legal obligations or because we or our service providers 
require it to complete the transaction for which we collected the personal 
information. 

●​ The right to correct inaccurate or incomplete information about you. 
●​ The right to limit the use and disclosure of sensitive personal information. 
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●​ The right to opt-out of the sale of personal information (if we sold your personal 
information, which we do not). 

●​ The right to opt-out of the processing of personal information by automated 
decision-making technology (as indicated above, you will not be subject to decisions 
based solely on the use of automated decision-making technology). 

●​ The right to not to be discriminated against based on exercising your data protection 
or consumer rights (we do not discriminate against any individual for exercising such 
rights). 
 

As indicated above, we do not sell or share candidate Personal Information, as those terms 
are defined under the CCPA.  

3.3.​ EXERCISING YOUR PRIVACY RIGHTS 

You can exercise your rights yourself or, depending on your country or state, you may be 
able to designate an authorized agent to exercise these rights on your behalf. Please note 
that to protect your personal information, we will verify your identity by a method 
appropriate to the type of request you are making. For example, this could include sending 
an email to an address on record, or asking you to identify a recent transaction or 
communication. We may also request that your authorized agent sign a declaration under 
the penalty of perjury attesting to their designation as your authorized agent, and that they 
have written permission from you to make requests on your behalf. We may also need to 
verify your authorized agent’s identity to protect your personal information. 

Please use the contact details below, if you would like to: 

●​ Access this Notice in an alternative format; 
●​ Exercise your rights; 
●​ Contact Lattice’s Data Protection Officer; 
●​ Learn more about your rights or our privacy practices; 
●​ Designate an authorized agent to make a request on your behalf; or 
●​ Ask a question related to this Notice, or about any of your rights available to you 

under an applicable data protection law. 

E-Mail: privacy@lattice.com 
Request Portal: https://preferences.lattice.com/privacy 
 
Alternatively, you can write to us at:​
​
Degree, Inc. d/b/a Lattice 
2261 Market Street 
Suite 10902 
San Francisco, CA 94114 USA 
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3.4.​ BACKGROUND CHECKS 
We use the background check provider Checkr.  If you are resident in the EEA, it may be 
necessary to transfer your data to third parties outside the EEA to complete your 
background check via a mechanism described in § 2.11, above..  Checkr will only process 
your personal information with your explicit authorization and consent.  
 

4.​GENERAL 
The Lattice careers website is not intended for minors under the age of 16, and Lattice does 
not collect, process, sell, or share personal information of minors under 16 years of age. 
 
We reserve the right to amend this Notice at any time in order to address future 
developments of Lattice, its careers website, or changes in industry or the law. We will post 
the revised Notice online. You can determine when the Notice was revised by referring to 
the “Last Updated” date at the top of this Notice. Any changes will become effective upon 
the posting of the revised Notice online, and by continuing to use Lattice’s careers website 
or submitting an application packet following such changes, you will be deemed to have 
read, understood, and agreed to such changes. If you do not agree with the collection and 
processing of Your Data as described in this Notice, in whole or part, you can choose not to 
continue to use the careers website or apply for a role with Lattice. 
 
By submitting an application packet, you acknowledge that you have read and understood 
the disclosures set forth in this Notice. 

 
  

 


