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Abstract—Kazakhstan’s digital finance ecosystem exemplifies

the transformation underway across emerging markets. The

Digital Tenge CBDC is operational and integrated with national

budget financing and public procurement; the regulated crypto-

asset market reported USD 6.8 billion in trading volume on

AIFC-licensed platforms in the first nine months of 2025; and

Central Asia’s first regulated spot Bitcoin ETF launched in

August 2025. However, this rapid digitalisation has amplified

financial-crime risks—money-mule schemes, structured transit,

and cash-out typologies exploit fragmented banking infrastruc-

ture where each institution exports data in proprietary formats.

Financial Intelligence Units (FIUs) in emerging economies

face four simultaneous constraints: (1) data-sovereignty require-

ments prohibit cloud-based AI services, mandating fully on-

premise deployment; (2) heterogeneous banking infrastructure

lacks standardised reporting schemas; (3) budget limitations

render commercial AML platforms (approximately USD 0.5–

2 M annually) prohibitive; (4) judicial-traceability requirements

demand alerts explicitly referencing Criminal Code articles—

pure machine-learning “black boxes” fail regulatory-compliance

standards. As CBDCs and tokenised assets proliferate across

Central Asia, Africa, and the Middle East, sovereign AI ca-

pabilities for financial monitoring become critical for systemic

stability. This work demonstrates that open-source large language

models can achieve operationally useful AML detection while

respecting data sovereignty—a model applicable to forty-plus

emerging economies facing similar constraints.

We developed AFM Ingestion, a five-layer architecture pro-

totyped during an internship programme at the Agency for

Financial Monitoring of the Republic of Kazakhstan (AFM

RK). The system combines: (i) multi-bank ingestion with vector-

embedding-based format detection (BGE-M3, 1024-dim, cosine

similarity threshold 0.92) for automatic parser selection; (ii) a

canonical schema with twenty-one standardised fields and se-

mantic enrichment via PostgreSQL+pgvector; (iii) hybrid trans-

action classification using approximately fifty prioritised regex

rules with embedding fallback (threshold 0.35) across seventeen

categories; (iv) eight AML typologies with calibrated thresholds

and Criminal Code mappings (Art. 232-1, 190, 218), including

dropper-transit accounts, cash-out, structuring, and fan-in drop

accounts; (v) a natural-language SQL interface using locally

hosted Qwen2.5-Coder-14B with retrieval-augmented generation

for Russian-language queries.

Evaluated on an anonymised corpus modelled after real export

formats from several Kazakhstani commercial banks (institution

names withheld for confidentiality; all identifiers replaced before

evaluation): format detection achieved 100% accuracy with

automatic format learning; transaction classification reached

97.0% accuracy on approximately 20,000 anonymised transac-

tions (98.2% after a documented bug-fix); the natural-language-

to-SQL component achieved 89% exact accuracy on a 100-item

Russian-language benchmark with 73% self-repair success and

approximately 2.5 s median latency; AML typology detection

flagged 3.2% of transactions as suspicious with 88% qualitative

precision on an analyst-reviewed sample. Counterparty-network

visualisation supports rapid identification of fan-in patterns;

automated category breakdowns support audit-trail compliance.

Technical contributions include the first openly described on-

premise AML pipeline for heterogeneous multi-bank statements,

eight interpretable typologies with Criminal Code mappings

for judicial traceability, Russian-language NL2SQL achieving

89% exact accuracy using a locally hosted LLM, and a self-

learning format registry. For regulators, interpretable monitoring

at operationally useful quality is achievable without commercial

platforms in the USD 0.5–2 M range while maintaining legal

traceability. For policy-makers, the architecture bridges Digital

Tenge CBDC monitoring with traditional banking surveillance,

extends to crypto-asset oversight relevant to Kazakhstan’s regu-

lated market, and transfers to forty-plus emerging economies. As

Eurasian Economic Union payment integration deepens, shared

AML infrastructure built on open-source LLMs could reduce

systemic risk while preserving data sovereignty—balancing FATF

compliance with geopolitical cloud-dependency constraints. Fu-

ture work includes labelled-corpus development, graph-based

counterparty analysis, cross-border EAEU typologies, and on-

chain integration with regulated crypto exchanges.

Index Terms—Anti-Money Laundering, Large Language Mod-

els, Generative AI, Financial Intelligence, Data Sovereignty,

CBDC Monitoring, Text-to-SQL, Fraud Detection, Emerging

Markets, Regulatory Technology

I. INTRODUCTION

Money laundering through fragmented retail banking re-
mains one of the hardest enforcement problems for emerging-
market FIUs. Heterogeneous bank-statement layouts, absence
of standardised reporting schemas, strict data-residency rules
that rule out cloud LLMs, and legal requirements for ju-
dicial traceability together rule out almost every off-the-
shelf commercial monitoring platform. This paper describes a
sovereign, on-premise pipeline—prototyped during an intern-
ship programme at the Agency for Financial Monitoring of the
Republic of Kazakhstan (AFM RK)—that ingests multi-bank
statement exports, normalises them, and emits interpretable
AML alerts directly mapped to articles of the Criminal Code
of the Republic of Kazakhstan.

We claim four contributions: (a) an open architecture
for heterogeneous multi-bank-statement ingestion with self-
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learning format detection; (b) eight interpretable AML ty-
pologies with calibrated thresholds and explicit Criminal-Code
mappings; (c) a Russian-language NL2SQL analyst interface
using a locally hosted open-source LLM; and (d) an end-to-
end evaluation on an anonymised corpus modelled after real
bank-statement formats. Section II describes the architecture;
Section III details the AML typologies; Section IV reports
evaluation; Sections V–VI discuss policy implications and
limitations.

II. SYSTEM ARCHITECTURE

The pipeline comprises five layers, depicted schematically
in Fig. 1.

A. Ingestion and Format Detection

Bank-specific adapters combine with a universal Excel
extractor that auto-detects data blocks and header rows in
unseen workbook layouts. A format registry stores normalised
header signatures as 1024-dimensional BGE-M3 embeddings;
on each new file the registry performs a cosine-similarity
lookup (threshold 0.92) and either selects a known parser or
seeds a new format. This self-learning behaviour reduces the
marginal cost of each new bank export.

B. Canonical Schema and Semantic Enrichment

Twenty-one canonical fields (operation_ts,
amount_kzt, payer_iin_bin, purpose_text,
direction, currency, counterparty identifiers, and others)
are populated via rule-based header mapping with an
embedding fallback (cosine threshold 0.85) for novel
column names. Each transaction also carries a concatenated
semantic_text field embedded with BGE-M3 and stored
as a vector(1024) column in PostgreSQL via pgvector,
enabling later hybrid retrieval.

C. Hybrid Transaction Classification

Approximately fifty prioritised regex rules assign
each transaction to one of seventeen operational
categories (P2P_TRANSFER, CASH_WITHDRAWAL,
LOAN_ISSUANCE, GAMBLING, SALARY, FX_OPERATION,
SECURITIES, CONTRACT_SETTLEMENT, and others).
Unmatched transactions fall back to embedding-based
nearest-category retrieval against a labelled centroid set
(cosine threshold 0.35). Each rule carries a stable identifier,
enabling end-to-end traceability from the assigned category
back to the lexical pattern that triggered it.

D. AML Typology Detection

Eight typologies, each tied to articles of the Criminal
Code of the Republic of Kazakhstan, are evaluated on each
account window. Section III describes thresholds and statutory
mappings.

E. Natural-Language Analyst Interface
A locally hosted LLM (Qwen2.5-Coder-14B served via

Ollama) converts Russian-language analyst questions into
single-statement SELECT queries over a restricted ana-
lyst view. Retrieval-augmented prompting draws sample
purpose_text values from a semantic catalogue and pre-
viously validated NL→SQL pairs from a query-history table
(both indexed via pgvector). The entire stack runs on-premise;
no transaction data leaves the deployment perimeter—a prop-
erty essential under Kazakhstan’s data-residency regime.

AFM Ingestion — Five-Layer Architecture

Bank-Statement Files (heterogeneous formats)
multiple Kazakhstani commercial banks (anonymised)

(i) Multi-Bank Ingestion
Bank-specific adapters · Universal Excel extractor

auto-detection of data blocks & header rows

(ii) Format Registry — Self-Learning
BGE-M3 header embeddings (1024-dim) · cosine ≥ 0.92

parser dispatch · auto-seed of new formats

(iii) Canonical Schema & Semantic Enrichment
21 standardised fields · header mapping + embedding fallback ≥ 0.85

semantic_text → vector(1024) stored via pgvector

(iv) Hybrid Transaction Classification
~50 prioritised regex rules · 17 operational categories
embedding nearest-category fallback (cosine ≥ 0.35)

(v) AML Typology Detection
8 typologies · calibrated thresholds · evidence-grade alerts

KZ Criminal Code refs: Art. 232-1, 190, 218

Alert Store
typology code · evidence rows · statutory articles

NL2SQL Analyst Layer
Qwen2.5-Coder-14B · Ollama
retrieval-augmented (pgvector)

Analyst Interface (Russian-language queries)
restricted analyst view · audit trail

PostgreSQL
+ pgvector

semantic catalogue
query history

canonical txns · alerts

All processing runs on-premise; no transaction data leaves the deployment perimeter.

Schematic figure — no real institutional or counterparty data depicted.

Fig. 1. Five-layer architecture of the AFM Ingestion pipeline. From top to bot-
tom: bank-specific adapters and the universal Excel extractor feed the format
registry (pgvector cosine-similarity matching); the canonical mapper produces
twenty-one normalised fields and a semantic_text embedding; the rule
engine assigns one of seventeen operational categories with embedding fall-
back; eight typology detectors emit alerts with Criminal-Code references; the
analyst NL2SQL layer (Qwen2.5-Coder-14B on Ollama, retrieval-augmented
from semantic catalogue and query history) serves Russian-language queries
against a restricted analyst view. The whole pipeline runs on-premise.

III. AML TYPOLOGY DETECTION

Each typology is parameterised by calibrated thresholds
and explicitly linked to articles of the Criminal Code of
the Republic of Kazakhstan. Each emitted alert carries the
triggering typology code, the offending transaction sample,
the counterparties implicated, and the applicable statutory
articles—a design choice motivated by the need for evidence
directly citable in judicial proceedings.

• Dropper-transit accounts (Art. 232-1, 190, 218): out-
going/incoming turnover ratio ↑ 0.78; retention ratio
↓ 0.30; same-day-turnover share ↑ 0.30; ↑ 4 distinct
credit senders.



• Cash-out (Art. 232-1, 218): cash-out share of total out-
flows ↑ 0.35.

• Structuring / smurfing (Art. 190, 218): ↑ 60% of credits
below KZT 100,000 with ↑ 4 distinct senders.

• Fan-in drop account (Art. 232-1, 218, 190): ↑ 5 distinct
senders over ↑ 8 credit transactions into a single account.

• Rapid balance flush (Art. 232-1, 218): intraday
debit/credit ratio ↑ 0.80 on days with ↑ KZT 300,000
inflow.

• Repeated amount patterns: multiple credits or debits at
near-identical amounts within a short window.

• High-activity spike: account-level transaction count or
volume exceeding a per-account baseline by a configured
factor.

• Purpose–behaviour mismatch: stated purpose_text
inconsistent with observed counterparty and amount pro-
file.

Algorithm 1 illustrates the dropper-transit detector—the
most frequently triggered typology in our evaluation—in pseu-
docode.

Algorithm 1 Dropper-transit detection
Require: account A, time window W , transactions T (A,W )
Ensure: alert(A) with typology code and statutory articles

1: in total ↔
∑

{amount | t ↗ T, credit}
2: out total ↔

∑
{amount | t ↗ T, debit}

3: balance end ↔ balance(A, end of W )
4: intraday turn ↔

∑
d→W min(in(A, d), out(A, d))

5: nsenders ↔ |{distinct payer_iin_bin | t ↗ T, credit}|
6: ratio out in ↔ out total/max(in total, 1)
7: retention ↔ balance end/max(in total, 1)
8: same day ↔ intraday turn/max(in total, 1)
9: if ratio out in ↑ 0.78 and retention ↓ 0.30 and

same day ↑ 0.30 and nsenders ↑ 4 then

10: emit alert(A, typology=dropper_transit,
articles=[232-1, 190, 218], evidence=top-
k(T, by amount))

11: end if

IV. EVALUATION

Evaluation was conducted on an anonymised corpus mod-
elled after real export formats from several Kazakhstani com-
mercial banks. Bank identities are withheld for confidentiality;
all personal identifiers (IIN, BIN, account numbers, names
of natural and legal persons, authorisation reference numbers)
were replaced before evaluation. Aggregate corpus size is on
the order of 104 transactions across a multi-year window; per-
bank breakdowns are omitted for the same reason.

A. Natural-Language-to-SQL Quality (Russian)
We curated a 100-item Russian-language benchmark span-

ning five intent classes: aggregate counts, top-N rankings,
time-windowed slices, topic search, and counterparty lookups.
Table I shows representative examples (intent paraphrased; no
real entity names).

Fan-in Drop Account — Schematic Typology Illustration

Sender_1
distinct

Sender_2
distinct

Sender_3
distinct

Sender_4
distinct

Sender_5
distinct

Drop_Account
retention ≤ 0.30
same-day ≥ 0.30

Outflow_1
cash-out / transit

Outflow_2
cash-out / transit

~150K KZT

~220K KZT

~180K KZT

~300K KZT

~210K KZT

≈ 700K KZT

≈ 1.0M KZT

Legend

credit sender (anonymised)

monitored drop account

outflow target

Trigger condition (Algorithm 1):

ratio_out_in ≥ 0.78 · retention ≤ 0.30
same_day ≥ 0.30 · n_senders ≥ 4

→ alert: dropper_transit, Art. 232-1, 190, 218

Schematic figure — all identifiers and amounts are illustrative; no real account, individual, or counterparty is depicted.

Fig. 2. Schematic illustration of the fan-in drop-account typology. Five
anonymised sender accounts (Sender 1 . . . Sender 5) push credits of compa-
rable magnitude (illustrative values → 150–300 thousand KZT) into a single
drop account (Drop Account); the drop account shortly afterwards emits two
large debits to Outflow 1 and Outflow 2. Edge thickness encodes amount;
node colour encodes role. All identifiers and amounts are illustrative; no real
account, individual, or counterparty is depicted.

TABLE I
REPRESENTATIVE NL↑SQL EXAMPLES (PARAPHRASED; BENCHMARK

ITSELF IS IN RUSSIAN).

# Intent (paraphrase) Latency Correct?

1 Top-10 largest debits in Q2 1.8 s yes
2 Count of utility transfers in Jan-

uary
2.1 s yes

3 Find transactions semantically
similar to “leasing payout”

3.0 s yes

4 Cash withdrawals above KZT
1 M

1.6 s yes

5 Average inflow amount per cate-
gory

1.9 s yes

6 Deposit-related transactions for
2024 (self-repair invoked: bare
year initially treated as amount;
corrected on retry)

3.4 s yes (after repair)

B. Aggregate Component Metrics

Table II summarises the four core components. The post-
fix transaction-classification figure reflects a corrected regex-
ordering bug discovered during evaluation; AML qualitative
precision was assessed by manual review on a stratified
random sample of flags.

C. Category Distribution After Classification

Table III reports approximate shares of each operational
category across the anonymised evaluation corpus, rounded to
whole percentage points. The non-zero UNCLASSIFIED resid-
ual reflects transactions whose purpose_text matched no
regex rule and whose embedding-fallback distance exceeded
the configured threshold; these are routed to a separate analyst
review queue.



TABLE II
AGGREGATE EVALUATION METRICS. COUNTS ARE ROUNDED; PER-BANK,

PER-ACCOUNT, AND PER-PERIOD BREAKDOWNS ARE OMITTED FOR
CONFIDENTIALITY.

Component Metric Value

Format detection Accuracy on held-
out layouts

100%

Format registry New-format self-
seeding rate

1 / unseen layout

Transaction class. Accuracy (n → 2↑
104)

97.0% / 98.2% post-fix

NL↓SQL Exact accuracy (n =
100, RU)

89%

NL↓SQL Self-repair success
on first failure

73%

NL↓SQL Median end-to-end
latency

→ 2.5 s

AML detection Suspicious-flag rate 3.2%
AML detection Qualitative precision

(analyst sample)
88%

TABLE III
APPROXIMATE CATEGORY DISTRIBUTION ACROSS THE EVALUATION

CORPUS.

Operational category Share of corpus

P2P_TRANSFER → 22%
CARD_PAYMENT → 18%
CASH_WITHDRAWAL → 11%
INTERNAL_TRANSFER → 10%
SUPPLIER_SETTLEMENT → 8%
SALARY → 7%
TAX_PAYMENT → 6%
LOAN_ISSUANCE/REPAYMENT → 5%
FX_OPERATION → 3%
SECURITIES/DEPOSIT → 2%
GAMBLING/OTHER → 2%
UNCLASSIFIED (fallback) → 6%

V. DISCUSSION AND POLICY IMPLICATIONS

The evaluation supports three claims relevant to emerging-
market FIUs. First, heterogeneity of bank-statement layouts is
the dominant ingestion challenge: a small embedding-based
format registry substantially reduces the marginal cost of
each new bank export and removes the need for hand-coded
adapters for every institution. Second, eight calibrated, statute-
anchored typologies produce alerts that are directly citable
in judicial proceedings, addressing the interpretability gap
that disqualifies most pure-ML AML systems from regulatory
use. Third, a locally hosted open-source LLM is sufficient
for Russian-language NL2SQL at quality useful to analysts,
removing a major blocker for jurisdictions with strict data-
residency rules.

For policy-makers, the architecture suggests that inter-
pretable monitoring at operationally useful quality is achiev-
able without commercial platforms in the USD 0.5–2 M
annual range. As Kazakhstan integrates the Digital Tenge
with budget execution and public procurement, and as the

regulated crypto-asset market expands, a sovereign on-premise
pipeline can bridge traditional-banking monitoring with CBDC
and on-chain forensics. As Eurasian Economic Union pay-
ment integration deepens, shared open-source AML infras-
tructure could reduce systemic risk while preserving data
sovereignty—balancing FATF compliance against geopolitical
cloud-dependency constraints.

VI. LIMITATIONS AND FUTURE WORK

Limitations: (i) ground-truth suspicious-versus-not labels
are not yet available, so reported precision is qualitative
rather than statistical; (ii) typology thresholds are calibrated
against the evaluation corpus and may transfer poorly across
jurisdictions or customer segments; (iii) the NL2SQL interface
has not yet been evaluated with non-technical analyst users in
a controlled study; (iv) per-bank evaluation breakdowns and
longitudinal stability results are not reported in this paper for
confidentiality reasons.

Planned extensions include a labelled evaluation corpus de-
veloped in cooperation with domain supervisors; graph-based
counterparty analysis for cross-account schemes; extension
to cross-border remittance flows under EAEU integration;
and integration with on-chain data from regulated Kazakh
exchanges, in order to extend typology coverage to the crypto
on-ramp layer.
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