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Camera Onboarding at Scale — Runbook & Checklist

Discovery finds a camera; onboarding secures, configures, and manages it. Run the pipeline by template,
not by hand — at 600 cameras that is roughly 5 hours versus 50. A one-page operational map.

Discovery: four ways to find cameras across a segmented network

Method When it works Watch out for

Multicast WS-Discovery Cameras on the VMS's own VLAN / segment Stops at the first router
Discovery proxy / relay Cameras on other VLANs (managed mode) One relay per segment to run
Unicast range scan Across routers, when you have the ranges Slower; schedule it, avoid storms
Direct address import You already have an IP-address plan Often the fastest path at scale

The onboarding pipeline: six stages, by template

Stage Do this Prevents

1 Authenticate Replace the factory password first; set a strong, unique Credential sprawl, breach
credential

2 Secure identity Issue a certificate; enrol in 802.1X where the network uses  Untrusted devices at scale
it

3 Configure Set NTP time; set recording + sub-streams by ONVIF profile  Clock skew, stream surprises

4 Assign Name, location, and group per a naming convention An unsearchable haystack

5 Place Put on a recording server with measured headroom Server overload

6 Verify Confirm it records, both streams arrive, time + an event Phantom (non-recording)

cameras
Fleet hygiene: what keeps a large deployment healthy after day one
Topic Keep it healthy by Cadence
Credentials Strong, unique, recorded per camera; bulk-rotate when On staff change / policy
needed
Firmware Use campaign tooling; stagger pushes to spare site Track and patch security fixes
bandwidth
Certificates Track expiry and rotate before a certificate lapses Before expiry, automated
Discovery Scheduled, scoped scans — never a constant broadcast Avoid storms at scale
Verification Re-check that a sample of cameras still records correctly Routine audit

Rule of thumb: discover broadly, onboard by template, verify everything, and own firmware and certificates for the life of the fleet.
Replace the factory password before a camera ever touches the network — default credentials are how camera fleets get breached
(CISA TA16-288A). Sources: OASIS WS-Discovery 1.1; ONVIF Core Specification; IEEE 802.1X; NIST SP 1800-36; CISA TA16-288A;

Milestone XProtect system scaling.

Companion to: Camera Discovery and Onboarding at Scale
www.forasoft.com/learn/video-surveillance/articles-vms/camera-discovery-onboarding-at-scale
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Seven volumes, 9,000+ pages: encoding, streaming, audio and Al
for video products — from the pixel to production.

By Nikolay Sapunov, CEO at Fora Soft - Kindle & paperback on Amazon

Browse the handbook on Amazon -

NIKOLAY SAPUNOV

This runbook maps discovery, the six-stage onboarding pipeline and fleet hygiene for large camera
fleets. Our seven-volume handbook covers the video stack those cameras feed; start with Volume 6
for detection and video analytics, then Volume 7 for serving and real-time pipelines, and Volume 1

for codecs and bitrate.

WHAT YOU WILL FIND INSIDE

® Video analytics on camera streams (Vol. 6) ® Real-time pipelines and serving (Vol. 7)

® H.264 and H.265 bitrate and storage (Vol. 1) ® Edge vs cloud deployment (Vol. 6)

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

I Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
Vol. 3 - Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery

Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing

Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
| Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video
| Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Onboarding hundreds of cameras without a weekend of manual
setup?

We will script discovery, credentials and ONVIF profiles into a template pipeline and verify every
camera records. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -

Fora Soft - video & real-time Al engineering since 2005 - 250+ projects Fora Soft - www.forasoft.com
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