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ISO/IEC 23001-7 in one page — protection schemes, metadata boxes, DRM System IDs, and the four

pitfalls.

Protection schemes (ISO/IEC 23001-7:2023)

Scheme Cipher mode Pattern Where it ships Status in 2026

cenc AES-128 CTR Full subsample Legacy DASH-only Pre-2018 default — fading

cbhcs AES-128 CBC 1 of 10 (crypt=1, FairPlay-required, accepted Production default for
skip=9) by Widevine + PlayReady new pipelines

cbcl AES-128 CBC Full subsample Defined; not deployed Effectively unused

cens AES-128 CTR 10f 10 Defined; not deployed Effectively unused

Four CENC metadata boxes you must know

Box Location What it carries

schm moov/.../sinf/schm Four-letter scheme tag: cenc, cbcs, cens, cbcl
tenc moov/.../sinf/schi/tenc default_KID, default IV size, pattern parameters
pssh moov/pssh or MPD <cenc:pssh> One per DRM — SystemID + DRM-specific payload
senc moof/traf/senc (per fragment) Per-sample IVs and subsample byte counts

DRM System IDs (DASH-IF registry)

Widevine ‘- edef8ba9-79d6-4ace-a3c8-27dcd51d21ed
PlayReady - 9a04f079-9840-4286-ab92-e65be0885195
FairPlay - 94ce86fb-07ff-4f43-adb8-93d2fa968ca2

W3C Common - 1077efec-c0b2-4d02-ace3-3cle52e2fb4db
Each pssh box names exactly one System ID.

Manifest signalling

HLS EXT-X-KEY METHOD=SAMPLE-AES + KEYFORMAT. com.apple.streamingkeydelivery — FairPlay.
DASH <ContentProtection> on the AdaptationSet:
schemeldUri=urn:mpeg:dash:mp4protection:2011 value="cbcs" - cenc:default KID="..."

Plus one per DRM, with <cenc:pssh> child.

Four pitfalls

1. cenc-only encryption = locked out of FairPlay. 2. default KID byte-order mismatch (MS GUID vs
ISO). 3. pssh only in moov, not in MPD — hard CDN invalidation. 4. Same content key for the
whole catalogue.

Decision in one line

Encrypt once with cbcs. Sign for HLS and DASH off one set of CMAF segments. Place pssh data in the
manifest, not the init segment.

Companion to: '‘Common Encryption (CENC) in Depth'
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Video Streaming: A Complete Guide to
Video Delivery

From ABR and CDNs to Players, WebRTC, DRM, and the Economics of
Streaming
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VIDED STREAMING

ABR, CDNS, Players, WebRTC,

DRM, and Streaming Economics By Nikolay Sapunov, CEO at Fora Soft - 1,182 pages - Kindle & paperback on
Amazon

Read it on Amazon - amazon.com/dp/BOHH76ZYWC

- NIKOLAY SAPUNOV

This reference covers the four CENC schemes, the metadata boxes, DRM System IDs and the
pitfalls that lock out a platform. Volume 3 explains the protected delivery around it: DRM and
license flows, players across devices, ABR and CDN delivery, and the economics of streaming.

WHAT YOU WILL FIND INSIDE

® DRM systems and license flows ® Players across browsers and TVs

® ABR and CDN delivery ® QoE monitoring for protected streams

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
| Vol. 3 : Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video
Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Moving to one cbcs encryption for HLS and DASH across all
DRMs?

We will set up CMAF packaging, multi-DRM key delivery and signalling and test playback on

every target device. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -
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