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The PHI boundary for a telemedicine video stack: BAA-covered components inside, encrypted hops, segmented planes, an immutable audit spine — and a blinded

periphery outside.
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Outside, blind by design (no BAA): analytics via de-id gateway (§164.514) -
content-free push - email/SMS without clinical content

___________________________________________________________________

Companion to: 'The Compliance Architecture Pattern: How to Wrap a Video Stack in HIPAA'
www.forasoft.com/learn/telemedicine/articles-telemedicine/compliance-architecture-pattern-wrap-video-in-hipaa

THE SIX RULES — check what you already have

] Draw the PHI boundary first. Trace every data flow, including logs, crash

reports, and SDKs; the map is the artifact the proposed 2026 rule requires (90
FR 898).

Three component kinds only. BAA-covered, self-hosted, or blinded —
encryption without a contract is still a violation (45 CFR §164.502(e); OCR cloud
guidance).

Encrypt every hop and store; hold the keys apart. DTLS-SRTP for media,
TLS 1.2+/1.3 everywhere incl. internal hops, envelope encryption via KMS,
secrets in a manager with rotation.

Segment four planes. Media / application / data / admin, deny-by-default
crossings; the enumerated edges are your ePHI network map.

Audit as a cross-cutting service. Immutable, hash-chained, separate
credentials, synced clocks; the logs are PHI and live inside the boundary
(8164.312(b)).

] PHI stays out of the periphery. No identifiers in logs, URLs, analytics, push

payloads, support tickets, or stray backups — blind what you can (§164.514).

Run quarterly: the five-minute self-audit in the article. Re-verify the 2026 Security Rule status
(RIN 0945-AA22) — proposed as of 2026-06-11.
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GO DEEPER - THE 7-VOLUME HANDBOOK
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VIDEO ENGIN NG HANDBOOK

Handbook

Seven volumes, 9,000+ pages: encoding, streaming, audio
and Al for video products — from the pixel to production.

By Nikolay Sapunov, CEO at Fora Soft - Kindle & paperback on Amazon

Browse the handbook on Amazon -

NIKOLAY SAPUNOV

This card draws the PHI boundary for a telemedicine video stack and lists six rules to check it
against. Our seven-volume handbook covers every layer inside that boundary; start with Volume
3 for WebRTC, TURN and DRM, then Volume 7 for serving infrastructure and compliance.

WHAT YOU WILL FIND INSIDE
® WebRTC, TURN and SFU delivery (Vol. 3) ® DRM for stored recordings (Vol. 3)

® Serving infrastructure and cost (Vol. 7) ® Compliance and audit duties (Vol. 7)

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

I Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
| Vol. 3 - Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video

| Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Need a HIPAA-ready architecture for your telemedicine video
stack?

We will draw your PHI boundary, segment the planes, set up the audit spine and hand over an

architecture your compliance team can sign off. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -

Fora Soft - video & real-time Al engineering since 2005 - 250+ projects Fora Soft - www.forasoft.com


https://www.amazon.com/dp/B0HF4R78DN
https://www.amazon.com/dp/B0HF4R78DN
https://www.amazon.com/dp/B0HF52B65R
https://www.amazon.com/dp/B0HH8F4R82
https://www.amazon.com/dp/B0HH76ZYWC
https://www.amazon.com/dp/B0HH6PRZH1
https://www.amazon.com/dp/B0HH6XPY46
https://www.amazon.com/dp/B0HH6TKPZ1
https://www.amazon.com/dp/B0GX3DGBH4
https://calendly.com/vadim-fora-soft/30min
https://wa.me/971585396367
mailto:eager2develop@forasoft.com
https://www.forasoft.com

