
Multi-DRM Integration Reference Pack Fora Soft Learn
The protected-video architecture on one page: one protection boundary and five layers. Encrypt once with cbcs, keep every key inside the boundary, and gate every license. Engineering
guidance; specs and vendor capabilities change (ISO/IEC 23001-7, W3C EME, DASH-IF CPIX, PlayReady 4.8 / 2026) — re-verify live.
1 · THE PROTECTION BOUNDARY

Inside — content keys, key service (KMS), license server, and the entitlement
gate. The secrets.
Outside — encrypted segments on the CDN, the manifest, the player UI.
Designed to travel in the open.
The only reach outside your walls is the device's decryption module (CDM);
keys arrive there wrapped.
DRM protects the bytes, not the screen — a camera pointed at a display is
past the boundary.

2 · ENCRYPT ONCE + KEY HANDOFF

Encrypt once with cbcs CENC (ISO/IEC 23001-7), packaged as CMAF — one
encode serves every device.
cenc (AES-CTR) breaks FairPlay; cbcs plays on all three systems. Decide cbcs
on day one or re-encode later.
Keys move via DASH-IF CPIX (often AWS SPEKE) from the key service to the
packager — signed, not by hand.
The key never touches the player code, the manifest, or the network in the
clear.

3 · LICENSE + CLIENT LAYER

One multi-DRM license server issues Widevine, PlayReady, and FairPlay
licenses from the same encode.
License proxy + entitlement gate check rights, window, region, and
concurrency BEFORE a key is issued.
Browser playback uses W3C EME + MSE; the CDM decrypts out of reach of
your code.
Security level controls resolution — L1 / SL3000 / FairPlay + HDCP 2.2+ for
4K; software DRM is capped to SD.

4 · INTEGRATION READINESS CHECKLIST

cbcs / CMAF chosen and FairPlay verified on a real Apple device, not just
Android/Windows.
CPIX / SPEKE handoff wired; KMS access locked down; no content key in any
client log or manifest.
Proxy + entitlement own the boundary — every license request passes the
rights check first.
Security-level → resolution policy enforced, with HDCP 2.2+ required for
premium tiers.
Watermarking + anti-piracy loop in place for premium/live; revocation plan
ready (PlayReady 4.8, 2026).

THE ONE RULE — ENCRYPT ONCE, KEEP KEYS INSIDE THE BOUNDARY, GATE EVERY LICENSE

A content-protection architecture is one protection boundary plus five layers. The boundary separates the secrets — content keys, the key service, the license server, and the
entitlement gate — from the encrypted segments that travel in the open; the only place it reaches outside your walls is the device's decryption module, where keys arrive
wrapped. Layer 1 encrypts the catalog once with the cbcs scheme of Common Encryption (ISO/IEC 23001-7) packaged as CMAF, because cenc breaks FairPlay and the fix is a full
re-encode. Layer 2 keeps keys in a key service and hands them to the packager through DASH-IF CPIX (often AWS SPEKE), never to the player. Layer 3 issues Widevine,
PlayReady, and FairPlay licenses from one encode through a proxy and an entitlement gate that check rights before any key is released. Layer 4 plays through W3C EME, where
the device's module decrypts at a security level that sets the resolution — hardware level plus HDCP 2.2+ for 4K. Layer 5 adds forensic watermarking and an anti-piracy operations
loop, because protection is a loop, not a wall: it raises the pirate's cost and defends the high-value window, but it does not eliminate piracy.

www.forasoft.com/learn/ott/articles-ott/drm-content-protection-reference-architecture
Companion to: 'The DRM and Content-Protection Reference Architecture'
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GO DEEPER · THE 7-VOLUME HANDBOOK

Fora Soft Video Engineering
Handbook
Seven volumes, 9,000+ pages: encoding, streaming, audio
and AI for video products — from the pixel to production.
By Nikolay Sapunov, CEO at Fora Soft · Kindle & paperback on Amazon

Browse the handbook on Amazon →

This pack draws the protection boundary and the five layers of a protected video platform. Our
seven-volume handbook covers that stack end to end: start with Volume 3 for DRM, players and
EME, then Volume 2 for CMAF packaging and ingest and Volume 1 for the encode you protect.

WHAT YOU WILL FIND INSIDE

DRM, licence servers and security levels EME and MSE playback in the browser

CMAF packaging with cbcs encryption Encoding ladders for premium and 4K tiers

THE FULL HANDBOOK · 7 VOLUMES · 9,000+ PAGES · ALL ON AMAZON

Vol. 1 · Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and AI
Vol. 2 · Video Streaming I — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
Vol. 3 · Video Streaming II — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 · Audio for Video I — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 · Audio for Video II — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 · AI for Video I — models and inference, computer vision, speech, search, generative video
Vol. 7 · AI for Video II — real-time pipelines, agents, serving, cost, compliance, verticals

Designing content protection that will pass a studio review?
We will review your key handoff, licence gate and watermarking plan and mark each gap
against the five layers. 250+ video products shipped since 2005.

Book a 30-min call → WhatsApp → Email us →
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