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On-Prem Storage Architecture Decision Guide

Turn a storage number into hardware that survives a disk failure. Pair with the article and your own retention rules.

Step 1 - where the disks sit: DAS, NAS, or SAN

Topology Access level Live recording? Best for

DAS Local disk (SATA / SAS) Yes - the default Small / mid single-recorder NVR
NAS File (SMB / NFS) Rarely - too slow Back-end archive tier

SAN Block (iSCSI / FC) Yes - built for it Large multi-recorder, shared pool

Step 2 - how the disks are grouped: RAID level

RAID Usable Survives Write pen. Surveillance fit

RAID 0 100% 0 failures x1 Never - one disk lost loses all
RAID 1 50% 1 failure X2 Small single-recorder NVR

RAID 5 (n-1)/n 1 failure x4 Small arrays / smaller drives only
RAID 6 (n-2)/n 2 failures X6 The default for large arrays

RAID 10 50% 1 per mirror X2 Write-heavy, fast-rebuild priority

Size for two budgets, not one

Capacity budget (from the retention math): bitrate x cameras x days, grossed up for RAID parity + 80%-fill headroom (~1.4-1.6x). Throughput
budget: total camera bitrate x RAID write penalty. Example: 40 cameras x 4 Mbps = 160 Mbps = 20 MB/s of continuous writes; on RAID 6 (x6
penalty) the disks do up to ~120 MB/s of raw work, non-stop. Plan disk COUNT from throughput, disk SIZE from capacity, take whichever needs
more disks. A hardware controller with battery-backed write cache absorbs the bursts.

Surveillance drives: CMR, never SMR

Use surveillance-rated drives (WD Purple, Seagate SkyHawk): workload 180-550 TB/year vs ~55 for a desktop drive, vibration tolerance for
many-bay chassis, streaming firmware that prioritizes writing the stream. They are always CMR. NEVER put an SMR (shingled) drive in a
surveillance array - under sustained writes or a rebuild it stalls below ~10 MB/s and the controller ejects it. Check the model's CMR/SMR status
before every purchase.

The failure that matters: a disk drops mid-incident

RAID keeps recording (degraded) - but the rebuild is the danger window: 12-24 h on large drives, days on a busy or SMR array, and the array is
still degraded. On RAID 5 a second failure OR an unrecoverable read error (URE) during rebuild loses the array; reading ~44 TB across a 5x12
TB rebuild approaches the consumer URE limit. Defenses: RAID 6 (or RAID 10), a hot spare so the rebuild starts at once, and 20-30% throughput
headroom so degraded mode still records every frame.

Your array - fill in the two budgets and the choices

Item Your value Item Your value
Cameras x bitrate ___X____ Mbps Topology (DAS/NAS/SAN)

Write load (MB/s) RAID level

Retention (days) ____days Usable TB needed 1B
Raw TB (x1.5) ___TB Drives + hot spare +

Illustrative 2026 figures (vendor datasheets; standard RAID write penalties and URE rates). Drive specs, prices, and rebuild times vary by model and load -
re-validate against live datasheets. Confirm retention limits with your retention policy and qualified counsel.

Companion to: On-Prem Storage Architecture (NVR, SAN, NAS, and RAID) Fora Soft - www.forasoft.com

www.forasoft.com/learn/video-surveillance/articles-vms/on-prem-storage-nvr-san-nas-raid



Fora Soft Learn

GO DEEPER - THE 7-VOLUME HANDBOOK

VIDEO ENGINEERING HANDBOOK Fora SOft Video Engineering

VIDEO ENGIN NG HANDBOOK

| VIDEDENCODING

Handbook

Seven volumes, 9,000+ pages: encoding, streaming, audio and Al
for video products — from the pixel to production.
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By Nikolay Sapunov, CEO at Fora Soft - Kindle & paperback on Amazon

Browse the handbook on Amazon -

NIKOLAY SAPUNOV

This guide turns a storage number into DAS, NAS or SAN, a RAID level and drives that survive a
rebuild. Our seven-volume handbook covers the video stack around it: start with Volume 1 for
codecs and the bitrates that set your capacity, then Volume 6 for analytics on recorded video and
Volume 7 for retention and compliance rules.

WHAT YOU WILL FIND INSIDE

® H.264 and HEVC bitrates that drive storage size ® Rate control and quality per stored gigabyte

® Search and analytics over a video archive ® Retention, residency and biometric data rules

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

I Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
Vol. 3 - Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery

Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing

Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
| Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video
| Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Designing storage for a large camera estate?

We will size capacity and write throughput from your cameras and retention, pick the RAID layout,
and check rebuild risk on your drives. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -

Fora Soft - video & real-time Al engineering since 2005 - 250+ projects Fora Soft - www.forasoft.com
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