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ONVIF-vs-SDK Decision Guide
ONVIF is a floor, not a ceiling. Use ONVIF wide; reach into a vendor SDK only where a feature earns the integration cost
and the lock-in. A one-page map for deciding per camera model.

What ONVIF guarantees vs what needs the vendor SDK

Capability ONVIF baseline Vendor SDK

Discovery + live streaming Yes - Profile S / T (H.264 / H.265) Yes - full control

Edge recording + replay Yes - Profile G Yes

Standardized events / metadata Yes - Profile M (object class) Yes - native, richer fields

Deep analytics tuning No - output only, not tuning Yes - zones, sensitivity, lists

Native edge events, low latency Partial - often polled Yes - event-driven push

Fleet device management No Yes - firmware, certs, health

On-camera applications No Yes - e.g. Axis ACAP

What each major vendor SDK unlocks beyond ONVIF

Vendor SDK / API Style Unlocks beyond ONVIF

Axis VAPIX + ACAP HTTP API + on-camera apps Full device control; run your own / 3rd-party analytics on
the camera

Hikvision ISAPI + HCNetSDK HTTP/REST + binary SDK Deep config, playback, PTZ, alarms, remote
management (SDK needs a signed license)

Dahua HTTP API + NetSDK HTTP/REST + binary SDK Login, live, playback, PTZ, alarm reporting, device search
across IPC/NVR

Hanwha SUNAPI HTTP/CGI API Image tuning, advanced events/analytics, storage,
network and security config

Bosch Video SDK + RCP+ Binary SDK + RCP+ protocol Unit configuration and deep integration; RCP+ over CGI
where the SDK does not fit

Questions to ask - per camera model

Topic Ask the vendor and your VMS

Baseline Which ONVIF profile (S / T / G / M), and which features quietly need the vendor SDK?

VMS driver Does my VMS ship a deep device pack for this exact model - or only generic ONVIF?

Analytics Is the analytic configurable over the standard, or only through the vendor SDK?

Events Do I need event-driven push (SDK) latency, or is polled ONVIF good enough?

Management Firmware, certificate, and fleet management - standard, SDK, or vendor service?

Lock-in If I drop this vendor later, how much of the integration is non-portable?

Maintenance Who re-tests the SDK integration across each firmware and SDK update?

Rule of thumb: ONVIF everywhere as the baseline that keeps your long tail of cameras cheap; a vendor SDK (or a deep VMS device pack) only on the
cameras whose advanced features you actually use. "ONVIF-conformant" is not "fully featured over ONVIF". Sources: ONVIF Profiles / Profile T; Axis
ACAP / VAPIX; Hikvision ISAPI / HCNetSDK; Dahua NetSDK; Hanwha SUNAPI; Bosch RCP+; Milestone MIP SDK.
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Fora Soft Video Engineering
Handbook
Seven volumes, 9,000+ pages: encoding, streaming, audio and AI
for video products — from the pixel to production.
By Nikolay Sapunov, CEO at Fora Soft · Kindle & paperback on Amazon

Browse the handbook on Amazon →

This guide maps what ONVIF guarantees, what each vendor SDK adds and what to ask per camera
model. Our seven-volume handbook covers the stack behind those features: start with Volume 6 for
on-camera detection and model deployment, then Volume 7 for real-time analytics pipelines and
Volume 1 for the codecs every camera streams.

WHAT YOU WILL FIND INSIDE

On-camera models and edge deployment
topologies

Detection, tracking and analytics events

Real-time pipelines and their latency budgets H.264 and H.265 encoding in IP cameras

THE FULL HANDBOOK · 7 VOLUMES · 9,000+ PAGES · ALL ON AMAZON

Vol. 1 · Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and AI
Vol. 2 · Video Streaming I — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
Vol. 3 · Video Streaming II — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 · Audio for Video I — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 · Audio for Video II — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 · AI for Video I — models and inference, computer vision, speech, search, generative video
Vol. 7 · AI for Video II — real-time pipelines, agents, serving, cost, compliance, verticals

Deciding where ONVIF ends and vendor SDKs begin?
We will map your required features per camera model, estimate the SDK integration and lock-in
cost, and design a driver layer that keeps the rest on ONVIF. 250+ video products shipped since
2005.

Book a 30-min call → WhatsApp → Email us →
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