Fora Soft Learn
RPM Anomaly-Detection Safety & Compliance Checklist

Run a remote-patient-monitoring anomaly-detection feature through the four gates before you ship it. Engineering
guidance, not legal advice — confirm specifics with counsel.

| GATE 1 - THE CLAIM LINE (wellness vs | GATE 3 - PHI BOUNDARY (the model is a
device) business associate)
Alert describes wellness/a trend, not a named disease N Signed BAA with the model provider before any
(FDA General Wellness) reading is sent (164.502(e))
No directive 'do X now' to the patient unless built as a | BAA covers the exact enterprise service/tier — not
regulated device 'the vendor offers one'
Clinician-facing trends are support; patient-facing 0 No-training clause: patient readings never train the
alerts are a device by default vendor's future models
Time-critical 'deterioration' alarms are treated as | Free consumer Al endpoints blocked for any
device software (FDA CDS) identifiable reading
Intended use and claims, not the algorithm, decide | Analytics outside the clinical loop run on de-identified
device status (SaMD) data (164.514(b))
I GATE 2 - ALERT FATIGUE (suppress the I GATE 4 - BIAS + THE RECORD + RED FLAGS
noise)

O Alert performance tested across patient subgroups
Personalized baseline per patient, not one fixed (skin tone, age, body type)
threshold for all

Trend detection catches slow drift; a noise filter drops
obvious non-events

Known device bias handled (e.g. pulse oximetry reads
high on darker skin)

(45 CFR 92.210)

RED FLAG: a patient-facing auto-alert that names or
predicts a disease

RED FLAG: fixed-threshold flood that buries the one
False-alarm rate is measured and tracked, not true alert in false ones
assumed

triages, not auto-fired

Alert volume is sized to what the care team can

L]
0 Bias risks identified and mitigated per Section 1557
L]
actually act on
y L]

O
0 Alerts are ranked and routed to a clinician who
Il
Il

THE ONE-LINE RULE

Remote patient monitoring streams home readings to a care team, and Al anomaly detection finds the ones that matter —
but the same alert is a harmless wellness nudge or a regulated medical device depending on what it claims and who it
speaks to. Keep the claim on the wellness or clinician-support side of the FDA line: a trend a clinician reviews is support,
while a patient-facing, time-critical, or disease-naming alert is a device. The bigger day-to-day problem is alert fatigue —
monitoring alarms are false 80-99% of the time in studied settings — so suppress noise with personalized baselines, trend
detection, and a clinician triage step instead of adding sensitivity. Every reading is Protected Health Information, so the
model is a business associate that needs a signed BAA with a no-training clause before it sees data, and every anomaly
model must be tested for bias across patient groups because it is only as fair as its data and its devices.

Companion to: 'Remote Patient Monitoring and Anomaly Detection'
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Handbook

Seven volumes, 9,000+ pages: encoding, streaming, audio
and Al for video products — from the pixel to production.

By Nikolay Sapunov, CEO at Fora Soft - Kindle & paperback on Amazon

Browse the handbook on Amazon -

NIKOLAY SAPUNOV

This checklist runs an RPM anomaly-detection feature through the claim line, alert fatigue, PHI
and bias gates. We wrote seven volumes on the video stack. Volume 7 covers Al in production:
serving, cost per stream-hour, regulation and healthcare playbooks; Volumes 3 and 1 cover
delivery and encoding.

WHAT YOU WILL FIND INSIDE

® Al requlation and compliance in production ® Healthcare vertical playbooks

® Serving models and cost per stream-hour ® Real-time pipelines and monitoring

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

| Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
I Vol. 3 : Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video

| Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Adding anomaly detection to a remote patient monitoring
product?

We will scope the claim line with you, build triage-first alerting with personalized baselines, and
keep PHI inside a BAA-covered boundary. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -

Fora Soft - video & real-time Al engineering since 2005 - 250+ projects Fora Soft - www.forasoft.com
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