SRT Contribution Checklist
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Configure SRT for any public-internet contribution path - 2026 defaults - field-tested

Latency window
= 4x RTT, then add jitter margin

Wired RTT 20-40 ms - set 200-500
same-country ms

Transatlantic fibre RTT 80-120 ms - set 800-1200

ms
4G/5G mobile RTT 30-200 ms - set
uplink 1500-2500 ms

RTT 500-700 ms - set
4000-8000 ms

Geo satellite

Encryption
AES-128 / AES-256 in CTR mode

Passphrase 32+ random chars, rotated,
secrets manager

Key size AES-128 default - AES-256 if
compliance demands

CPU cost Negligible on AES-NI hardware

Watch out for '‘password' / 'test1234'

passphrases — never

Pre-flight SRT contribution checklist

Connection mode

Caller / Listener / Rendezvous

Standard ingest Caller (encoder) - Listener

(server)

Cloud-hosted
encoder

Listener (encoder) « Caller
(receiver)

Symmetric-NAT
both sides

Rendezvous (both initiate)

Watch out for Listener-to-listener and bare

caller-to-caller fail

The SRT rule of thumb

On a 90 ms-RTT path with 2% packet loss, RTMP
halves the send rate from 8 Mbps to 4 Mbps for
several seconds per loss event; SRT with a 400
ms latency window recovers via single-packet
NAK and keeps the send rate at 8 Mbps. The
trade is configurable latency for reliable bitrate
— sized to the worst-case RTT on the path.

Walk through every box before showtime. Every one of these has caused a production incident at least once.

(J Measure baseline RTT and packet loss on the

production uplink for 10 minutes — not the office

Ethernet.

[J Set latency on BOTH ends to the same value. The

negotiated budget is the max of the two;
mismatch silently breaks recovery.

(J Size the latency window to 4x worst observed
RTT plus jitter margin. Default 120 ms is rarely
enough.

(J Enable encryption: AES-128 with a 32-character

random passphrase stored in a secrets manager.

(J Open outbound UDP on the chosen port at the
encoder-side firewall. Many corporate networks
block UDP by default.

(0 Use caller-listener topology whenever one side

has a stable public address. Avoid rendezvous
unless symmetric NAT forces it.

(J Configure MTU/MSS to match the path. Default

1316 bytes works on standard Ethernet; lower it
inside a VPN tunnel.

(J Monitor retransmission rate. Healthy < 0.5%;

investigate at 1%; alarm at 5%. Stats are free —
read them.

(J Test SRTLA bonding ahead of show day if mobile

contribution. BELABOX is the de-facto standard
sender.

(J Stand up a backup encoder on a backup uplink.

The cheapest redundancy in the entire pipeline.

SRTLA (SRT Link Aggregation) — for mobile and IRL

Bonds 2-6 cellular modems into one SRT stream. Developed by the BELABOX project; now the de-facto
standard for mobile contribution. Standard SRT latency budget rises to 4000-8000 ms to absorb cross-modem
jitter. Aggregate bandwidth = sum of all links; failure of any single carrier is absorbed by the others.

Companion to: 'SRT: The Professional Standard for Public-Internet Contribution'
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VlDEO STREAMlNG From Network Protocols and Transport to Ingest, HLS, and MPEG-DASH

e By Nikolay Sapunov, CEO at Fora Soft - 1,124 pages - Kindle & paperback on
Ingest, HLS, and MPF?GVDVASH Amazon

Read it on Amazon - amazon.com/dp/BOHH8F4R82

- NIKOLAY SAPUNOV

This checklist sizes SRT latency, picks the connection mode and encryption, and runs the
pre-flight steps before showtime. Volume 2 covers contribution in depth: SRT, RIST and RTMP
ingest, UDP transport and loss recovery, NAT traversal and the glass-to-glass latency budget.

WHAT YOU WILL FIND INSIDE

® Ingest with SRT, RIST and RTMP ® Loss recovery and latency windows

® NAT traversal for contribution ® Glass-to-glass latency budgets

THE FULL HANDBOOK - 7 VOLUMES - 9,000+ PAGES - ALL ON AMAZON

Vol. 1 - Video Encoding — pixels and color to H.264, HEVC, AV1, quality metrics and Al
I Vol. 2 - Video Streaming | — network transport, contribution and ingest, HLS, MPEG-DASH, CMAF
Vol. 3 - Video Streaming Il — ABR, CDNs, players, WebRTC, DRM and the economics of delivery
Vol. 4 - Audio for Video | — PCM, codecs, loudness, accessibility, real-time voice processing
Vol. 5 - Audio for Video Il — jitter buffers, lip sync, Atmos, quality metrics, neural codecs
Vol. 6 - Al for Video | — models and inference, computer vision, speech, search, generative video

Vol. 7 - Al for Video Il — real-time pipelines, agents, serving, cost, compliance, verticals

Need reliable live contribution over the public internet?

We will size SRT latency to your measured paths, set up encryption and bonding, and test
failover before your first event. 250+ video products shipped since 2005.

Book a 30-min call » WhatsApp -

Fora Soft - video & real-time Al engineering since 2005 - 250+ projects Fora Soft - www.forasoft.com
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