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When critical intellectual property is stolen, identify the leak source

Average pharmaceutical leaks can cost millions of dollars, harm competitive position, and challenge critical
partnerships. EchoMark provides definitive leak attribution in minutes, even from a printed photo of areport.

EchoMark embeds invisible, individualized watermarks into every clinical summary, regulatory filing, and trial protocol -
so when your research data surfaces at a competitor, you have forensic evidence of who leaked it.
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HOW IT WORKS
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Watermark Leak occurs Upload artifact Definitive answer
EchoMark silently embeds A screenshot, photo, Submit the leaked artifact Identify whose copy was
invisible watermarks into 5 printout, or forwarded file 5 into EchoMark’s 5 leaked, with aconfidence
every email, document, appears outside your investigation tool score and chain of

image, and screen organization custody

RECENT LEAKS

Miami healthcare provider employee Former Nuance employee sentenced J&J files trade secret lawsuit against
used phone to take photos of for 1.2 Million-record Geisinger former oncology employee linked to
confidential patient profiles Health System data breach Summit Therapeutics
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WHAT WE PROTECT

Protection surfaces Leak types we can trace

@& Email body & attached documents ‘ Phone photos of screens or printouts
® PDFsandimages @ Screenshots

@ Ssecure file sharing via link (SecureView) ‘ Printed and photocopied documents
Q Plaintextand HTML content ‘ Copy-pasted or retyped text

@ Screens ‘ Forwarded files and re-shared links

Invisible watermarking v
Visible watermarking v v v v
Watermark attachments (PDF/image) v v v
Survives photos & printouts v v v v
Survives re-typing on other devices v
Analytics & viewership tracking v
Track forwards & replies v
DEPLOYMENT OPTIONS & INTEGRATIONS
o Multi-tenant SaaS o No client software required o Microsoft Purview integration
o Single-tenant SaaS o SSO / identity integration o PoliteMail integration
o On-premises o Microsoft Exchange integration
o Air-gapped environments o Google Workspace integration

=™ Microsoft 365 Google Workspace PoliteMail
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