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Company Information

Founded: 2014

Headquarters: Prague, Czech Republic

Funding: Seed funding

Market Segment: Authentication

Licensing Model: Subscription

Geographic Focus: EMEA, APAC, and Latin America

Market Segment Overview

The authentication solutions market for financial institutions is undergoing rapid
transformation, driven by the need for enhanced security, regulatory compliance, and
improved user experience. Strong encryption methods protect against unauthorized access,
reducing the risk of credential theft, phishing attacks, and man-in-the-middle (MITM) attacks.
However, the rise of quantum computing threatens to break widely used cryptographic
algorithms, rendering traditional authentication methods vulnerable. As a result, post-
quantum cryptography (PQC) is becoming a key focus area for ensuring long-term security
resilience against future threats from quantum computing.

Vendor Description

Waultra, founded in 2014 and headquartered in Prague, Czech Republic, is an emerging
player in the authentication solutions space. The company focuses on providing secure
authentication technologies tailored to financial institutions. With a strong emphasis on PQC,
Waultra differentiates itself through its proprietary authentication solutions designed to protect
against emerging cybersecurity threats. The company primarily serves large banking groups,
financial technology (fintech) companies, and digital identity providers in Central and Eastern
Europe, with a growing global presence.

Solution Overview and Innovation

Waultra provides authentication solutions designed specifically for financial institutions,
ensuring compliance with regulations such as the Payment Services Directive 2 (PSD2). Its
solutions include mobile-first authentication, in-app protection, advanced facial biometrics,
and personal identity devices, all of which are designed to enhance security while
maintaining a smooth user experience. By focusing on strong cryptographic methods and
security-by-design principles, Wultra enables financial organizations to protect customer
identities and transactions. For example, Wultra's solution successfully enhanced the
security of Portu, an investment platform based in the Czech Republic, by replacing
vulnerable SMS OTPs with a robust, compliant authentication method, providing stronger
fraud prevention and security.
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Woultra’s most notable innovation is its post-quantum authentication framework. Unlike
competitors that focus on post-quantum readiness, Wultra has proactively incorporated
cryptography into its authentication stack that has been approved by the US National
Institute of Standards and Technology (NIST), which develops and promotes cryptographic
standards and best practices to enhance cybersecurity. The solution also employs hybrid
cryptographic models that combine classical encryption methods with quantum-resistant
techniques, ensuring cryptographic agility and long-term security resilience. This positions
Waultra as a frontrunner in preparing financial institutions for the security challenges posed by
guantum computing advancements.

Waultra has demonstrated a strong product-market fit, particularly among financial institutions
in Central and Eastern Europe. The company’s authentication technology is widely adopted
by major banking groups, including Raiffeisen Bank International and OTP Group. Wultra's
partnership strategy strengthens its market position by integrating its authentication
framework with leading identity verification providers. The increasing regulatory emphasis on
post-quantum security, driven by entities such as the European Union Agency for
Cybersecurity (ENISA), further enhances Wultra’s market relevance as financial institutions
seek future-proof authentication solutions.

Strengths and Challenges
Strengths:

o Established partnerships with major financial institutions and fintech providers.

e Solutions certified to meet stringent security standards, including compliance with
European financial regulations.

e One of the first vendors to address the potential challenges of quantum computing
attacks.

e Hybrid cryptographic model allows for flexible upgrades and adaptability to evolving
security requirements.

e A commitment to continuous research and innovation in cryptographic security and
fraud prevention.

Challenges:

e Faces competition from established vendors which have larger market presence and
resources.

e While strong in Central and Eastern Europe, expansion into other regions, including
North America, remains a challenge.

e Transitioning customers from legacy authentication solutions to post-quantum
authentication requires re-enrollment processes, which may pose adoption hurdles.
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Analyst’s View

The authentication market is shifting towards post-quantum security as regulatory bodies and
industry leaders recognize the potential impact of quantum computing on traditional
cryptographic methods. Wultra has positioned itself as an early leader in this space, offering
a commercially viable post-quantum authentication solution. As regulatory mandates evolve,
financial institutions will need to adopt quantum-resistant security measures, providing Wultra
with a significant growth opportunity. However, to scale effectively, Wultra must continue to
build strategic partnerships and expand its presence beyond its core European markets. With

©2025 KUPPINGERCOLE ANALYSTS AG 4



sHuUuppingercoie RISING STAR REPORT: 81431
ANALYSTS
Rising Star Wultra

its strong technological foundation and early-mover advantage, Wultra is well-placed to
capitalize on the industry's transition towards post-quantum security.

Related Content from KuppingerCole

About KuppingerCole

KuppingerCole, founded in 2004, is a global, independent analyst organization
headquartered in Europe. We specialize in providing vendor-neutral advice, expertise,
thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM (ldentity
and Access Management), Cloud Risk and Security, and Atrtificial Intelligence, as well as for
all technologies fostering Digital Transformation. We support companies, corporate users,
integrators, and software manufacturers in meeting both tactical and strategic challenges and
making better decisions for the success of their business. Maintaining a balance between
immediate implementation and long-term viability is at the heart of our philosophy.

Copyright

© 2025 KuppingerCole Analysts AG. All rights reserved. Reproducing or distributing this publication in any form is prohibited
without prior written permission. The conclusions, recommendations, and predictions in this document reflect KuppingerCole's
initial views. As we gather more information and conduct deeper analysis, the positions presented here may undergo
refinements or significant changes. KuppingerCole disclaims all warranties regarding the completeness, accuracy, and
adequacy of this information. Although KuppingerCole research documents may discuss legal issues related to information
security and technology, we do not provide legal services or advice, and our publications should not be used as such.
KuppingerCole assumes no liability for errors or inadequacies in the information contained in this document. Any expressed
opinion may change without notice. All product and company names are trademarks ™ or registered® trademarks of their
respective holders. Their use does not imply any affiliation with or endorsement by them.

KuppingerCole Analysts supports IT professionals with exceptional expertise to define IT strategies and make relevant
decisions. As a leading analyst firm, KuppingerCole offers firsthand, vendor-neutral information. Our services enable you to
make decisions crucial to your business with confidence and security.

Founded in 2004, KuppingerCole is a global, independent analyst organization headquartered in Europe. We specialize in
providing vendor-neutral advice, expertise, thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM
(Identity and Access Management), Cloud Risk and Security, and Artificial Intelligence, as well as technologies enabling Digital
Transformation. We assist companies, corporate users, integrators, and software manufacturers to address both tactical and
strategic challenges by making better decisions for their business success. Balancing immediate implementation with long-term
viability is central to our philosophy.
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