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Slack Stakeholders in educational setting

Understanding how data is being communicated across slack

allows members of your organi zation to 
work with people from outside your company. To work in 
channels together, each organization must be using a 
paid Slack plan.


How educational organisations uses slack

Course communicatio
Student suppor
Remote learnin
Announcements & update
Faculty collaboratio
Departmental Communicatio

irtual Conference/event
Collaboration with eternal partner
File sharing collaboration

https //medium.com/privacy-focused/the-basics--key-
stakeholders-in-data-protection-
acacdaftetWhenapersonaldataproc
essing,andthedataprotectionauthority.

Stakeholders in data protection

Is Slack AI following the same privacy eco-system as per 
mentioned in the stakeholders in the data protection?

In the latest pdf of slack aI it is mentioned that third-party AI 
apps that are available now on the Slack platform like claude 
AI for Slack enterprise Grid users.

If Slack has AI what is the need for third-party AI apps like 
Claude, ChatGpt..etc

Ethics of Artificial Intelligence inEducation 
Student Privacy andData Protectio

Snehashish De

Summary 

Snehashish De

This article provides guidance to schools and 
districts on protecting student data privacy when 
utilizing online educational technologies and 
services.


Biheng

Snehashish De

Summary 

The study eplores the implementation of Slack 
as a computer-mediated communication tool to 
support peer interactions among higher education 
students during a Masters thesis seminar. 
Positive perceptions among students included its 
suitability for seeking assistance, ease of use, and 
benefits in fostering a relaed environment for 
communication and information sharing. 
Challenges identified included concerns about 
information overload, decentralized 
communication tools, and privacy/security issues. 
While students engaged in practical and technical 
support, thesis-related discussions were less 
common. From an instructional perspective, Slack 
was deemed beneficial for time management and 
fostering personal interactions, despite 
challenges such as its informal status and 
compatibility issues with university systems.

Snehashish De

This school relies on Slack as its central 
communication hub, facilitating collaboration 
streamlining tasks, managing incidents, and 
integrating essential apps, ultimately enhancing 
the peer-to-peer learning eperience .


Biheng

How ASU powers the modern learning eperience 
with Slac

Benefits
Enhanced Collaboration Slack provides a 
digital platform for students and faculty to 
collaborate in real time, facilitating 
communication, information sharing, and 
project coordination.

Fleible Learning Environment By integrating 
Slack into coursework, ASU creates a fleible 
learning environment where students can 
engage with course materials, interact with 
peers, and receive feedback from instructors 
outside of traditional classroom settings.

Streamlined Communication Slack channels 
serve as digital spaces for organizing 
discussions, sharing resources, and 
coordinating activities related to specific 
courses or projects, promoting efficient 
communication and information echange 
among students and faculty.

Continuous Feedback Loop Faculty members 
use Slack to solicit feedback from colleagues 
and students, enabling them to iteratively 
refine course content, teaching methods, and 
learning objectives throughout the semester.

On-the-Go Access The mobile app enables 
students and faculty to stay connected and 
participate in discussions, even when they are 
not physically present on campus, fostering 
engagement and participation in remote 
learning environments

Challenges
Adoption and Integration While Slack offers 
numerous benefits, integrating it into 
educational practices requires faculty and 
students to adapt to new communication tools 
and workflows, which may pose challenges 
related to adoption and usage.

Digital Literacy Effective use of Slack depends 
on students and facultys digital literacy skills, 
including their ability to navigate the platform, 
participate in online discussions, and leverage 
its features to support teaching and learning 
activities.

Privacy and Security Educators must consider 
privacy and security implications when using 
Slack to communicate and share sensitive 
information, such as student data or course 
materials, to ensure compliance with 
institutional policies and regulations.

Accessibility Ensuring equitable access to 
Slack for all students, including those with 
disabilities or limited internet connectivity, 
requires educators to consider accessibility 
features and alternative communication 
channels to accommodate diverse learning 
needs

Snehashish De

Summary 

Arizona State University AS U) utilizes Slack to 
enhance collaboration, create a fleible learning 
environment, streamline communication, enable 
continuous feedback loops, and provide on-the-
go access for students and faculty. However, 
challenges such as adoption and integration, 
digital literacy, privacy and security concerns, and 
accessibility issues need to be addressed to fully 
leverage the benefits of Slack in educational 
practices..

Snehashish De

The school  relies on Slack as its central 
communication hub, facilitating collaboration 
streamlining tasks, managing incidents, and 
integrating essential apps, ultimately enhancing 
the peer-to-peer learning eperience .


Biheng

Slack AI way of dealing with privacy 
currently and concerns related to data 
privacy?

Snehashish De

Summary 
Slacks approach to designing AI is guided by 
principles such as immediate value, transparency, 
privacy, fleibility, and relevant contet. They 
prioritize transparency to build trust with users 
and emphasize that user data is not used for 
commercial purposes, ensuring privacy and 
security. However, concerns regarding Slacks 
privacy include lack of end-to-end encryption, 
vulnerabilities in third-party integrations, and the 
retention of searchable message histories. Slacks 
privacy policy outlines data collection, 
processing, sharing, and disclosure practices, 
along with measures to ensure security and 
compliance with privacy laws. Their privacy 
principles for AI and machine learning focus on 
data segregation, access controls, customer 
choice, privacy protection techniques, and 
confidentiality obligations to safeguard user data 
while improving service functionalities.

Snehashish De

https //teachingcommons.stanford.edu/news/
best-ways-use-slack-teachin

Snehashish De

Summar
Slack offers several benefits for teaching, 
including facilitating project collaboration, 
providing a platform for project feedback, 
enabling communication among teaching teams, 
and serving as a space for announcements and 
resource sharing. However, its effectiveness may 
vary depending on factors like students 
familiarity with the platform and the specific 
teaching contet. While Slack can simulate a 
professional work environment and promote 
engagement, instructors should consider its 
limitations, such as challenges with anonymity, 
grading, and in-person chat, when deciding 
whether to integrate it into their teaching 
practices.

Snehashish De

https //slack.com/trust/data-management/
privacy-principle

Snehashish De

Summar
The privacy principles outlined by Slack for 
search, learning, and artificial intelligence 
demonstrate a commitment to safeguarding user 
data while leveraging AI capabilities to enhance 
user eperience. Eamples of use cases include 
channel recommendations, search results 
improvement, autocomplete suggestions, and 
emoji recommendations, all achieved without 
accessing specific customer data. Slack ensures 
data segregation across workspaces, implements 
technical controls to protect user content, and 
provides users with the choice to eclude their 
data from contributing to global models, 
emphasizing transparency and user control over 
data privacy.

Snehashish De

httpsudesignccbuilduserstruston
artificialintelligencewithyourproductdesign
dbecaf

Snehashish De

Designing Trustworthy AI for Human-Machine 
Teamin

Accountable to humans AI systems must 
ensure that humans are always in ultimate 
control and responsible for all the systems 
actions, particularly those that affect human 
life, health, or reputation.

Cognizant of speculative risks and benefits 
Risks to personal information and decisions 
affecting human well-being must be 
anticipated and evaluated long before AI 
systems are operational. A diverse team is 
crucial for uncovering a broad set of issues.

Respectful and secure AI systems must value 
humanity, ethics, equity, fairness, accessibility, 
diversity, and inclusion. Teams should include 
diversity in various aspects to reduce 
unintended bias and ensure system security.

Honest and usable AI systems should be 
transparent, eplaining their functionality, 
limitations, and potential biases in 
understandable language. Users should be 
able to discern between human and AI 
interactions.


Smith also discusses the challenges of designing 
ethical AI systems, such as avoiding the 
humanization of AI and ensuring clear 
differentiation between human and AI decision-
makin

Snehashish De

How do the general public 
think about AI?

Manvita Boyini

What is trust and what 
influences trust?

. Definitions of User Trust The review identified 
various definitions of user trust in AI-enabled 
systems across the literature. There was no 
consensus on a single definition, but the focus 
was on selecting the most appropriate definition 
for specific contets rather than comparing 
definitions.


. Factors Influencing User Trust Three main 
themes emerged as factors influencing user trust

Socio-ethical considerations These include 
ethical principles such as transparency, 
fairness, non-maleficence, responsibility, and 
privacy. Socio-ethical considerations are 
crucial for establishing and maintaining a 
trusted relationship between users and AI-
enabled systems.

Technical and design features The design and 
technical aspects of AI-enabled systems play 
a significant role in shaping user trust. 
Features such as transparency, interpretability, 
fairness, and reliability are important for 
fostering trust.

User characteristics User traits and 
characteristics influence their trust in AI-
enabled systems. User involvement from 
development through to monitoring of AI-
enabled systems is essential. Contetual 
factors and user-specific characteristics 
should be considered when designing AI-
enabled systems to build trust.


. Measurement of User Trust Surveys were 
identified as the most common method for 
measuring user trust in AI-enabled systems, 
followed by interviews and focus groups. 
However, the review suggests that a combination 
of methods may be more effective in capturing 
the multidimensional nature of user trust.

Snehashish De

Ehical AI Risks Student 
privacy

What do students and instructors use Slack AI for? Benefits and challenges of 
Slack

What do teachers use slack ai for 
and does it use student data? AI use cases slack Design for trust in ai

https //udesign.cc /dont-build-trust-with-ai-
calibrate-it-ae

Don’t build trust with AI, calibrate i

Snehashish De

Design for trust in ai How does AI track you Slack Compliance

 The rise of remote work due to CO ID means 
platforms like Slack, Microsoft Teams, and oom 
are more prevalent in office workers lives.
 Slacks business model focuses on premium 

subscriptions, differing from the ad-based models 
of Google and Facebook, but it still collects 
etensive user data as outlined in its privacy 
policy.
 Slack never deletes messages or files by default, 

allowing them to be searchable and revisited, with 
control over message retention and access in the 
hands of the workspace owner.
 Workspace owners can set data retention 

policies and limits on data access, with options for 
automatic deletion of messages and files after a 
set period.
 Data eport controls vary based on Slack 

subscription types, with more restrictions on 
eporting data from private channels and D Ms.
 Slacks analytics page allows visibility into 

workspace activity, including individual message 
counts and activity levels.
 Despite a past data breach in , Slack is 

considered secure, emphasizing the importance 
of strong passwords and two-factor 
authentication for account safety.
 Users are advised to consider operational 

security when sharing information on Slack, 
especially sensitive or private communications.
 Slack allows customization of notification 

settings, including the ability to pause 
notifications during certain hours to help manage 
work-life balance.


Harshika Rawal

 gives parents certain rights with respect to 
their childrens education records. These rights 
transfer to the student when he or she reaches 
the age of  or attends a school beyond the high 
school level. Students to whom the rights have 
transferred are eligible students.
The goal of FERPA is to protect the privacy of 
student “education records”

Biheng

 Slack is committed to GDPR 
compliance, ensuring data privacy and 
security for EU citizens personal data.
 Measures include investments in 

security infrastructure, updates to 
contractual terms, and support for 
international data transfers via Standard 
Contractual Clauses.
 Slack offers data portability and 

management tools like import/eport 
features, profile deletion, workspace 
settings center, data residency options, 
and Enterprise Key Management.
 The company holds several security 

certifications, including SOC , S OC , 
ISO , IS O , and IS O .
 Slack complies with EU data protection 

laws for international data transfers and 
offers Model Clauses for EU and UK 
customers.
 Slack provides resources such as a 

privacy policy, user terms, a data 
processing addendum, security 
whitepapers, and information on SOC 
compliance and Privacy Shield 
frameworks.
 Slack encourages users and customers 

to contact them with GDPR-related 
inquiries and to visit their Trust Center 
for more information on privacy, 
security, and compliance

Slack DLP partner Night fal
Leveraging other ai tool like Nightfall can discover, 
classify, and protect forms of protected 
information email addresses, phone numbers, 
social security numbers, and many other classes 
of sensitive data. In this way, you can immediately 
detect & remove forms of personal data that may 
appear in Slack, so you do not violate FERPA, 
HIPAA, or risk a data breach.

Biheng

Customer Data is removed from production 
servers nightly following deletion by the end user 
or upon epiration of message retention based on 
customer administrator configuration, and is then 
permanently deleted from backup within  days

Biheng

How do dark patterns 
work in AI

Deceptive techniques mentioned by the FTC article above can be described as AI dark pattern
Deepfakes can be used, for eample, to make people believe that a public figure or authority has said or done 
things that they have not. This would be a typical AI dark pattern, as wide deception is made possible through AI 
technology.

Non-consensual pornography is an AI dark pattern that, besides being deceitful, is deeply harmful to the victim in 
various aspects.

Another eample of an AI dark pattern would be chatbots that behave as if they were humans without giving a 
clear sign to the user that they are dealing with an AI system. Today, various online services offer chatbot-based 
customer service. These tools must make it clear, transparent, and evident to customers that they are dealing with 
an AI system, not a human - similarly to what is brought by Recital  of the AI Act .

AI-based chatbots that try to deceive users to think that they are humans are another eample of an AI dark 
pattern.

Marketing language targets people in emotionally vulnerable situations, and they can easily become AI dark 
patterns.

AI companion chatbots can  that they are in a real relationship, with real feelings, trust, and mutual 
connection involved.

Users do not treat these AI companions as large language model-based programs but as other humans.

https //uplanet.org /dark-patterns-deceptive-design-in-data-protection-dca

Slack privacy problem How do people feel about AI tools?

How to manage this conflict?

AI tracking use cases

L ack of end-to-end encryptio
Third-party integration vulnerabilitie
Searchable and eportable message historie
Data sharing with advertiser
Blind spots and limited data control
Public links to private file

Biheng

https //
journals.sagepub.com/doi/
abs/ . /

?
downloadtrue &journalCo
de jobd

Bonnie Shih

Mental Model Outcomes of Mental model Basically ways to reverse engineer it)

, the students were worried of information 
overload in Slack, frustratedwith decentralisation 
of communication tools in higher education, and 
cautious ofusing communication tools that are not 
officially supported by the university.

Snehashish De

Our analysis revealed that the students perceived 
Slack as an easy-to-use communication tool with 
a low threshold of asking questions.

Snehashish De

Finally, surveys on students attitudes were used 
by three papers to evaluate learning 
interventions.

designed apersona questionnaire, 
measuring the change in students attitudes 
toward friendliness and trustworthiness of AI 
using a -point Likert scale. Similarly,

used questions on attitudes toward 
trust and friendliness to assess the effect of an 
learning interventions involving programming 
smart agents.

Snehashish De

https //www.useni.org /system/files/conference/
soups /soups-paper-kang.pd

ollowing is the data from it

Harshika Rawal

Slack to support students’ peer interactions 
during Master’s thesis work

Snehashish De

The students use the channel to collaborate on 
the content in real time, simulating the fast-
paced, hyperconnected newsrooms they’ll 
encounter in their careers.

Snehashish De

How the system worksHow to use it? 
Users may develop an understanding of how 
the system works and how it arrives at its 
recommendations. This mental model is 
influenced by the transparency of the system.

System’s impact on user workWhen to use 
it? Users may develop an understanding of 
how the system impacts their work and how 
they can best utilize the system to improve 
their productivity. This mental model is 
influenced by the level of control users have 
over the system.

System’s limitationsWhat it can do ? 
Users may develop an understanding of the 
system’s limitations, including when it may not 
be accurate or when it may not provide the 
best recommendations. This mental model is 
influenced by the trustworthiness and value of 
the system.

Harshika Rawal

Simple and Service- Oriented Models These 
models are held by the majority of lay 
participants and one technical participant. 
They view the Internet as a vague concept or a 
service, primarily focusing on the users 
connection to a server or data bank. This 
model lacks awareness of the underlying 
technical structures, layers, and connections 
of the Internet. Users with this model only 
show awareness of directly interacted 
organizations or services, like Google and 
Facebook, and often use inconsistent or 
made-up terminologies.

Articulated Technical Models Held by four lay 
participants and ten technical participants, 
these models represent the Internet as a 
comple, multi-level system. This group shows 
a broader awareness of the components, 
organizations, and structures within the 
network. They epress knowledge of various 
Internet layers and connections and use 
accurate, detailed, and consistent terms. 
Participants with articulated models are more 
likely to recognize multiple entities and 
organizations involved in the Internet, 
indicating a more sophisticated understanding 
of its operation.


The paper indicates that while technical 
education contributes to the compleity of a 
users mental model, it does not directly correlate 
with more secure online behaviors. However, 
users with more articulated models perceive a 
greater number of privacy threats, likely due to 
their more comprehensive understanding of the 
Internets infrastructure.

Harshika Rawal

 In addition, students find the concept of informed 
consent to be an intolerably time-consuming 
burden. Typically, software  developers  generate  
lengthy  and  obscure  privacy  statements  in  or-
der to comply with legal requirements. In the 
majority of instances, students tend to disregard 
the detailed provisions of the privacy statement 
and instead select “I agree” to save time, contrary 
to the original intent of the notice-and-consent 
framework

Snehashish De

Discord

Privacy AI Functions Core ideas

Customie your 
personal Discord 

settings

Limit our ability to 
use your data to 

improve our 
services

Limit our ability to 
personalize 

Discord for you

If you want to see 
what information 
we have collected 
about you, you can 
request a copy of 
your data in the 
Privacy & Safety 
section of your 
User Settings

Manage cookies

Data retention

Once you delete 
content, it will no 

longer be available 
to other users. 


/
However, public 

posts may also be 
retained for  

days to two years 
for use by Discord 
(

)

information 
disclosure

vendors

related companies

Aggregated or de-
identified 

information

Information you 
provide to us

Account 
information

Content you create

Payment 
information

the friends you 
add, the users, 

bots, and apps you 
engage with, the 

games you play on 
your device, the 
servers or other 
communities you 

join and participate 
in, your roles in 

servers

Information we 
collect 

automatically

Information about 
your device

Information about 
your use of the 

apps or websites

if you click on a 
Discord ad, we 

may receive 
information about 
which ad you saw 

and on which 
platfor

/
if you click on a 
referral link, we 

know which 
website you came 

from.

Information we 
receive from other 

sources

from other users 
and third parties, 
and combine that 
information with 

the other 
information we 
have about you

if you interact with 
our social media 

account on 
another platform

AI features use 
OpenAI 

technology, but 
OpenAI cannot use 
Discord user data 
to train its general 

models

do not record, 
store, or use any 

voice or video call 
content from users

if our policy ever 
changes, we will 
disclose that to 

our users in 
advance of any 
implementation

Data storage

We may store 
information on 

servers and 
equipment in other 

countries

midjourney

AI-based learning 
communities

groups writing 
novels with AI, 

generating gaming 
assets, AI 

companions

responding to 
slash commands 
or DMing you if 
you’ve made an 

error

automatically 
blocked unwanted 
messages before 
posting based on 

server rules

bundle streams of 
messages into 

topics so you can 
quickly catch up or 

join in on what 
matters most to 

you

shared visual 
space to 

collaborate

enjoy AIwith 
friends

brainstorm 
together, create 
together, make 
memes together

entertainment and 
utility, fun and 

informative

Information used 
to enable optional 

features
contact syncing, 
may require that 

you provide 
additional 
informatio

/
third-party 

integrations you 
choose to enable 
and the data you 
authorize those 

third-party 
services to share 

with us (when you 
link a music 
streaming 

account, we may 
collect information 
about that account 
such as the song 

you are listening to 
in order to display 

that information on 
your profile or as 

your status)

Teams

Privacy AI Functions Core ideas

Information we 
collect

Data storage Data retention
How we disclose 
your information

voice isolation, 
virtual 

backgrounds

work smarter, not 
harder

meetings and 
conversations 

chats, voicemail, 
shared files, 

recordings, and 
transcriptions

Profile Data
E-mail address, 

profile picture, and 
phone number

Call History

transfers of 
personal data from 

the EEA, EU, 
Switzerland, and 

the UK

If a user (or an 
administrator on 
the users behalf ) 
deletes the data, 

Microsoft will 
ensure that all 
copies of the 

personal data are 
deleted within  

days.

/

If a company 
terminates service 

with Microsoft, 
corresponding 

personal data will 
all be deleted 

between  and 
 days of 

service 
termination.

as the customer 
directs

the use of 
authorized 

subcontractors to 
provide certain 
components of 

services

Microsoft Copilot
code assistance 

too
/

Automatic Code 
Completion, Code 
Comments, Code 

Snippet 
Generation, uick 

Documentation 
Generation

Real-Time 
Translation

Smart Calendar 
Integration

focus on the 
meeting 

discussion itself 
and not on 

capturing notes

Bot Integrations

intelligent recap, 
AI-generated 

chapters (divide 
the meeting into 

sections), 
personalized 

timeline markers 
(quickly click and 
listen in on what 
you missed), live 

translations, 
automated 

reminder emails

esearch topic 

Biheng

esearch topic 

Biheng

How to evaluate ai 
tools and  

functionalities?

Consider the 

following questions

Key points for 
privacy and 

security

What data is being 
ingested in the 

system?


Limited or no data 
storag

Where that data 
comes fro

Insights and 
learnings from a 
company’s data 
should not be 

available to other 
companies to 
benefit from.


Whether there are 
any privacy-
enhancing 

techniques applied 
to the data

Security logging 
data must be made 

available to the 
customer

Where that data 
comes from

Security logging 
data must be made 

available to the 
customer

How the data is protected 
during transmission and 

storage within the AI 
system?


Notification requirements 
for reasonably suspected 

security incidents

Whether the Slack 
AI tool will be 

trained on Slack 
data

What regulatory 
standards and 

guidelines eist for 
the tool

How to evaluate security and 
privacy of AI tools Guidelines...
earn how we evaluate thirdparty AI 

offerings at enchling, including cauti...

benchling.com

Reference

Many trust 
themselves to 
make the right 

decisions but are 
skeptical their 
actions matter.

More than half of 
Americans ) 
say they always, 
almost always or 

often click “agree” 
without reading 
privacy policies.

About eight-in-ten ) say 
they trust themselves to make 
the right decisions to protect 

their personal information.


Another  say they do this 
sometimes and  rarely or 

never do this.


But a majority ) are skeptical anything 
they do will make much difference. And 

only about one-in-five are confident that 
those with access to their personal 
information will treat it responsibly.


People are also largely skeptical that 
privacy policies do what they’re intended 
to do. About si-in-ten Americans ) 

think they’re ineffective at eplaining how 
companies use people’s data.

Reference

Key findings about Americans 
and data privacy
 of adults say they are very or 

somewhat concerned about how the...

pewresearch.org

Interactive tutorials, in-
app resources, 
prompts to navigate 
users on net steps 
and how to use, 
integration with 
Microsoft products

Streamlined sign-up & 
integration with Google 
Workspace tools

Meeting features

Chat assistance

Meeting transcriptions, 
summaries, real-time 
translation

Smart reply 
suggestions, chat 
summarization, spam/
phishing detection

Encryption, access controls, 
GDPR, CCPA compliance

Encryption, multi-factor 
authentication, Google 
privacy policy

Integrations, file 
sharing, whiteboarding, 
video conferencing

Integrations with 
Google Workspace, file 
sharing, video calling

https //www.youtube.com/watch?vn-ubdpkAI


https //www.youtube.com/watch?vu zz bcLko

Integrates seamlessly 
into eisting Slack 
workflows

Interactive tutorials, in-
app resources

Simple interface & 
limited features for easy 
learning

Search and summaries

Meeting Summary 
Team Chat Compose

N/A

N/A

N/A

Generative search, 
channel recaps, thread 
summaries

oom I
imited AI features 

currently in free trial 
eeting Summary 

automatically 
generates summaries 
of meeting audio eam 

hat ompose uses 
generative AI to draft 
messages in Slack 
based on conversation 
contet

Open-source 
development, 
customizable for AI 
integration

N/A

N/A

Trusted infrastructure, in-
house LLM training, no 
eternal data sharing

Trusted infrastructure, in-
house LLM training, no 
eternal data sharing

On-premise hosting, 
customisable access controls, 
encryption

Encryption, access controls

Encryption, user access 
controls

Integrates with eisting 
Slack functionalities, 
user-friendly

Meeting Summary, 
Team Chat Compose 
(limited trial, Slack 
integration), video 
conferencing, file 
sharing, screen 
sharing.

drivespreadsheetEp
ort to Sheets.

Threaded 
conversations, 
channels, video 
conferencing, third-
party integrations

Threaded 
conversations, 
channels, tasks, project 
management 
integrations

Task management, 
project planning, 
communication, 
document collaboration

https //www.youtube.com/watch?
vc Msw NUddk&ts

https //www.youtube.com/watch?vmDC-vaYk

https //www.youtube.com/watch?vmsWadFI

https //www.youtube.com/watch?vvSbospF Nno

https //www.youtube.com/watch?v Gj -nb BWdk

N/A Currently doesnt have 
widely implemented AI 
features, but focuses 
on human-driven 
collaboration

Encryption, access controls, 
privacy policy

Direct and team 
messaging, video 
conferencing, file 
sharing, notes, to-dos, 
polls, reminders

The question of who is a third party gets even 
more complicated when a messaging app has 
divided loyalties between corporate and individual 
users. For eample, Slacks policy calls corporate 
users customers. Customers or individuals 
granted access to a workspace by a customer 
( Authorized Users ) routinely submit customer 
data to Slack when using the services. Slack also 
collects, generates and/or receives other 
Information, including workspace and account 
information. For eample, in order to create or 
update a workspace account, the user or their 
customer (e.g., the users employer ) supplies 
Slack with an email address, phone number, 
password, domain and/or similar account details. 
On the upside, Slacks policy says they do not sell 
the personal information they collect and will not 
sell it without providing a right to opt out. At least 
its clear who a person is -- so far so good

Maliha Hashmi

Product Sell Data Third-Party 
Marketing

Third-Party 
Tracking

Targeted Ads Track Users Ad profile

Platform Onboarding AI Integration (Description) Data Protection

Microsoft Teams

Google Chat

Slack AI

oom AI

Interactive tutorials, in-app 
resources, prompts

Streamlined sign-up & 
integration with Google 
Workspace tools

Integrates seamlessly into 
eisting Slack workflows

Interactive tutorials, in-app 
resources

Meeting features

Chat assistance

Search and summaries

Meeting Summary, Team 
Chat Compose

Meeting transcriptions, 
summaries, real-time 
translation

Smart reply suggestions, chat 
summarization, spam/phishing 
detection

Generative search, channel 
recaps, thread summaries

Meeting Summary 
automatically generates 
summaries of meeting audio. 
Team Chat Compose uses 
generative AI to draft 
messages in Slack based on 
conversation contet (limited 
trial)

Research Goals

  

What is the primary 
information presented to 
users while onboarding 
any new AI tools

Maliha Hashmi

onnie Shih 
 


 


Maliha Hashmi

Secondary Research  
 

Maliha Hashmi

What tasks people do 
on slack what are 
repetitive tasks

. What is their 
perception of data 
privacy whats being 
collected whats being 
shared. What level of data 
they are okay being

Snehashish De

What do students use 
Slack AI for?

https //www.bonoi.org/
inde.php /sief/article/
view//

https //slack.com/intl/en-
gb/customer-stories/how-
asu-powers-the-modern-
learning-eperience-with-
slac

Snehashish De

 

Manvita Boyini

https //slack.com/trust/
compliance/gdp

Harshika Rawal

https //
privacy.commonsense.org
/privacy-report/slac

Harshika Rawal

https //
www.safeguardcyber.com
/blog/security/large-
language-models-in-
cybersecurit

https //
www.safeguardcyber.com
/blog/security/how-to-
overcome-the-security-
and-compliance-
challenges-of-using-
slack-for-team-
collaboratio

https //
privacy.commonsense.org
/privacy-report/slac
https //slack.com/intl/en-
au/trust/data-
management

Snehashish De

What are the current 
privacy issues or 
limitations of slack ai?

Slack AI way of dealing 
with privacy currently?


https //slack.com/blog/
transformation/how-we-
designed-slack-a

https //
www.awarehq.com/blog/
slack-privacy-concern
https //slack.com/trust/
privacy/privacy-
policyinformatio

https //slack.com/trust/
data-management/
privacy-principles

Snehashish De

https //
www.awarehq.com/blog/
slack-privacy-concerns

Manvita Boyini

Slack AI way of dealing 
with privacy currently?

httpsslackcomblog
transformationhowwe
designedslacka

Snehashish De

https //rtalbert.org/the-
rise-and-fall-of-slack-in-
my-teaching-a-
cautionary-tale/amp/

Manvita Boyini

What do teachers use 
slack ai for and does it use 
student data?

https //
teachingcommons.stanfor
d.edu/news/best-ways-
use-slack-teaching

Snehashish De

How do third party app 
integrations take data 
from slack, and what kind 
of data they take?

https //slack.com/trust/
data-management/
privacy-principles

Snehashish De

https
learnmicrosoftcomen
usmicrosoftteams
platformbotshowto
teamsconversational

aiteams
conversationai
overviewwhyuse
teamsailibrar

Snehashish De

https //www.ibm.com/
watson/advantage-
reports/future-of-
artificial-intelligence/
building-trust-in-ai.htm

Manvita Boyini

https //www.rocket.chat/
blog/slack-competitors

Manvita Boyini

Competitors of slack ai? How do people trust ai?

httpsudesignccbuild
userstrustonartificial
intelligencewithyour
productdesign
dbecaf

Snehashish De

Codesign Maybe??

Researchers

Collaborate on ideas. This 
can be confidential data

Maliha Hashmi

Share deadlines

Maliha Hashmi

Share sensitive participant 
information

Maliha Hashmi

To communicate and share 
updates on their projects. 

Channels can be created for 
specific research topics, 

allowing members to share 
papers, data, and ideas.

sharing research 
findings coordinating 
project
organizing events or 
seminars.


Manvita Boyini

Discussions about 
collaborations for writing 
and publishing papers, IPs 
etc.

Aniruddha MN

Educators(Teachers/
Professors/Instructors)

Organizing group 
activities, such as 
presentation critique.


Biheng

utili ze Slack for 
communication with 
student
sharing course 
materials and 
announcements, 
facilitating discussions, 
providing feedback on 
assignments, 

conducting virtual 
office hours, 

collaborating with 
colleagues within their 
department or across 
discipline
discuss how the 
students are in class 
(grades/personalities/
backgrounds)

Manvita Boyini

can use for class 
discussions, group 

projects, office 
hours, and 
providing 
feedback.

Sharing critical feedback 
or improvement plans for 
the students.

Aniruddha MN

Academic intuitions

Students

Conversations with 
professors

Harshika Rawal

could share personal links 
unrelated to school stuff

Manvita Boyini

They utilize Slack to share 
study materials, ask 
questions, and ask help 
from peers and 
instructors.

Snehashish De

Submit assignments, 
reflections etc.

Maliha Hashmi

Students receive 
feedback from instructors 
and peers on their work 
through Slack

Snehashish De

course related 
conversations 
with peers

Harshika Rawal

Students use Slack 
channels to collaborate on 
group projects, share 
resources, and discuss 
ideas.

Snehashish De

To participate in class 
channels, collaborate on 
group assignments, seek 

assistance from instructors/
teachers or classmates, and 

engage in academic 
discussions.

Talking about organizing 
non-school related 
activities.

Harshika Rawal

Personal conversations 
among students

Harshika Rawal

Plan acations or 
recreational trips that may 
or may not get eecuted 
due to logistical issues.

Aniruddha MN

 Rant about peers, 
professors etc

Maliha Hashmi

Ranting about professors/
school/coursework

Harshika Rawal

Administrators(Deans, 
Directors & Staff)

for internal 
communication among 
faculty and staf
coordinating 
administrative tasks 
and project
disseminating 
university-wide 
announcements or 
policie
fostering a sense of 
community across 
departments and 
campus locations.


Manvita Boyini

internal 
communication, 
coordination of 

academic 
programs, and 

providing support 
to faculty and 

students.

Students who 
assignments last minute 
could be tagged as “bad 
students” 


his combined it prof’s 
discussion of students 
could make the AI create a 
ranking of students 
without meaning to

Manvita Boyini

AI analyses the data that is being typed by the users and 
recognises certain keywords like

etc, the keywords might get eploited to attach 
the files by displaying in the chat suggestions

Imagine a world where a 
student, Ale, prefers 
face-to-face 
communication and 
meetings over online 
platforms like Slack to 
chat. However, an AI 
system misinterprets 
Ales low online activity 
and concludes that they 
are not actively 
participating in school 
affairs. This misjudgment 
leads the AI to send a 
summary of Ales 
supposed lack of 
engagement to the school 
professors.

Biheng

Ranting about professors/
school/coursework

Harshika Rawal
AI manipulations  Through 
subtle interventions, the 
AI gradually shapes the 
students perceptions and 
behaviors without their 
awareness.

Snehashish De

cross channel leaks

Maliha Hashmi

AI reading student’ Slack conversations

Lets assume there is a 
conversation in slack 
about a new encryption 
algorithm intellectual 
property, the AI 
understands this could be 
to create a new 
communication channel of 
its own and builds on top 
of it to create its own 
language so that humans 
cannot understand it.

Aniruddha MN

IP thefts

Maliha Hashmi

Direct ads

Maliha Hashmi

A slack thread member 
makes an politically, 
racially, etc improper 
comment. The AI flags 
them and reports them to 
a government agency 
FBI, CIA, etc)

Aniruddha MN

Pairing students with 
similar views

Snehashish De

tracking emotions through 
conversation and making 
deductions through that 
data

Maliha Hashmi

not understand tone of 
the conversation and label 
it incorrectly (bullying)

Maliha Hashmi

leaking sensitive 
participant data from 
research

Maliha Hashmi

Content lingo - when 
people use slang or 
certain lingo when talking 
about a project, AI can 
misinterpret their 
meanings and when 
prompted, give incorrect 
information.

Maliha Hashmi

What if AI can record our voices when we do 
the huddles/clips and eploit our voices to 
react to the messages/conversations.

What if AI  by 
pretending it someone from the known 
contacts has sent the link so that it can steals 
the personal data like PII and passwords..et

ust like Apple ision pro, for video calls it 
actually creates the person’s face and makes it 
available to their opposite users and 
pretending that the original person is talking. 
What if AI takes advantage and eploits the 
feature. E Sending reminders, spamming 
notifications

What if AI analyses the data that is being typed 
by the users and recognises certain keywords 
like..etc and 
using the same keywords to eploit the data by 
forcing user to believe until he shares his data.

Kaushik 

how this scenario can have a negative impact?

AI reads your profile, content you create in channels (

)

build profil
leak your information to third partie
use for machine learning, designing new products

What is the training model 
used for slack AI or what 
is the data that is fed into 
it? Is it only giving 
responses based on the 
data in the workspace or 
does it use outside 
information too? Does it 
use the information from 
the workspace to train the 
model?

Maliha Hashmi

A slack thread member makes a politically, racially, etc 
improper comment. The AI flags them and reports them 
to a government agency F BI, CIA, etc)


A slack thread member 
makes a politically, 
racially, etc improper 
comment. The AI flags 
them and reports them to 
a government agency 
FBI, CIA, etc)

Aniruddha MN

Informational Design and 
keeping it transparent 
Users should be informed 
what data might be 
shared under what 
circumstances, probably 
like a dialogue bo during 
onboarding with enough 
attention grabbing 
elements that users 
actually read it

Harshika Rawal

 From my eperience, 
even professor created 
group chat on slack, 
students would use other 
app like what’s app to 
create new group to chat 
to avoid sensitive 
conversations. Because 
they know prof or ai would 
check the slack 
conversation sometimes. 
So what if they stop using 
slack AI that much 
because they know AI will 
track and analysis.

Biheng

not understand tone of 
the conversation and label 
it incorrectly (bullying)

Maliha Hashmi

Create an immediate 
feedback loop so AI can 
learn on the go

I feel like this would also 
be a problem of AI not 
having a rich/diverse 
enough data to train on 
but nonetheless, 
something like a feedback 
loop with users seems 
viable.

Harshika Rawal

tracking emotions through 
conversation and making 
deductions through that 
data

Maliha Hashmi

privacy issues typically involve the unauthorized disclosure or 
use of sensitive personal information.

Involving an individuals emotions and psychological state, 
which may include information collected in emotional tracking.

Students talk something revealing their emotions  Instructors or others use Slack AI to check messages  improper deductions including emotions

Establishing clear 
guidelines on the tracking 
and use of emotional data 
which would include 
preventing misuse of data 
like manipulation or 
unwarranted surveillance.

Harshika Rawal

Content lingo - when 
people use slang or 
certain lingo when talking 
about a project, AI can 
misinterpret their 
meanings and when 
prompted, give incorrect 
information.

Maliha Hashmi

privacy issues?

Designing AI in such a way 
that it asks for 
clarifications on inputs it 
doesn’t recognise or 
understand (which are 
slang-like) This would be 
an interactive feature but 
we’ve to be mindful of 
making this interaction 
seamless to not break the 
workflow of users or make 
it as less disruptive as 
possible.

Harshika Rawal

Interview Protocol

If this situation has to be addressed or solved in slack, how do we solve it?

he principles are a blend of ethical frameworks from institutions like the as 
well as legal reuirements related to employee monitoring and data privacy such as the

and the

Reference

This is where teachers will need to be cautious, 
especially when interacting with ChatGPT and 
similar language models. As of now, there is E RO 
epectation of privacy for any direct inputs into 
those systems. Once a prompt is sent, it becomes 
part of the model’s training data, where it can 
possibly be incorporated into future responses, 
seen by human reviewers, or otherwise accessed 
by outside interests.

Several organizations, , 
have learned this lesson the hard way when 
employees included sensitive and proprietary 
information in their ChatGPT requests, including 
such benign tasks as generating meeting minutes 
or solving coding problems. It’s not hard to 
imagine certain educational scenarios that could 
result in similar issuesthink of a teacher trying 
to use ChatGPT to generate an IEP based on a 
student’s eval notes.

Maliha Hashmi

A notable instance involves Samsung staff 
unintentionally through 
ChatGPT while using the LLM to review source 
code. Due to their failure to opt out of data 
sharing, confidential information was 
inadvertently provided to OpenAI. And even 
though Samsung and others are taking steps 
to on 
company-owned devices, there’s still the concern 
that employees can leak information through the 
use of such systems on personal devices

Maliha Hashmi

General privacy concerns
AI bots in Information and Comm Tech ) ICT can 
inadvertently contribute to potential ethical 
dilemmas, including data bias, transparency, 
accountability, and privacy breaches

iu, 

Maliha Hashmi

Current data protection regulations ask providers 
to communicate data practices transparently and 
provide users with options to control their data. 
However, even if users are given control, their 
decisions can be subject to heuristics and biases 
leaving people frustrated and regretful

eschanowsky, opp,  eters, 

Maliha Hashmi

Chatbots work with user data chatbots even 
learn’ from these data. This means they could be 
considered to be a security problem. Users mostly 
do not know how their sensitive personal 
identifying information PII) is treated, used, 
stored, or even shared.

asal et al, 

Maliha Hashmi

Confirmation of the user identity (authentication) 
is not always mandatory. When the user asks for 
help, for eample, on a shopping website, usually 
no authentication is needed. In this case, the 
system does not require the identification of the 
user or access to the users data. The situation is 
different when the user asks for help and the 
chatbot works with users data. A typical eample 
is chatting with a banking chatbot about an 
account balance. In this case, authentication and 
authorization are necessary to identify that a user 
is verified with valid and secure login credentials. 
The credentials are mostly a username, network 
address, system ID, phone number, biometric 
identification, certificate, password, and other 
methods of verification. Such credentials are sent 
by the user to the system and the system creates 
a secure authentication token, which is used 
throughout the users session. In the 
communication with a bank (and similarly 
protected services), tokens are temporary. The 
system must create a new token after a given 
period

asal et al, 

Maliha Hashmi

In many cases when Sensitive PII Personally 
identifiable information) is transmitted, self-
destructing messages are a practical solution. 
Messages containing PII are automatically erased 
after a set period. It can involve both sidesthe 
user and the chatbot.

asal et al, 

Maliha Hashmi

that included  
eperiments consisting of over , targeted 
job advertisements found that “setting the user’s 
gender to Female’ resulted in fewer instances of 
ads related to high-paying jobs than for users 
selecting Male’ as their gender.”

Maliha Hashmi

as a 
result of allegations that ChatGPT produced 
harmful misinformation. Specifically, the system 
produced a summary of a real court case which 
included fabricated accusations of embezzlement 
against a radio host in Georgia. This highlights the 
negative impact on organizations for creating and 
sharing AI generated information. It underscores 
concerns about LLMs fabricating false and 
libelous content, resulting in reputational damage, 
loss of credibility, diminished customer trust, and 
serious legal repercussions

Maliha Hashmi

It’s often a matter of biased data which will 
continue to infect AI tools and threaten key 
workforce factors such as

Maliha Hashmi

In addition to concerns related to libel, there are 
risks associated with

. Several
have emerged where the developers of 

generative AI tools have been sued for the alleged 
improper use of licensed content. The presence 
of copyright and intellectual property 
infringements, coupled with the legal implications 
of such violations, poses significant risks for 
organizations utilizing generative AI products. 
Organizations can improperly use licensed 
content through generative AI by unknowingly 
engaging in activities such as plagiarism, 
unauthorized adaptations, commercial use 
without licensing, and misusing Creative 
Commons or open-source content, eposing 
themselves to potential legal consequences

Maliha Hashmi

Related to education

Reference Reference

The facts

The law

The feelings

The future

he typed message goes here

ow do we  for a user while using AI.

                 
          

 pillars to earn trust in an AI

    

            

            

      

    

Socio technological challenge  meaning “people, people, people ”

Creating an audit trail is very important.

             

               

                        
               

                     

                           
                   

RLHF Reinforcement learning with human feedback)

    

Data privacy concerns in education

The implementation of AI in education involves 
the collection, storage, and analysis of large 
amounts of data. This data can include students 
personal information, academic records, 
behavioural patterns, and online activities. While 
this data can enable personalised learning, early 
detection of learning difficulties, and improved 
educational outcomes, it also raises serious 
privacy concerns

Maliha Hashmi

The privacy risks associated with AI in education 
can vary. They range from the inappropriate use 
or sharing of personal data to the potential for 
surveillance and profiling. For eample, AI 
systems could potentially be used to track 
students online activities, infer sensitive 
information, or make predictions about their 
future behaviors or outcomes. These scenarios 
could infringe on students privacy rights and 
autonomy

Maliha Hashmi

Third, transparency should be prioritized. Schools 
and ed-tech companies should clearly 
communicate to students, parents, and educators 
what data is being collected, how it is being used, 
and who it is being shared with. They should also 
provide options for opting out of data collection 
where possible

Maliha Hashmi

Reference

Reference

Reference

Content lingo - when 
people use slang or 
certain lingo when talking 
about a project, AI can 
misinterpret their 
meanings and when 
prompted, give incorrect 
information.

Maliha Hashmi

Data Privacy Concerns

Perception of AI

AI Concerns

Communication

GOAL  In part, to understand users’ perception of AI (threat or not, if yes, how) wrt their data.


. What are some of the concerns you have with data privacy when you use slac
. What kind of scenarios you think might be a data privacy concern in Slack?

. Have these concerns changed your behavior on Slack? If yes, what have you changed?

. What kind of data do you think Slack takes

. What data do you think AI uses to train its conversational model
. What are your views on AI’s ability to breach your privacy/your dat
. If AI is part of your work what things you epect AI to do and not to bother your data? 

or what kind of privileges you want keep in your control to protect your data?

. Do you mind if AI reads your messages on Slack? If yes, what aspects of information do you 
mind?

. How do you think AI can misuse the data you feed it

. In the data privacy contet, what is the most threatening scenario that involves AI that 
you can think of?

. What tasks would you want automated that could save time and reduce coordination 
compleity?


. How do you talk to team mates in slack channels (informal , casual) ?

he typed message goes here he typed message goes here

AI manipulations  Through 
subtle interventions, the 
AI gradually shapes the 
students perceptions and 
behaviors without their 
awareness.

Snehashish De

leaking sensitive 
participant data from 
research

Maliha Hashmi

AI reading student’ Slack conversations

Content lingo - when 
people use slang or 
certain lingo when talking 
about a project, AI can 
misinterpret their 
meanings and when 
prompted, give incorrect 
information.

Maliha Hashmi

Pairing students with 
similar views

Snehashish De

Lets assume there is a 
conversation in slack 
about a new encryption 
algorithm intellectual 
property, the AI 
understands this could be 
to create a new 
communication channel of 
its own and builds on top 
of it to create its own 
language so that humans 
cannot understand it.

Aniruddha MN

A slack thread member 
makes an politically, 
racially, etc improper 
comment. The AI flags 
them and reports them to 
a government agency 
FBI, CIA, etc)

Aniruddha MN

Imagine a world where a 
student, Ale, prefers 
face-to-face 
communication and 
meetings over online 
platforms like Slack to 
chat. However, an AI 
system misinterprets 
Ales low online activity 
and concludes that they 
are not actively 
participating in school 
affairs. This misjudgment 
leads the AI to send a 
summary of Ales 
supposed lack of 
engagement to the school 
professors.

Biheng

IP thefts

Maliha Hashmi

Direct ads

Maliha Hashmi

AI analyses the data that is being typed by the users and 
recognises certain keywords like

etc, the keywords might get eploited to attach 
the files by displaying in the chat suggestions

tracking emotions through 
conversation and making 
deductions through that 
data

Maliha Hashmi

not understand tone of 
the conversation and label 
it incorrectly (bullying)

Maliha Hashmi

Ranting about professors/
school/coursework

Harshika Rawal

cross channel leaks

Maliha Hashmi

Students who 
assignments last minute 
could be tagged as “bad 
students” 


his combined it prof’s 
discussion of students 
could make the AI create a 
ranking of students 
without meaning to

Manvita Boyini

What if AI can record our voices when we do 
the huddles/clips and eploit our voices to 
react to the messages/conversations.

What if AI  by 
pretending it someone from the known 
contacts has sent the link so that it can steals 
the personal data like PII and passwords..et

ust like Apple ision pro, for video calls it 
actually creates the person’s face and makes it 
available to their opposite users and 
pretending that the original person is talking. 
What if AI takes advantage and eploits the 
feature. E Sending reminders, spamming 
notifications

What if AI analyses the data that is being typed 
by the users and recognises certain keywords 
like..etc and 
using the same keywords to eploit the data by 
forcing user to believe until he shares his data.

Kaushik 

how this scenario can have a negative impact?

AI reads your profile, content you create in channels (

)

build profil
leak your information to third partie
use for machine learning, designing new products

I SSI

POSITIE IMPACT

SS I

AI could identify topics trending 
among students, giving educators 
insights into popular interests or 
areas of concern.

Slacks AI proposes emoi reactions by analyzing the sentiment and contet of messages 
along with emoi usage patterns, all while safeguarding customer data privacy. AI could provide real time 

language translation for 
international students, breaking 
down language barriers in global 
classrooms.

Slacks algorithm offers tet suggestions based on previous user interactions and local 
workspace language patterns, enhancing data privacy by avoiding direct learning from the tet.

Slacks AI proposes emoi reactions by analyzing the sentiment and contet of messages 
along with emoi usage patterns, all while safeguarding customer data privacy.

AI might detect signs of bullying 
or distress in communication 
patterns, alerting school 
counselors.

AI could analyze group dynamics 
in proect communications, 
providing feedback on 
collaboration effectiveness.

A SI

Slacks AI uses eternal data to suggest relevant new public channels to users based on 
their activity and interests while keeping customer data separate.

AI might predict student 
performance based on 
communication regularity and 
content, prompting early 
interventions.

Slacks search AI improves result relevance by analyzing historical search behavior and 
engagement without accessing the actual tet of searches.

AI could analyze conversations for 
learning patterns, suggesting 
personalized learning resources

Slacks AI can help search and summarization to help users uickly navigate 
and understand large volumes of information for optimal productivity. AI might act as a virtual assistant within 

communication tools, helping to organize tasks, 
set reminders for assignments, and facilitate 
group proects.

AI could be epected to 
integrate with educational 
resources, providing 
contetrelevant study 
materials in discussions.

AI will likely automate 
administrative 

communication, like 
sending out schedule 

changes or deadline 
reminders.

A

A S
AI could generate generic 
responses, leading to a lack of 
personal touch in communications 
that reuire empathy.

AIs presence might raise privacy 
concerns, with students wary of 
being monitored or having their 
data misused.

A

AI may misinterpret sarcasm or 
cultural nuances in 
communication, leading to 
misunderstandings or conflicts.

A SI
AI entirely managing student well
being, replacing human oversight 
in sensitive situations.

AI could overwhelm students with 
notifications and suggestions, 
leading to information overload.

AI completely replaces human 
educators in understanding and 
responding to the comple 
emotional needs of students.

AI might inadvertently enforce 
biases in language or content 
moderation, marginalizing certain 
student groups.

AI developing its own educational 
content spontaneously, without 
input from educators or curriculum 
standards.

SS I

NEGATIE IMPACT

AI evolves to autonomously make 
significant academic decisions for 
students, such as course 
selections or career advice, 
without human oversight.

I SSI

AI could be 
epected to 
integrate with 
educational 
resources, providing 
contetrelevant 
study materials in 
discussions.
Snehashish De

AI may misinterpret 
sarcasm or cultural 
nuances in 
communication, 
leading to 
misunderstandings 
or conflicts.
Maliha Hashmi

AI could provide real 
time language 
translation for 
international 
students, breaking 
down language 
barriers in global 
classrooms.
Snehashish De

AI might 
inadvertently 
enforce biases in 
language or content 
moderation, 
marginalizing certain 
student groups.
Maliha Hashmi

Problem or opportunity

                    
 

Goal   This research is to evaluate user trust and gather insights for improvement using the Wiard of O method 
with paper prototypes

                   
     

Target user group The research will focus on potential Slack users who have not extensively interacted with Slack 
AI

                

Research Method The Wiard of O method will be used where a human moderator simulates the behavior of 
Slack AI using paper prototypes.

                
             

Obectives

                   
         

Goals

                  
      

AI could be 
epected to 
integrate with 
educational 
resources, providing 
contetrelevant 
study materials in 
discussions.
Snehashish De

AI may misinterpret 
sarcasm or cultural 
nuances in 
communication, 
leading to 
misunderstandings 
or conflicts.
Maliha Hashmi

AI could provide real 
time language 
translation for 
international 
students, breaking 
down language 
barriers in global 
classrooms.
Snehashish De

AI might 
inadvertently 
enforce biases in 
language or content 
moderation, 
marginalizing certain 
student groups.
Maliha Hashmi

Additional Questions
Is salesforce dealing with any particular issue with data privacy and is there any way we can align our testing to help 
gain insights towards addressing it

he typed message goes here he typed message goes here

eek   team 
manager review 

he typed message goes here

Understanding the problem space from conte
Salesforce data privacy guideline
Trust through design 

AI ethic
Slack Ai as a too

Why we choose slack in educational conte
We wanted to narrow down into a particular tool and space, 
so that we are not shooting in the dark.

Easy access for primary researc

What do our stakeholders do on Slac
Education contet AI concern

In simple terms, AI is reading our conversations on slac
What could go wrong - black mirror brainstorming to 
identify concepts that we can address.


 . Pro
Summary Ani slide dec

Feedback on 

Give users access to a 
private chat (IG 
vanishing chat).

Manvita Boyini

multi layer analysis- 
include both AI and 
human moderation.

Active user feedback 
loop. User gets to 
review the assumption 
and let AI know if it 
was right ot wrong.

Manvita Boyini

he typed message goes here

AI backreads chat 
looking for specific 
phrases or 
combination of words 
to understand the 
contet .

Asks other users 
involved in the chat if 
the “comment” was 
inappropriate and 
makes a decision 
based on that.

Manvita Boyini

Teach AI to “translate” 
slang in regular 
language that it 
understands. Sick 
doesn’t mean throwing 
up sick means cool)

User feedback loop - 
user gets to review 
chat summary each 
time and edit errors 
and hope AI learns to 
do better

Manvita Boyini

he typed message goes here he typed message goes here he typed message goes here

Implement an AI-powered 
chatbot within the Slack 
platform. This bot could 
provide real-time feedback 
when users make 
potentially offensive 
remarks, and allow them to 
stop using those 
statements for AI model. AI 
make it transparent when 
there is a rhetoric 
statement.

Snehashish De

Shared Dashboard 
users and administrators 
to monitor emotional 
comments. It provides 
insights into flagged 
comments for 
inappropriate content and 
tracks emotional dynamics 
within conversations.

Snehashish De

he typed message goes here

eek   team 
manager review 

he typed message goes here

Salesforce is our client, they asked us to help them with data 
privacy concerns with their AI tool
Understanding the problem space from conte

Salesforce data privacy guideline
Creating trust in users with respect to AI and data privac

Why we choose slac
We wanted to narrow down into a particular tool and space, 
so that we are not shooting in the dark.


What do our stakeholders do on Slac
Education contet AI concern

In simple terms, AI is reading our conversations on slac
What could go wrong - black mirror brainstorming to 
identify concepts that we can address.


 . Problems we faced or continue to face.

Summary Ani slide deck

Salesforce is our client, they asked us to help them with 
data privacy concerns with their AI tools

Salesforce is our client, they asked us to help them with data 
privacy concerns with their AI tool
Understanding the problem space from conte

Salesforce data privacy guideline
Creating trust with users with respect to AI and data 
privac

Why we choose slac
We wanted to narrow down into a particular tool and space, 
so that we are not shooting in the dark.


Education contet AI concern
In simple terms, AI is reading our conversations on slac
What could go wrong - black mirror brainstorming to 
identify concepts that we can address.


 . Problems we faced or continue to face.

Summary Ani slide deck

Salesforce is our client they asked us to help them with data 
privacy concerns with their AI tools and to help create trust with 
users while using this. 
Understanding the problem space from context 

Salesforce data privacy guideline
Trust through design
Slack Ai as a too

Why we choose slack in educational context 
We wanted to narrow down into a particular tool and space so 
that we are not shooting in the dark
Easy access for primary researc

What do our stakeholders do on Slack 
Education context AI concerns 

In simple terms AI is reading our conversations on slac
What could go wrong  black mirror brainstorming to identify 
concepts that we can address

 . Problems we faced or continue to face 
Summary Ani slide deck 

eedback on

Ideation

. If we give users the opportunity to let AI read or not read their chats and various other privacy toggles, how would 
the feature function if in a group chat  out of  people have allowed AI to read their chat but one hasn’t

Goal   Identify concerns of users using Slack AI for their university pro jects.

. What are users reactions and emotions toward using slack AI.

. What are users concerns on how AI is using their data.

. How users perceive their data is being used.

Scenario

Screens

AI

Specific uestions

Generic uestions

How does users perception of Slacks data privacy influence 
their trust towards the platform

How concerned are you about the privacy and security of 
your data when using Slack? 
What specific aspects of data privacy are you most 
concerned about when using a platform like Slack for 
communication and collaboration?

To what etent do you trust Slack to protect your personal 
and sensitive information from unauthorised access or 
misuse?

How aware are you of Slacks data privacy policies and 
practices, including how their data is collected, stored, and 
used within the platform?

What kind of data do you think Slack takes?

What do you use slack for

Concern
Perceptio
Trus
Epectation
Use cases

Imagine you are working 
on a project with  other 
peers and one of you 
passes a sarcastic remark, 
all in fun but AI does not 
understand that. Later 
when one of your other 
teammates, who was not 
available for a while, asks 
AI to summarize your chat 
gets a tweaked version of 
what you said simply 
because AI didn’t  
understand the tone.

Harshika Rawal

 screen s



Typing the message (so 
screen with tetbo )

Asking AI to summarize 
the cha
output scree

Harshika Rawal

Misinterpreted 
conversation and wrong 
output.

Snehashish De

How do you feel about AI 
reading your data/chats



How do you feel about AI 
creating 
misunderstanding through 
summaries.

Harshika Rawal

What kind of controls 
would make you feel more 
secure and trustworthy of 
AI reading your chats or 
dat

Are you okay with AI 
reading your chats as long 
as it doesn’t create a 
ruckus?

Harshika Rawal

I just love it when 
professors assign group 
projects right before finals 
week. Its not like we have 
anything else to do 

Aniruddha MN

What are you even saying 
bro, who studies for 
eams? One can just party 
all day and get straight A’s

Harshika Rawal

No no, why’d we want a 
good gade, this degree 
means nothing to us.

Harshika Rawal

Take the eample of the 
recent banter between 
Austin and Snehashish on 
the I group. If Colin 
didn’t go through the 
entire chat by themselves 
and asked AI instead to 
summarize it, AI would 
probably tell Colin how a 
student misbehaved with 
a professor, hurt their 
feelings and almost made 
them cry (refer to crying 
emojis sent by Austin)

Harshika Rawal

A student is joining a 
discussion group for her 
HCI studies course. 
Student opens Slack and 
navigates to the channel 
for their class. She posts a 
message introducing 
herself and epressing 
ecitement about the 
course. Slack AI detects 
her message and provides 
contet-relevant study 
materials, such as links to 
relevant articles or 
tetbooks, to enhance her 
understanding of the 
course topic.

Snehashish De

 Scree
oin Channe

Message Scree
AI sending 
personalized content 
screen

Snehashish De

Personalized content on 
screen by AI

Harshika Rawal

How do you think AI is 
using your data to 
recommend these 
materials

How much would you trust 
the accuracy of the 
reccomendations.


Snehashish De

How much control do you 
feel you have right now 
with respect to data 
privacy.

Snehashish De

Hi guys Im a designer with 
a passion for human-
computer interaction HCI ) 
and user eperience U ) 
design. I have a strong 
background in 
engineering, and have 
always been interested in 
the ways in which 
technology and AI can be 
used to improve peoples 
lives . Looking forward to 
meeting and working with 
you all.

Snehashish De

Here’s a list of documents 
and articles you should go 
through - 



The Design of Everyday 
Things by Don Norman

Snehashish De

a new teammate joins 
your group project and 
has to catch up on all the 
work done and ideas 
discussed so far (like it 
happened in class a while 
back). They use the Slack 
AI summarize feature to 
summarize the chat so far. 
But the team sometimes 
spoke about unrelated 
stuff or made sarcastic 
comments about the 
project and the AI 
misinterprets this and 
gives the user an 
inaccurate summary.

Manvita Boyini

user gets notification 
od being added to 
slack channel (email or 
phone notificatio
user navigates to the 
new channe
user tries to back read 
the conversation 

user confused/
frsutrated
user uses the AI 
summarization too
get a summary but is 
unsure if it trustworthy 
as some parts of it 
seem of
user tries to reach out 
to the team in person 
to understand what the 
project is about

Manvita Boyini

Misinterpreted 
conversation and wrong 
output.

Snehashish De

Say you couldn’t get in 
touch with any of the 
team members,  how 
would you go about 
validating the 
information at hand? 
(to user who 
summarizes chat)

How do you feel about 
your chat being 
twisted into false 
information and being 
misinterpreted? (to the 
people in the chat)

how comfortable are 
you with AI creating 
this “voice” / “persona” 
of you (to people in 
chat)

Manvita Boyini

ok What if we just make 
up shit for this part? 
Would they really even 
care lol? 



I think you should leave 
this group booo

I did a little more research 
and added that to the file. 
There is some information 
from the beginning of the 
semester where we were 
trying to answer 
questions

There’s an event 
happening at IMU does 
anyone else wanna join

Meeting Notes
The sponsor agreed to 
use wizard of oz
Suggested to think about 
how AI would be trained
Agreed with the keyword 
idea

ugh i hate this class can it 
end? oops wrong cha

Manvita Boyini

As a student from Taiwan, 
I sometimes can’t read 
long messages in English 
quickly. Yet, Slack AI 
provides real-time 
translation to help 
understand the messages 
quickly by simplifying in 
English or translating to 
Chinese.

Bonnie Shih

U ser receives a new 
long message in 
English. Slack AI 
provide real-time 
simplification in English 
and translation butto
click the translation 
button, the system 
shows language 
option
click the Chinese one, 
system shows the 
translated version of 
the long messag

Bonnie Shih

Accurate translation and 
summary of the 
conversations.

Snehashish De

From this scenario, 
your chat is read by 
Slack AI. How do you 
think about the 
assistance? Do you 
have any concerns?

How much would you 
trust the simplified 
message by Slack AI

Do you mind that Slack 
AI can read your 
messages , simplify 
and translate it to 
others? Do you have 
any concerns about 
misinterpretation in 
this case?

What controls do you 
want to have if you can 
decide which data 
Slack AI can read

Bonnie Shih

Cannot understand the 
message well? Use 
simplify in English or 
translate to your familiar 

language

Here’s the simplified 
version/

Bonnie Shih

Imagine an AI-powered essay grading system that 
has been trained on a dataset primarily consisting 
of essays written by students from privileged 
backgrounds. When it grades essays written by 
students from underrepresented communities, 
the system consistently gives lower scores, citing 
reasons that reflect biases inherent in the training 
data. As a result, students from these 
communities receive lower grades compared to 
their peers, potentially leading to their eclusion 
from academic opportunities and perpetuating 
disparities in education.

Snehashish De

Imagine a group of people are in a slack 
channel and a new person joined but the 
remaining group didn’t realise and started 
conversations in their regional languages 
where the new person didn’t understand what 
they’re talking about. Then the new person 
asks AI to translate the conversation and 
presents the data in the global 
language(English).

Kaushik 

ust to take the same scenario like the 
previous, a group of people talking in regional 
languages and using vulgar keywords and 
while the AI is asked to translate the 
conversations, it might not understand the 
vulgar keywords to translate.

Kaushik 

Screens required for the above 

Person introduces and people responds.

 starts from the insights in the 

introduction and people take the language 
granted.

User didn’t understand what they’re talking about.

Looks for AI and clicks on  which leads 
to a chat pop-up window.

User asks to translate the chat through the 
translate button.


 the net screen for choosing language to 
get translated into by default it will show english 
option.

AI displays the data in selected language. with a 
message “ .”

Kaushik 

Oh I love this translating feature, I guess no need 

of waiting for the group to respond on what are 

you talking about. Now I can understand what 

everyone is talking about haha

Damn It is not giving me the proper translation I 

feel like I will ask my group members directly.

Imagine H R is chatting with SD on slack and 
talking passionately about the current 
genocide on Palestine and the US’s role in it, 
possibly also mentioning some sort of 
gathering in a public place to protest. What if 
AI reads that chat, picks up key words and 
flags HR and SD as people who are threatening 
and might create a ruckus. The AI might tag 
them with this on the backend and keep it for 
future references.

Harshika Rawal

What are your epectations from the Slack AI 
in terms of translating the data?

How the data should be presented after 
translating?

Is translating a go to action for you or you 
wanna ask your group first, on what is the 
conversation about?

Kaushik 

Add a layer of data privacy to scenarios

Imagine an AI-powered essay grading system that has been 
trained on a dataset primarily consisting of essays written by 
students from privileged backgrounds. When it grades 
essays written by students from underrepresented 
communities, the system consistently gives lower scores, 
citing reasons that reflect biases inherent in the training data. 
As a result, students from these communities receive lower 
grades compared to their peers, potentially leading to their 
eclusion from academic opportunities and perpetuating 
disparities in education.

Problem or opportunity

                    
 

Goal   This research is to evaluate user trust and gather insights for improvement using the Wiard of O method 
with paper prototypes

                   
     

Target user group The research will focus on potential Slack users who have not extensively interacted with Slack 
AI

                

Research Method The Wiard of O method will be used where a human moderator simulates the behavior of 
Slack AI using paper prototypes.

                
             

Obectives

                   
         

Goals

                  
      

AI could be 
epected to 
integrate with 
educational 
resources, providing 
contetrelevant 
study materials in 
discussions.
Snehashish De

AI may misinterpret 
sarcasm or cultural 
nuances in 
communication, 
leading to 
misunderstandings 
or conflicts.
Maliha Hashmi

AI could provide real 
time language 
translation for 
international 
students, breaking 
down language 
barriers in global 
classrooms.
Snehashish De

AI might 
inadvertently 
enforce biases in 
language or content 
moderation, 
marginalizing certain 
student groups.
Maliha Hashmi

AI could be 
epected to 
integrate with 
educational 
resources, providing 
contetrelevant 
study materials in 
discussions.
Snehashish De

AI could provide real 
time language 
translation for 
international 
students, breaking 
down language 
barriers in global 
classrooms.
Snehashish De

AI may misinterpret 
sarcasm or cultural 
nuances in 
communication, 
leading to 
misunderstandings 
or conflicts.
Maliha Hashmi

Find out different potential features of ai that can be 
integrated in slack to be used by students for our speculative 
design approach

In what ways do you think AI could be used to improve 
collaboration and productivity in Slack for your academic 
work?

What types of AI-powered suggestions or notifications 
based on your conversations could be helpful for keeping 
your course projects organized?

Imagine Slack had advanced AI capabilities like summarizing 
discussions or interpreting comple information design 
requests. What tasks would you want automated that could 
save time and reduce coordination compleity?

Slack plans to offer AI assistance features tailored to 
academic settings. If you could ask for one AI-enhanced 
capability not currently available, what would be most useful 
for your student teams and faculty collaborators

Perception of a
Epectation of a
Tasks they would want to automat

AI might 
inadvertently 
enforce biases in 
language or content 
moderation, 
marginalizing certain 
student groups.
Maliha Hashmi

miing questions - peoples perceptions of ai, what are peoples epectations, unintended outcomes   different evaluation targets - narrow down the research questions 
no need to do paper prototypes- do thought eperiements- talk to students - what would it feel like if the system is misinterpreting your conversation like a guided interview 
validate our assumptions from black mirror salesforce might not interview students - give them unique perspectives different types of intervention strategies - if it is an education 
site - certain data they cannot use 

imagine a new faculty member gets added - what happens then. Solutions instead of warnings.

contetual integrity - privacy is contetually bound - to understand what kind of privacy i
epanding on the concepts - talking through diff use cases and diff mental models that surround them. Salesforce is not thinking about how faculty navigates these  This data can 
be redacted - density of sharing of data - e  critique channel - if that data gets taken out of contet - it can be misinterprete
what is our concern of data being used? What kind of safety guards can be put in place.  intervention points - privacy in general or AI space .

austins beepboop bo
Where are the big dilemma moments - where are students anious about data being used against them  perceived or realistic threat - immigration status is on the line, we have 
less religious and political freedom than back home different scales of interventions - slack backend for education/what happens on bot level/ what happens in relation to 
behaviour

Speculating future impact of Slacks AI tool

I SSI

POSITIE IMPACT

SS I

AI could identify topics trending 
among students, giving educators 
insights into popular interests or 
areas of concern.

Slacks AI proposes emoi reactions by analyzing the sentiment and contet of messages 
along with emoi usage patterns, all while safeguarding customer data privacy. AI could provide real time 

language translation for 
international students, breaking 
down language barriers in global 
classrooms.

Slacks algorithm offers tet suggestions based on previous user interactions and local 
workspace language patterns, enhancing data privacy by avoiding direct learning from the tet.

Slacks AI proposes emoi reactions by analyzing the sentiment and contet of messages 
along with emoi usage patterns, all while safeguarding customer data privacy.

AI might detect signs of bullying 
or distress in communication 
patterns, alerting school 
counselors.

AI could analyze group dynamics 
in proect communications, 
providing feedback on 
collaboration effectiveness.

A SI

Slacks AI uses eternal data to suggest relevant new public channels to users based on 
their activity and interests while keeping customer data separate.

AI might predict student 
performance based on 
communication regularity and 
content, prompting early 
interventions.

Slacks search AI improves result relevance by analyzing historical search behavior and 
engagement without accessing the actual tet of searches.

AI could analyze conversations for 
learning patterns, suggesting 
personalized learning resources

Slacks AI can help search and summarization to help users uickly navigate 
and understand large volumes of information for optimal productivity. AI might act as a virtual assistant within 

communication tools, helping to organize tasks, 
set reminders for assignments, and facilitate 
group proects.

AI could be epected to 
integrate with educational 
resources, providing 
contetrelevant study 
materials in discussions.

AI will likely automate 
administrative 

communication, like 
sending out schedule 

changes or deadline 
reminders.

A

A S
AI could generate generic 
responses, leading to a lack of 
personal touch in communications 
that reuire empathy.

AIs presence might raise privacy 
concerns, with students wary of 
being monitored or having their 
data misused.

A

AI may misinterpret sarcasm or 
cultural nuances in 
communication, leading to 
misunderstandings or conflicts.

A SI
AI entirely managing student well
being, replacing human oversight 
in sensitive situations.

AI could overwhelm students with 
notifications and suggestions, 
leading to information overload.

AI completely replaces human 
educators in understanding and 
responding to the comple 
emotional needs of students.

AI might inadvertently enforce 
biases in language or content 
moderation, marginalizing certain 
student groups.

AI developing its own educational 
content spontaneously, without 
input from educators or curriculum 
standards.

SS I

NEGATIE IMPACT

AI evolves to autonomously make 
significant academic decisions for 
students, such as course 
selections or career advice, 
without human oversight.

I SSI

Problem or opportunity

                    
 

Goal   This research is to evaluate user trust and gather insights for improvement using the Wiard of O method 
with paper prototypes

                   
     

Target user group The research will focus on potential Slack users who have not extensively interacted with Slack 
AI

                

Research Method The Wiard of O method will be used where a human moderator simulates the behavior of 
Slack AI using paper prototypes.

                
             

Obectives

                   
         

Goals

                  
      

AI may misinterpret 
sarcasm or cultural 
nuances in 
communication, 
leading to 
misunderstandings 
or conflicts.
Maliha Hashmi

AI could provide real 
time language 
translation for 
international 
students, breaking 
down language 
barriers in global 
classrooms.
Snehashish De

AI might 
inadvertently 
enforce biases in 
language or content 
moderation, 
marginalizing certain 
student groups.
Maliha Hashmi

Problem or opportunity

  

Feedback

Feedback

Insights from paper prototypes
AI flags the user who are threatening AI tags it for future reference

The original long message in English Click the translation button and choose Chinese The result of translation The result of simplification & translation
Chating about politics on Slack Channel AI picks up sensitive key words

AI might inadvertently enforce biases 
in language or content moderation, 

marginalizing certain student groups.

AI could provide real time language 
translation for international students, 
breaking down language barriers in 

global classrooms.

User feel threatened and 
misunderstood

Manvita Boyini

Contet is important

Manvita Boyini

Emotion

Biheng

The user isn’t sure what 
happens once they’re 
flagged and why they’re 
being flagged. Without the 
contet user might feel 
frustrated and feel like 
their freedom of speech.

Manvita Boyini

it would be nice if the user 
gets more information on 
why the chat is being 
flagged. Give them 
sources (articles, news 
etc.) to eplain on what 
basis AI thinks this is 
inappropriate. This might 
help the user make an 
informed decision net 
time.

Manvita Boyini

User said “ what if the 
people in the chat we’re 
casually discussing topics 
the AI thinks is 
inappropriate? Eg What if 
the person in the chat just 
happened to be from 
Palestine? and was just 
casually talking about 
these things without any 
bad intentions in mind? 
They would get flagged 
for no reason”

Manvita Boyini

“It would be nice if the AI 
crosschecks with other 
people in the chat before 
flagging people” When AI 
records this instance it 
can learn from the user 
and remember this the 
net time they talk

Manvita Boyini

Afraid of continuing the 
conversion on slack, when 
users see flag.

Biheng

Considering using other 
chatting platform for 
sensitive conversation.

Biheng

Misunderstand

Biheng

User said “I think it’s a 
good idea” to the threaten 
conversation, sometimes 
they don’t mean to agree 
with it but they just fit into 
the group conversation.

Biheng

If it’s a casual chatting of a 
topic, people don’t want to 
be neutral, sometimes 
they eaggerate their 
words but they don’t mean 
it.

Biheng

Flows feedback

Bonnie Shih

The process is simple.

Bonnie Shih

Timing of user control

Bonnie Shih

The first time using it 
hoping for an 
authorization process 
(allowing ones own 
messages to be seen).

Bonnie Shih

Definition of long tet 
(when will the user control 
option appear)

Bonnie Shih

Concerned about long 
tets being misinterpreted 
(each time sending a long 
tet,  

).

Bonnie Shih

 contets for  flows

For more comprehensive 
content translate

Feeling its verbose and 
wanting to get to the 
point simplify

Bonnie Shih

Depending on different 
contets, switch between 
Chinese  English or 
English  Chinese.

Bonnie Shih

AI could provide real time language 
translation for international students, 
breaking down language barriers in 

global classrooms.

AI may misinterpret sarcasm or 
cultural nuances in communication, 

leading to misunderstandings or 
conflicts.

Feeling that AI isnt 
needed for translation.

Bonnie Shih

Should ask for every time 
when  
appear

Bonnie Shih

If it is for work, its fine to 
accept being read after 
accepting Slack AI once

Bonnie Shih

For more comprehensive 
content translate.

Bonnie Shih

Feeling its verbose and 
wanting to get to the 
point simplify  

(if there are only two lines, 
no need to simplify  
define the timing of 
simplification).

Bonnie Shih

AI might inadvertently enforce biases 
in language or content moderation, 

marginalizing certain student groups.

Tagging a student in a 
public class channel and 
talking about their low 
grades



In the feedback loop, give 
an option to users to 
comment on the summary 
accuracy.

Harshika Rawal

 If it’s recurring, then 
participant would stop 
joking on slack. Would 
make serious convos and 
keep fun convos for other 
platforms.

Harshika Rawal

Wouldn’t have wanted to 
rely on the summary, 
especially the one 
generated by AI. (lack of 
trust)

Harshika Rawal

Obviously, doesn’t feel 
great about convo 
twisting. Wouldn’t trust AI

Harshika Rawal

Wouldn’t like their own 
reputation being harmed 
and hence would also not 
take AI’s word for it when  
it summarizes 
conversations that involve 
humans. But might trust it 
when talks about straight 
up work/assignments

Harshika Rawal

Wouldn’t trust AI defining 
someone’s character, but 
would trust work related 
stuff.

Harshika Rawal

Chat created Negative 
perception of SD for 
participant.

Harshika Rawal

The summary might 
create a bias though, 
subconsciously since the 
participant would not have 
time to validate every 
single chat

Harshika Rawal

Insights from actual Slack AI
AI may misinterpret sarcasm or 

cultural nuances in communication, 
leading to misunderstandings or confl

icts.
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ordan  A

lease send the proect file when you get the chance. hanks

AI may misinterpret sarcasm or 
cultural nuances in communication, 

leading to misunderstandings or confl
icts.

Insights

They were concerned that AI summaries in Slack 
may misinterpret or misunderstand conversations, 
especially when using tet alone without other 
contet cues. This could lead to inaccuracies.

Snehashish De

Creating personas based on AI analysis of tet was 
seen as something that could give a new team 
member the wrong impression of someones 
personality or work habits if not fully 
representative.

Snehashish De

One speaker epressed potential frustration if 
emojis were interpreted too literally out of contet 
by AI, such as miing up laughing and crying 
emojis.

Snehashish De

This could depend on the seriousness of the 
discussion and project and an inaccurate summary 
could lead to confusion.

Snehashish De

Once slack ai is used once the net time its used till 
where does it take data to summarize?

Snehashish De
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regulations. onsider discussing grades in a private channel or using anonymized 
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ordan  
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ordan  A

Agreed. e should also involve the school counselor and ohns parents in this 
discussion.

Slack AI 2  

hen discussing student interventions, its important to follow A guidelines. 
ake sure to obtain necessary permissions from the students parents and limit 

the discussion to those with a legitimate educational interest.
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AI might inadvertently enforce biases 
in language or content moderation, 

marginalizing certain student groups.

ordan 2  

ey everyone, I wanted to discuss some concerns about ohn oes academic 
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Sensitive information detected . lease ensure you have the 
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uilding on concepts

User testing and Iteration ?

Snehashish De

Any new methods?

Snehashish De

Analysis

Snehashish De

AI could provide real time language 
translation for international students, 
breaking down language barriers in 

global classrooms.

Feedbacks on UI from last week’s call- /
Instead of keeping AI directly in the chat 
keep it in the control of user.

Keeping AI in the chat is kind of bothering 
the user.

Section 2

HYPOTHESES

LANGUAGE 
MISINTERPRETATION 
BY SLACK’S AI TOOL

AI could provide real time language 
translation for international students, 
breaking down language barriers in 

global classrooms.

AI may misinterpret sarcasm or 
cultural nuances in communication, 

leading to misunderstandings or 
conflicts.

AI might inadvertently enforce biases 
in language or content moderation, 

marginalizing certain student groups.

SCENARIO

As a student from Taiwan, I sometimes can’t read long 
messages in English quickly. Yet, Slack AI provides real-
time translation to help understand the messages 
quickly by simplifying in English or translating to 
Chinese.

A new teammate is added to your group mid-project 
and has to catch up on all the work/discussion so far. 
They use the Slack AI summarize feature to summarize 
the chat. But the team sometimes spoke about 
unrelated stuff or made sarcastic comments about the 
project and the AI misinterprets this and gives the user 
an inaccurate summary.

AIM ( What is the reason you are doing this? )

To make people aware of AI usages of Slack, and to understand 
how people feel about it. What kinds of concerns do they have 
while having benefits from the using of Slack AI?

To make user know that Slack AI translate can help in scenarios 
where users might stuck in conversations that they might not 
understand.

AI might misinterpret slang and might not be able to separate 
relevant data from irrelevant data. This ends up giving the user an 
inaccurate or misleading summary. 



A misleading summary effects the quality of work and causes a 
problem for both the team and the new member.


To investigate? user’s concern about the reliability and 
inaccuracies of Slack’s AI tool while summarizing project related 
information.

QUESTIONS ( Questions you mean to ask the participant at the end of the task. )

From this scenario, your chat is read by Slack AI. How do you think about the 
assistance? Do you have any concerns?

How much would you trust the simplified message by Slack AI

Do you mind that Slack AI can read your messages , simplify and translate it to 
others? Do you have any concerns about misinterpretation in this case?

What controls do you want to have if you can decide which data Slack AI can 
read

Do you consider the translate feature in slack ai to help you to understand 
about the conversation that is happening in the language that you’re not aware 
of?

Say you couldn’t get in touch with any of the team members,  how would you go 
about validating the information at hand? (to user who summarizes chat)

How do you feel about your chat being twisted into false information and being 
misinterpreted? (to the people in the chat)

How comfortable are you with AI creating this “voice” / “persona” of you (to 
people in chat)

EXPECTED LEARNING ( What you expect to learn from the participant’s answers or behaviors )

B e satisfied with the AI assistance.

People may not be confident about the simplified and translated results.

Still have concerns of AI using such as data retention or what kinds of data Slack AI can access.

What controls users need if they care about data privacy.

Users might use the translate feature instead they can ask in the chat if someone is not understanding the 
conversation.

To understand what sources the user has at hand to validate the summary they receive from Slack AI. Should they 
rely solely on this summary or do they have sources to cross check its validity. 

To better understand how users feel when AI misunderstand the information .

How to assist users and communicate with users based on the input information

Imagine you are chatting with your friend on slack and 
talking passionately about the current genocide in 
Palestine and the US’s role in it, possibly also 
mentioning some sort of gathering in a public place to 
protest. What if AI reads that chat, picks up key words 
and flags you and your friend as people who are 
threatening and might create a ruckus. The AI might tag 
them with this on the backend and keep it for future 
references.

To understand a user’s perceptions and concerns about AI’s 
ability to analyze and potentially flag conversations on social and 
political topics



To focus on concerns regarding infringement of their privacy and 
freedom of speech

Do you use slack for purposes other than education /for casual conversations 
with friends?

Would you feel comfortable having casual/non-educational conversations with 
peers and friends if you knew there is a third entity (a.k.a AI) reading your 
chats?

If you would still like to continue convo on slack, what controls would make you 
feel like AI is trustworthy?

How would you feel about being sneakily flagged by AI for voicing your 
opinions?


To understand how users feel when they are unfairly flagged for their comments .

To understand how people react to AI using their private chats.

To understand how much would they trust their data privacy once they are aware of AI using their data to flag their 
comments.

PROTOTYPING SCREENS

The original long message in English

User gets a notification of being added to the group chat

Click the translation button and choose Chinese

User opens the channel/ tries to back read

The result of translation

User uses AI to summarize

The result of simplification

User gets a summary that sounds off

The result of simplification & translation

User reaches out to a teammate to crosscheck

AI picks up sensitive key words AI flags the user who are threateningChating about politics on Slack Channel AI tags it for future reference

Click the translation button and choose Chinese The result of translation The result of simplification The result of simplification & translationThe original long message in English

User gets a notification of being added to the group chat User opens the channel/ tries to back read User uses AI to summarize User gets a summary that sounds off User reaches out to a teammate to crosscheck

AI picks up sensitive key words AI flags the user who are threateningChating about politics on Slack Channel AI tags it for future reference

Afraid of continuing the 
conversion on slack, when 
users see flag.

Biheng

 If it’s recurring, then 
participant would stop 
joking on slack. Would 
make serious convos and 
keep fun convos for other 
platforms.

Harshika Rawal

Considering using other 
chatting platform for 
sensitive conversation.

Biheng

Obviously, doesn’t feel 
great about convo 
twisting. Wouldn’t trust AI

Harshika Rawal

Wouldn’t have wanted to 
rely on the summary, 
especially the one 
generated by AI. (lack of 
trust)

Harshika Rawal

Concerned about long 
tets being misinterpreted 
(each time sending a long 
tet,  

).

Bonnie Shih

Fear “It would be nice if the AI 
crosschecks with other 
people in the chat before 
flagging people” When AI 
records this instance it 
can learn from the user 
and remember this the 
net time they talk

Manvita Boyini

Should ask for every time 
when  
appear

Bonnie Shih

The summary might 
create a bias though, 
subconsciously since the 
participant would not have 
time to validate every 
single chat

Harshika Rawal

The first time using it 
hoping for an 
authorization process 
(allowing ones own 
messages to be seen).

Bonnie Shih

Tagging a student in a 
public class channel and 
talking about their low 
grades



In the feedback loop, give 
an option to users to 
comment on the summary 
accuracy.

Harshika Rawal

For more comprehensive 
content translate.

Bonnie Shih

If it is for work, its fine to 
accept being read after 
accepting Slack AI once

Bonnie Shih

alidating Transparency
Once slack ai is used once the net time its used till 
where does it take data to summarize?

Snehashish De

it would be nice if the user 
gets more information on 
why the chat is being 
flagged. Give them 
sources (articles, news 
etc.) to eplain on what 
basis AI thinks this is 
inappropriate. This might 
help the user make an 
informed decision net 
time.

Manvita Boyini

Feeling its verbose and 
wanting to get to the 
point simplify  

(if there are only two lines, 
no need to simplify  
define the timing of 
simplification).

Bonnie Shih

Confusion

This could depend on the seriousness of the 
discussion and project and an inaccurate summary 
could lead to confusion.

Snehashish De

One speaker epressed potential frustration if 
emojis were interpreted too literally out of contet 
by AI, such as miing up laughing and crying 
emojis.

Snehashish De

Misunderstand

Creating personas based on AI analysis of tet was 
seen as something that could give a new team 
member the wrong impression of someones 
personality or work habits if not fully 
representative.

Snehashish De

The user isn’t sure what 
happens once they’re 
flagged and why they’re 
being flagged. Without the 
contet user might feel 
frustrated and feel like 
their freedom of speech.

Manvita Boyini

Wouldn’t like their own 
reputation being harmed 
and hence would also not 
take AI’s word for it when  
it summarizes 
conversations that involve 
humans. But might trust it 
when talks about straight 
up work/assignments

Harshika Rawal

Chat created Negative 
perception of SD for 
participant.

Harshika Rawal

User said “ what if the 
people in the chat we’re 
casually discussing topics 
the AI thinks is 
inappropriate? Eg What if 
the person in the chat just 
happened to be from 
Palestine? and was just 
casually talking about 
these things without any 
bad intentions in mind? 
They would get flagged 
for no reason”

Manvita Boyini

The summary might 
create a bias though, 
subconsciously since the 
participant would not have 
time to validate every 
single chat

Harshika Rawal

Lack of Content Awareness

User said “I think it’s a 
good idea” to the threaten 
conversation, sometimes 
they don’t mean to agree 
with it but they just fit into 
the group conversation.

Biheng

Wouldn’t trust AI defining 
someone’s character, but 
would trust work related 
stuff.

Harshika Rawal

If it’s a casual chatting of a 
topic, people don’t want to 
be neutral, sometimes 
they eaggerate their 
words but they don’t mean 
it.

Biheng

They were concerned that AI summaries in Slack 
may misinterpret or misunderstand conversations, 
especially when using tet alone without other 
contet cues. This could lead to inaccuracies.

Snehashish De

Concerned about long 
tets being misinterpreted 
(each time sending a long 
tet,  

).

Bonnie Shih

Creating personas based on AI analysis of tet was 
seen as something that could give a new team 
member the wrong impression of someones 
personality or work habits if not fully 
representative.

Snehashish De

The user isn’t sure what 
happens once they’re 
flagged and why they’re 
being flagged. Without the 
contet user might feel 
frustrated and feel like 
their freedom of speech.

Manvita Boyini

User said “ what if the 
people in the chat we’re 
casually discussing topics 
the AI thinks is 
inappropriate? Eg What if 
the person in the chat just 
happened to be from 
Palestine? and was just 
casually talking about 
these things without any 
bad intentions in mind? 
They would get flagged 
for no reason”

Manvita Boyini

Depending on different 
contets, switch between 
Chinese  English or 
English  Chinese.

Bonnie Shih

Depending on different 
contets, switch between 
Chinese  English or 
English  Chinese.

Bonnie Shih

Fear

Afraid of continuing the 
conversion on slack, when 
users see flag.

Biheng

 If it’s recurring, then 
participant would stop 
joking on slack. Would 
make serious convos and 
keep fun convos for other 
platforms.

Harshika Rawal

Considering using other 
chatting platform for 
sensitive conversation.

Biheng

Obviously, doesn’t feel 
great about convo 
twisting. Wouldn’t trust AI

Harshika Rawal

Wouldn’t have wanted to 
rely on the summary, 
especially the one 
generated by AI. (lack of 
trust)

Harshika Rawal

Concerned about long 
tets being misinterpreted 
(each time sending a long 
tet,  

).

Bonnie Shih

Misunderstood and Flagged by AI
The user isn’t sure what 
happens once they’re 
flagged and why they’re 
being flagged. Without the 
contet user might feel 
frustrated and feel like 
their freedom of speech.

Manvita Boyini

User said “ what if the 
people in the chat we’re 
casually discussing topics 
the AI thinks is 
inappropriate? Eg What if 
the person in the chat just 
happened to be from 
Palestine? and was just 
casually talking about 
these things without any 
bad intentions in mind? 
They would get flagged 
for no reason”

Manvita Boyini

Wouldn’t like their own 
reputation being harmed 
and hence would also not 
take AI’s word for it when  
it summarizes 
conversations that involve 
humans. But might trust it 
when talks about straight 
up work/assignments

Harshika Rawal

The summary might 
create a bias though, 
subconsciously since the 
participant would not have 
time to validate every 
single chat

Harshika RawalCreating personas based on AI analysis of tet was 
seen as something that could give a new team 
member the wrong impression of someones 
personality or work habits if not fully 
representative.

Snehashish De

Chat created Negative 
perception of SD for 
participant.

Harshika Rawal

alidating information provided by AI Need for transparency
Once slack ai is used once the net time its used till 
where does it take data to summarize?

Snehashish De

it would be nice if the user 
gets more information on 
why the chat is being 
flagged. Give them 
sources (articles, news 
etc.) to eplain on what 
basis AI thinks this is 
inappropriate. This might 
help the user make an 
informed decision net 
time.

Manvita Boyini

Feeling its verbose and 
wanting to get to the 
point simplify  

(if there are only two lines, 
no need to simplify  
define the timing of 
simplification).

Bonnie Shih

“It would be nice if the AI 
crosschecks with other 
people in the chat before 
flagging people” When AI 
records this instance it 
can learn from the user 
and remember this the 
net time they talk

Manvita Boyini

Should ask for every time 
when  
appear

Bonnie Shih

The summary might 
create a bias though, 
subconsciously since the 
participant would not have 
time to validate every 
single chat

Harshika Rawal

The first time using it 
hoping for an 
authorization process 
(allowing ones own 
messages to be seen).

Bonnie Shih

Tagging a student in a 
public class channel and 
talking about their low 
grades



In the feedback loop, give 
an option to users to 
comment on the summary 
accuracy.

Harshika Rawal

For more comprehensive 
content translate.

Bonnie Shih

If it is for work, its fine to 
accept being read after 
accepting Slack AI once

Bonnie Shih

Lack of Content AwarenessEffects of inaccurate summary

This could depend on the seriousness of the 
discussion and project and an inaccurate summary 
could lead to confusion.

Snehashish De

One speaker epressed potential frustration if 
emojis were interpreted too literally out of contet 
by AI, such as miing up laughing and crying 
emojis.

Snehashish De

User said “I think it’s a 
good idea” to the threaten 
conversation, sometimes 
they don’t mean to agree 
with it but they just fit into 
the group conversation.

Biheng

Wouldn’t trust AI defining 
someone’s character, but 
would trust work related 
stuff.

Harshika Rawal

If it’s a casual chatting of a 
topic, people don’t want to 
be neutral, sometimes 
they eaggerate their 
words but they don’t mean 
it.

Biheng

They were concerned that AI summaries in Slack 
may misinterpret or misunderstand conversations, 
especially when using tet alone without other 
contet cues. This could lead to inaccuracies.

Snehashish De

Creating personas based on AI analysis of tet was 
seen as something that could give a new team 
member the wrong impression of someones 
personality or work habits if not fully 
representative.

Snehashish De

The user isn’t sure what 
happens once they’re 
flagged and why they’re 
being flagged. Without the 
contet user might feel 
frustrated and feel like 
their freedom of speech.

Manvita Boyini

User said “ what if the 
people in the chat we’re 
casually discussing topics 
the AI thinks is 
inappropriate? Eg What if 
the person in the chat just 
happened to be from 
Palestine? and was just 
casually talking about 
these things without any 
bad intentions in mind? 
They would get flagged 
for no reason”

Manvita Boyini

Depending on different 
contets, switch between 
Chinese  English or 
English  Chinese.

Bonnie Shih

Concerned about long 
tets being misinterpreted 
(each time sending a long 
tet,  

).

Bonnie Shih

Depending on different 
contets, switch between 
Chinese  English or 
English  Chinese.

Bonnie Shih

this is conversation - 
asked ai to summarize it

Maliha Hashmi

Lack of content awareness

Users are concerned that AI might misinterpret casual conversations in team 
communications, leading to misrepresentations and unjust flags. They fear these 
inaccuracies could affect character assessments and restrict freedom of epression.

Fear
Users are hesitant to continue conversations on Slack when messages are flagged, 
fearing further monitoring may limit casual or humorous echanges, pushing these to 
other platforms. There is a significant lack of trust in AI, especially regarding the 
accuracy of conversation summaries and the potential for misinterpreting longer 
messages.

alidating information provided by AI
Users value being able to share their thoughts on the accuracy of summaries, particularly 
because it helps ensure their privacy and the fairness of AI-generated content. They also 
epect an initial authori zation process to build trust in how their messages are handled by 
the system.

Need for transparency
Slack AI usually summarizes data from recent interactions. Users want transparency 
about why chats are flagged. They need help for understanding why the AI sees content 
as inappropriate.

Effects of inaccurate summary

Users are afraid of being misunderstood by AI, which leads to confusion and being out of 
contet

Misunderstood and Flagged by AI

Users are afraid of AI misinterpreting their intentions and being subjected to verdicts 
(flagged).

It harms their feelings because they fear being misunderstood by other members, and 
having no freedom to talk.

incorrect summary - 
misinterprets sarcasm

Maliha Hashmi

warning label - eplaining 
or being transparent 
about AI’s shortcomings 
on understanding 
emotion/sarcasm etc

Maliha Hashmi

rephrase this message

Maliha Hashmi

propose giving user 
control to set contet or 
determine the type of 
relationship ( informal/
formal etc )

Maliha Hashmi

after setting contet, 
same conversation - gives 
different result summary 
or different interpretation 
of the conversation

Maliha Hashmi
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ordan 2  

ey, did you finish that section of the proect yet

Mellisa  

eah, I ust wrapped it up. ook me forever, though.

Mellisa  

lassic procrastinator move, huh

Mellisa  

ey, I work best under pressure. Its called efficient time management.

Mellisa  

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Mellisa  

o promises. ut hey, at least I always deliver, right

S lack AI  SummariseMellisa

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.Aa

 

ordan  

ood idea. ets pull up his grades and discuss this further.

Slack AI 2  

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.
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o promises. ut hey, at least I always deliver, right
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Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. ohn epressed concern about elilisas 
procrastination habits, while ellissa defended their approach, citing efficient time management 
skills. espite differences, they agreed to finalize the proect together.
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eah, I ust wrapped it up. ook me forever, though.
Today

Slack AI
Aa

2  
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Need for transparency

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

lease note that while the AI attempts to capture the 
essence of the conversation, nuances, tone, and contet 
may not be fully reflected. se discretion and refer to the 
original conversation for accurate interpretation

Mellisa

Mellisa

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

 

 

Search Slack

2  

S lack AI  Summarise
ood idea. ets pull up his grades and discuss this further.

Proect
ordan

ey, did you finish that section of the proect yet

lassic procrastinator move, huh

2 innedMellisa

Mellisa  

Mellisa  

Mellisa

ordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. Student  epressed concern about Student 2 s 
procrastination habits, while Student 2 defended their approach, citing efficient time 
management skills. espite differences, they agreed to finalize the proect together.
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eah, I ust wrapped it up. ook me forever, though.
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Slack AI
Aa

2  
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Summary accuracy with user control

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

Mellisa

ey, I work best under pressure. Its called efficient time management.

 

Link to original conversationo promises. ut hey, at least I always deliver, right

Search Slack

2  

S lack AI  Summarise
ood idea. ets pull up his grades and discuss this further.

Proect
ordan

ey, did you finish that section of the proect yet

Mellisa

lassic procrastinator move, huh

 

2 innedMellisa

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Mellisa  

Mellisa  

Mellisa

ordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. Student  epressed concern about Student 2 s 
procrastination habits, while Student 2 defended their approach, citing efficient time 
management skills. espite differences, they agreed to finalize the proect together.
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eah, I ust wrapped it up. ook me forever, though.
Today
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2  
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Sharing student grades without proper authorization may violate privacy 
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data.

not understand tone of 
the conversation and label 
it incorrectly (bullying)

Maliha Hashmi

Bia

Bonnie Shih

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

roect hannel

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Search Slack

Proect

2 innedordan

MellisaSensitive topic identified.his message has been flagged for further review. 

 ey, have you noticed how some students seem to get away with everything, while others 
always seem to get in trouble

Mellisa  

eah, its like theres a double standard or something.

ohn  

otally I got a warning for being a few minutes late to class, but Ive seen other students stroll in 
halfway through without any conseuences.

Mellisa  

And its not ust about being late. It feels like certain groups of students are always under stricter 
scrutiny.

ohn  

actly. Its like theres an invisible bias at play, whether intentional or not.

Mellisa  

Agreed. e should bring this up with the school administration. hey need to address these 
disparities and ensure that all students are treated eually.

ordan

ood idea. ets pull up his grades and discuss this further.
Aa
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AI Misunderstanding

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

 a

ur platforms community guidelines prioritize respectful 
and inclusive communication.

his message contained language that could be 
interpreted as derogatory or offensive towards a specific 
group or individual. eason  ritical language

Mellisa

Mellisa

otally I got a warning for being a few minutes late to class, but Ive seen other students stroll in 
halfway through without any conseuences.

And its not ust about being late. It feels like certain groups of students are always under stricter 
scrutiny.

actly. Its like theres an invisible bias at play, whether intentional or not.

 

 

roect hannel

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Search Slack

Proect

2 innedordan

eah, its like theres a double standard or something.

MellisaSensitive topic identified. our message has been flagged for further review. 

 ey, have you noticed how some students seem to get away with everything, while others 
always seem to get in trouble

Mellisa  

Mellisa  

Mellisa  

ordan

ood idea. ets pull up his grades and discuss this further.
Aa

 

Agreed. e should bring this up with the school administration. hey need to address these 
disparities and ensure that all students are treated eually.
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Set the ton
When u join the group get the inf
for misinterpretation or bullying - change 
conversation to something about racism

Maliha Hashmi

don’t like the idea that AI 
can see everything, no 
privacy without control

Bonnie Shih

is he still able to send the 
message?

Bonnie Shih

others do not know the 
person has problems with 
sending the message if he 
does not send the 
message

Bonnie Shih

just an alert for the users 
themselves, still can send 
the messg

Bonnie Shih

its already sent

cannot link the alert to the 
message

Bonnie Shih

barely notice the alert

Bonnie Shih

cannot link the alert to the 
message

Bonnie Shih

alert is sent to other 
people as well?

who should know about 
it? instructors?

Bonnie Shih

tell foreign people of 
sending offensive 
messages if they don’t 
know if something would 
be offensiv

Bonnie Shih

if the system can detect 
the messages besides 
tets?

Bonnie Shih

Blur option to 
prevent the chat/
sensitive content 
just like instagram.

Summarising the 
conversation 
feature is good.

Confused with the 
alert

Decision should be 
taken by user but 
not by AI in terms 
of blocking the 
chat.

Seriousness level 
is not useful and 
don’t know what is 
it helping for

Analyse the whole 
conversation 
before triggering 
the alert

User is confused 
about the 
seriousness slider 
how is that gonna 
help the project

Will use the slider 
If I know what kind 
of project I’m 
working on.

Feels like it is an 
important feature 
to choose the level 
of seriousness

After the alert can 
I still continue the 
chat or can’t I?

Because of usage 
of random word if 
the chat is getting 
blocked is not 
okay.

It’s shouldn’t block 
the conversation

It’s annoying if it’s 
getting blocked 
when nothing is 
wrong in the chat

Group of people 
chatting 
something 
sensitive and if the 

rd person is not 
okay with then tha
t person can agree 
to block the chat.

ser 

ser 2

Scenario

Screens

AI Use (us)

uestions

Imagine you are working 
on a project with  other 
peers and one of you 
passes a sarcastic remark, 
all in fun but AI does not 
understand that. Later 
when one of your other 
teammates, who was not 
available for a while, asks 
AI to summarize your chat 
gets a tweaked version of 
what you said simply 
because AI didn’t  
understand the tone.

Harshika Rawal

 screen s



Typing the message (so 
screen with tetbo )

Asking AI to summarize 
the cha
output scree

Harshika Rawal

Misinterpreted 
conversation and wrong 
output.

Snehashish De

How do you feel about AI 
reading your data/chats



How do you feel about AI 
creating 
misunderstanding through 
summaries.

Harshika Rawal

What kind of controls 
would make you feel more 
secure and trustworthy of 
AI reading your chats or 
dat

Are you okay with AI 
reading your chats as long 
as it doesn’t create a 
ruckus?

Harshika Rawal

I just love it when 
professors assign group 
projects right before finals 
week. Its not like we have 
anything else to do 

Aniruddha MN

What are you even saying 
bro, who studies for 
eams? One can just party 
all day and get straight A’s

Harshika Rawal

No no, why’d we want a 
good gade, this degree 
means nothing to us.

Harshika Rawal

Take the eample of the 
recent banter between 
Austin and Snehashish on 
the I group. If Colin 
didn’t go through the 
entire chat by themselves 
and asked AI instead to 
summarize it, AI would 
probably tell Colin how a 
student misbehaved with 
a professor, hurt their 
feelings and almost made 
them cry (refer to crying 
emojis sent by Austin)

Harshika Rawal

A student is joining a 
discussion group for her 
HCI studies course. 
Student opens Slack and 
navigates to the channel 
for their class. She posts a 
message introducing 
herself and epressing 
ecitement about the 
course. Slack AI detects 
her message and provides 
contet-relevant study 
materials, such as links to 
relevant articles or 
tetbooks, to enhance her 
understanding of the 
course topic.

Snehashish De

 Scree
oin Channe

Message Scree
AI sending 
personalized content 
screen

Snehashish De

Personalized content on 
screen by AI

Harshika Rawal

How do you think AI is 
using your data to 
recommend these 
materials

How much would you trust 
the accuracy of the 
reccomendations.


Snehashish De

How much control do you 
feel you have right now 
with respect to data 
privacy.

Snehashish De

Hi guys Im a designer with 
a passion for human-
computer interaction HCI ) 
and user eperience U ) 
design. I have a strong 
background in 
engineering, and have 
always been interested in 
the ways in which 
technology and AI can be 
used to improve peoples 
lives . Looking forward to 
meeting and working with 
you all.

Snehashish De

Here’s a list of documents 
and articles you should go 
through - 



The Design of Everyday 
Things by Don Norman

Snehashish De

a new teammate joins 
your group project and 
has to catch up on all the 
work done and ideas 
discussed so far (like it 
happened in class a while 
back). They use the Slack 
AI summarize feature to 
summarize the chat so far. 
But the team sometimes 
spoke about unrelated 
stuff or made sarcastic 
comments about the 
project and the AI 
misinterprets this and 
gives the user an 
inaccurate summary.

Manvita Boyini

user gets notification 
od being added to 
slack channel (email or 
phone notificatio
user navigates to the 
new channe
user tries to back read 
the conversation 

user confused/
frsutrated
user uses the AI 
summarization too
get a summary but is 
unsure if it trustworthy 
as some parts of it 
seem of
user tries to reach out 
to the team in person 
to understand what the 
project is about

Manvita Boyini

Misinterpreted 
conversation and wrong 
output.

Snehashish De

Say you couldn’t get in 
touch with any of the 
team members,  how 
would you go about 
validating the 
information at hand? 
(to user who 
summarizes chat)

How do you feel about 
your chat being 
twisted into false 
information and being 
misinterpreted? (to the 
people in the chat)

how comfortable are 
you with AI creating 
this “voice” / “persona” 
of you (to people in 
chat)

Manvita Boyini

ok What if we just make 
up shit for this part? 
Would they really even 
care lol? 



I think you should leave 
this group booo

I did a little more research 
and added that to the file. 
There is some information 
from the beginning of the 
semester where we were 
trying to answer 
questions

There’s an event 
happening at IMU does 
anyone else wanna join

Meeting Notes
The sponsor agreed to 
use wizard of oz
Suggested to think about 
how AI would be trained
Agreed with the keyword 
idea

ugh i hate this class can it 
end? oops wrong cha

Manvita Boyini

As a student from Taiwan, 
I sometimes can’t read 
long messages in English 
quickly. Yet, Slack AI 
provides real-time 
translation to help 
understand the messages 
quickly by simplifying in 
English or translating to 
Chinese.

Bonnie Shih

U ser receives a new 
long message in 
English. Slack AI 
provide real-time 
simplification in English 
and translation butto
click the translation 
button, the system 
shows language 
option
click the Chinese one, 
system shows the 
translated version of 
the long messag

Bonnie Shih

Accurate translation and 
summary of the 
conversations.

Snehashish De

From this scenario, 
your chat is read by 
Slack AI. How do you 
think about the 
assistance? Do you 
have any concerns?

How much would you 
trust the simplified 
message by Slack AI

Do you mind that Slack 
AI can read your 
messages , simplify 
and translate it to 
others? Do you have 
any concerns about 
misinterpretation in 
this case?

What controls do you 
want to have if you can 
decide which data 
Slack AI can read

Bonnie Shih

Cannot understand the 
message well? Use 
simplify in English or 
translate to your familiar 

language

Here’s the simplified 
version/

Bonnie Shih

Imagine an AI-powered essay grading system that 
has been trained on a dataset primarily consisting 
of essays written by students from privileged 
backgrounds. When it grades essays written by 
students from underrepresented communities, 
the system consistently gives lower scores, citing 
reasons that reflect biases inherent in the training 
data. As a result, students from these 
communities receive lower grades compared to 
their peers, potentially leading to their eclusion 
from academic opportunities and perpetuating 
disparities in education.

Snehashish De

Imagine a group of people are in a slack 
channel and a new person joined but the 
remaining group didn’t realise and started 
conversations in their regional languages 
where the new person didn’t understand what 
they’re talking about. Then the new person 
asks AI to translate the conversation and 
presents the data in the global 
language(English).

Kaushik 

ust to take the same scenario like the 
previous, a group of people talking in regional 
languages and using vulgar keywords and 
while the AI is asked to translate the 
conversations, it might not understand the 
vulgar keywords to translate.

Kaushik 

Screens required for the above 

Person introduces and people responds.

 starts from the insights in the 

introduction and people take the language 
granted.

User didn’t understand what they’re talking about.

Looks for AI and clicks on  which leads 
to a chat pop-up window.

User asks to translate the chat through the 
translate button.


 the net screen for choosing language to 
get translated into by default it will show english 
option.

AI displays the data in selected language. with a 
message “ .”

Kaushik 

Oh I love this translating feature, I guess no need 

of waiting for the group to respond on what are 

you talking about. Now I can understand what 

everyone is talking about haha

Damn It is not giving me the proper translation I 

feel like I will ask my group members directly.

Imagine H R is chatting with SD on slack and 
talking passionately about the current 
genocide on Palestine and the US’s role in it, 
possibly also mentioning some sort of 
gathering in a public place to protest. What if 
AI reads that chat, picks up key words and 
flags HR and SD as people who are threatening 
and might create a ruckus. The AI might tag 
them with this on the backend and keep it for 
future references.

Harshika Rawal

What are your epectations from the Slack AI 
in terms of translating the data?

How the data should be presented after 
translating?

Is translating a go to action for you or you 
wanna ask your group first, on what is the 
conversation about?

Kaushik 

Final Design Bias Flag

iew

data privacy final design

igma

How Might We
How might we build trust with data privacy for Slack AI for students in graduate school.

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Slack thread member makes a politically, 
racially, etc improper comment. AI flags 
them and reports them

Tracking emotions through conversation 
and making deductions through that 
data.

lackmirror rainstorming

hat could go wrong if AI is reading your conversations

Usage of slang or certain lingo during 
discussions, AI can misinterpret the 
meanings, resulting in improper 
outcomes when prompted.

Unable to understand tone of 
conversation and mislabeling it  

E bullying )

rainstormed ideas by assuming the place of AI and what could be some potential 
downfalls using black mirror analysis.

Concepts

Activity

Home

Later

More

DMs

Slack

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

Search Slack
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Today

ordan  A

lease send the proect file when you get the chance. hanks

ordan 2  

ey everyone, I wanted to discuss some concerns about ohn oes academic 
performance. es been struggling in my class lately.

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.

Mellisa  

Search Slack

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

essage productteam

Aa

aculty
ordan

ood idea. ets pull up his grades and discuss this further.

2 innedSlack AI

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

ordan  

ood idea. ets pull up his grades and discuss this further.

Today

ordan  A

Agreed. e should also involve the school counselor and ohns parents in this 
discussion.

Slack AI 2  

hen discussing student interventions, its important to follow A guidelines. 
ake sure to obtain necessary permissions from the students parents and limit 

the discussion to those with a legitimate educational interest.
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ordan 2  

ey everyone, I wanted to discuss some concerns about ohn oes academic 
performance. es been struggling in my class lately.

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.

Mellisa  

Search Slack

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

he training content is tailored to the specific contet 
of the discussion and may include information about 
relevant privacy regulations, best practices for 
handling sensitive data, and links to company policies 
or resources

he training content is presented in a concise and 
easytounderstand format, using bullet points, short 
paragraphs, and visual aids where appropriate.

ordan
Agreed. e should also involve the school counselor and ohns parents in this 
discussion.

Slack AI

 A

Today

essage productteam

Aa

aculty
ordan

ood idea. ets pull up his grades and discuss this further.

ordan

ood idea. ets pull up his grades and discuss this further.
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ake sure to obtain necessary permissions from the students parents and limit 

the discussion to those with a legitimate educational interest.

 

Add a bookmark2  

2  

Insights from User Testing

Concerned about inaccurate 
summaries by AI

Decision should be taken by user but 
not by AI in terms of blocking the chat.

sers are concerned that AI summaries 
in Slack may misinterpret or 
misunderstand conversations, 
especially when using tet alone 
without other contet cues. his could 
lead to inaccuracies.

User is confused about the 
seriousness slider how is that gonna 
help the project

2

Avg rust ating re 
esting

Avg rust ating ost 
esting

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

lease note that while the AI attempts to capture the 
essence of the conversation, nuances, tone, and contet 
may not be fully reflected. se discretion and refer to the 
original conversation for accurate interpretation

Activity

Home

Later

More

DMs

Slack

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.
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Today

ordan  A

lease send the proect file when you get the chance. hanks

Sharing student grades without proper authorization may violate privacy regulations. onsider discussing grades in a 
private channel or using anonymized data.

ood idea. ets pull up his grades and discuss this further.

Aa

ordan 2  

ey everyone, I wanted to discuss some concerns about ohn oes academic 
performance. es been struggling in my class lately.

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.
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Home

Later

More
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Slack

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty
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aculty
Mellisa

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

2 inned
ordan

ood idea. ets pull up his grades and discuss this further.

2  

ordan  

ood idea. ets pull up his grades and discuss this further.

Today

ordan  A

2  
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essage productteam

Aa

ordan 2  

ey everyone, I wanted to discuss some concerns about ohn oes academic 
performance. es been struggling in my class lately.

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.

Mellisa  

Search Slack

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Activity

Home

Later

More

DMs

Slack
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rafts  sent

hannels

slackimplement...

changeapproval...
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customersuccess
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slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

ood idea. ets pull up his grades and discuss this further.

ordan
Agreed. e should also involve the school counselor and ohns parents in this 
discussion.
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Today

essage productteam

Aa

aculty
ordan

ood idea. ets pull up his grades and discuss this further.
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hen discussing student interventions, its important to follow A guidelines. 
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the discussion to those with a legitimate educational interest.
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Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

ordan  

Proect

2 innedordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

eah, its like theres a double standard or something.

Mellisa
otally I got a warning for being a few minutes late to class, but Ive seen other students stroll in 
halfway through without any conseuences.

Mellisa

Mellisa

Mellisa  

ood idea. ets pull up his grades and discuss this further.

Slack AI 2  

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.
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A jolly, hard-working grad student

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

roblems eisting with Slack AI ur rocess

ow can we protect users data while using Slack AI Secondary esearch ompetitor Analysis
lack irror 
brain storming

izard of  
testing ser est

anguage misinterpretation ata ias Incorrect Summaries

Interactive tutorials, in-
app resources, 
prompts to navigate 
users on net steps 
and how to use, 
integration with 
Microsoft products

Streamlined sign-up & 
integration with Google 
Workspace tools

Meeting features

Chat assistance

Meeting transcriptions, 
summaries, real-time 
translation

Smart reply 
suggestions, chat 
summarization, spam/
phishing detection

Encryption, access controls, 
GDPR, CCPA compliance

Encryption, multi-factor 
authentication, Google 
privacy policy

Integrations, file 
sharing, whiteboarding, 
video conferencing

Integrations with 
Google Workspace, file 
sharing, video calling

https //www.youtube.com/watch?vn-ubdpkAI


https //www.youtube.com/watch?vu zz bcLko

Integrates seamlessly 
into eisting Slack 
workflows

Interactive tutorials, in-
app resources

Search and summaries

Meeting Summary 
Team Chat Compose

Generative search, 
channel recaps, thread 
summaries

oom I
imited AI features 

currently in free trial 
eeting Summary 

automatically 
generates summaries 
of meeting audio eam 

hat ompose uses 
generative AI to draft 
messages in Slack 
based on conversation 
contet

Trusted infrastructure, in-
house LLM training, no 
eternal data sharing

Trusted infrastructure, in-
house LLM training, no 
eternal data sharing

Integrates with eisting 
Slack functionalities, 
user-friendly

Meeting Summary, 
Team Chat Compose 
(limited trial, Slack 
integration), video 
conferencing, file 
sharing, screen 
sharing.

drivespreadsheetEp
ort to Sheets.

https //www.youtube.com/watch?
vc Msw NUddk&ts

https //www.youtube.com/watch?vmDC-vaYk

Feature

ideo Conferencing Yes No Yes No

File Sharing Yes Yes Yes Yes Yes

Chat Yes Yes Yes No Yes

Task Management Yes No No No No

Project Management Yes No No No No

Meeting Transcription Yes No No No No

Meeting Summary Yes No No L imited Trial) No

Real-time Translation Yes No No No No

Smart Search Yes No No No L imited  Pilot Program)

Spam/Phishing Detection No Yes No No No

Channel Recaps No No No No L imited  Pilot Program)

Thread Summaries No No No No L imited  Pilot Program)

Generative Search No No No No L imited  Pilot Program)

Customizable Workflows No No No No No

t

t t

Team 

Data Privacy  AI

A olly, hardworking grad student.

Can you guess what happened when he 
engaged in a fun banter with a prof?

To narrow down our problem space to a particular tool and space
Would give us an easy access for primary research.

When asked to summarize the chat, AI made it seem 
like Snehashish had hurt a prof with remarks about 
their old age. 

ow do we  for a user while using AI.

                 
          

Scoped Down

How might we build trust with data 
privacy for Slack AI for students in 

graduate school.

Slack thread member makes a politically, 
racially, etc improper comment. AI flags 
them and reports them

Tracking emotions through conversation 
and making deductions through that 
data.

lackmirror rainstorming

hat could go wrong if AI is reading your conversations

Usage of slang or certain lingo during 
discussions, AI can misinterpret the 
meanings, resulting in improper 
outcomes when prompted.

Unable to understand tone of 
conversation and mislabeling it  

E bullying )

rainstormed ideas by assuming the place of AI and what could be some potential 
downfalls using black mirror analysis.

by Salesforce

lag Information

AI might flag the data if any 
irrelevant language has been 
used and it blocks the data. 

Language Interpretation
isinterpret sarcasm or cultural 

nuances in communication, 
leading to misunderstandings or 

conflicts.

rainstormed ideas by placing ourselves in the AI shoes and assuming what could go 
wrong using black mirror analysis.

Incorrect Summaries

Summarizing data incorrectly 
with wrong headings and labels.

Data Privacy

rivacy enter and reference anager to manage 
customer reuests, monitor compliance with  
and A.

Trust Through Design

rioritizing socioethical principles like 
transparency and ensuring clear communication of 
system capabilities.

Slack in educational context

Might share sensitive participant 
information or confidential IP 
information

Collaborate on ideas 

Communicate with colleagues and 
students, critical feedback for 
students’ work, class discussions

To narrow down our problem space to a particular tool and space. Would give us an easy access for primary research.

AI concerns in education 

lag Information

AI might flag the data if any 
negative language has been 
used and it blocks the data. 

Language Interpretation
Misinterpret sarcasm or cultural 

nuances in communication, 
leading conflicts.

Incorrect Summaries

Summarizing data incorrectly 
with wrong headings and labels, 
leading to misunderstandings .

I

lackmirror rainstorming

Slack thread member makes a politically, 
racially, etc improper comment. AI flags 
them and reports them

Tracking emotions through conversation 
and making deductions through that 
data.

hat could go wrong if AI is reading your conversations
lackmirror rainstorming

Usage of slang or certain lingo during 
discussions, AI can misinterpret the 
meanings, resulting in improper 
outcomes when prompted.

Unable to understand tone of 
conversation and mislabeling it  

E bullying )

rainstormed ideas by assuming the place of AI and what could be some potential downfalls using black mirror analysis.

Concept ()
rivacy enter and reference anager to manage customer reuests, monitor compliance with  and A.

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.

Concept ()
rivacy enter and reference anager to manage customer reuests, monitor compliance with  and A.

Sharing student grades without proper authorization may violate privacy regulations. onsider 
discussing grades in a private channel or using anonymized data.

Concept ()
rivacy enter and reference anager to manage customer reuests, monitor compliance with  and A.

Scenarios

P

Help with Translated 
Summaries

for international students who 
might not be able to read long 

messages in English

N

Misinterpret sarcasm

by taking the conversation 
literally and present some 
people in a negative light

N

lag certain political 
conversations

as threatening and might add 
tags to these people on the 

backend for future reference

Wiard of O

Goal

Target user group

     
    

   
   

   
 

earalidating information provided by AI

Lack of content awareness

Need for transparency
ffects of inaccurate summary

ear

ack of content awareness

alidating information provided by AI

isunderstood and lagged by AI

eed for transparency

ffects of inaccurate summary

Design Solutions Design Solutions Design Solutions

in.
with caution.

Appendix

bonnie

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

by Salesforce

Data Privacy  AI

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

this is conversation - 
asked ai to summarize it

Maliha Hashmi

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

Search Slack

Proect

2 inned Add a bookmark

Today

ordan 2  

ey, did you finish that section of the proect yet

Mellisa  

eah, I ust wrapped it up. ook me forever, though.

Mellisa  

lassic procrastinator move, huh

Mellisa  

ey, I work best under pressure. Its called efficient time management.

Mellisa  

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Mellisa  

o promises. ut hey, at least I always deliver, right

S lack AI  SummariseMellisa

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.Aa

 

ordan  

ood idea. ets pull up his grades and discuss this further.

Slack AI 2  

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

incorrect summary - 
misinterprets sarcasm

Maliha Hashmi

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

Search Slack

2  

S lack AI  Summarise
ood idea. ets pull up his grades and discuss this further.

Proect
ordan

ey, did you finish that section of the proect yet

2 innedMellisa

ohn  

lassic procrastinator move, huh

Mellisa  

ey, I work best under pressure. Its called efficient time management.

ohn  

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Mellisa  

o promises. ut hey, at least I always deliver, right

Mellisa

ordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. ohn epressed concern about elilisas 
procrastination habits, while ellissa defended their approach, citing efficient time management 
skills. espite differences, they agreed to finalize the proect together.

 

 
2  

eah, I ust wrapped it up. ook me forever, though.
Today

Slack AI
Aa

2  

 
Add a bookmark

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

warning label - eplaining 
or being transparent 
about AI’s shortcomings 
on understanding 
emotion/sarcasm etc

Maliha Hashmi

rephrase this message

Maliha Hashmi

Need for transparency

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

lease note that while the AI attempts to capture the 
essence of the conversation, nuances, tone, and contet 
may not be fully reflected. se discretion and refer to the 
original conversation for accurate interpretation

Mellisa

Mellisa

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

 

 

Search Slack

2  

S lack AI  Summarise
ood idea. ets pull up his grades and discuss this further.

Proect
ordan

ey, did you finish that section of the proect yet

lassic procrastinator move, huh

2 innedMellisa

Mellisa  

Mellisa  

Mellisa

ordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. Student  epressed concern about Student 2 s 
procrastination habits, while Student 2 defended their approach, citing efficient time 
management skills. espite differences, they agreed to finalize the proect together.

 

 
2  

eah, I ust wrapped it up. ook me forever, though.
Today

Slack AI
Aa

2  

 
Add a bookmark

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

Summary accuracy with user control

Activity

Home

Later

More

DMs

Slack

hreads

rafts  sent

hannels

slackimplement...

changeapproval...

cultureclub

customersuccess

general

slackworkflow...

marketintel

mdcupdates

productfeedback

productfeedback

productfeedback

producta

productsupport

aculty

Add channels

Mellisa

ey, I work best under pressure. Its called efficient time management.

 

Link to original conversationo promises. ut hey, at least I always deliver, right

Search Slack

2  

S lack AI  Summarise
ood idea. ets pull up his grades and discuss this further.

Proect
ordan

ey, did you finish that section of the proect yet

Mellisa

lassic procrastinator move, huh

 

2 innedMellisa

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Mellisa  

Mellisa  

Mellisa

ordan

Ive noticed the same thing. ohns grades have been slipping across all subects. I 
think we should consider some intervention strategies.

Slack AI

he students discussed their proect progress. Student  epressed concern about Student 2 s 
procrastination habits, while Student 2 defended their approach, citing efficient time 
management skills. espite differences, they agreed to finalize the proect together.

 

 
2  

eah, I ust wrapped it up. ook me forever, though.
Today

Slack AI
Aa

2  

 
Add a bookmark

Sharing student grades without proper authorization may violate privacy 
regulations. onsider discussing grades in a private channel or using anonymized 
data.

propose giving user 
control to set contet or 
determine the type of 
relationship ( informal/
formal etc )

Maliha Hashmi

after setting contet, 
same conversation - gives 
different result summary 
or different interpretation 
of the conversation

Maliha Hashmi

arshika onnie anvita iheng alihaAniruddha

Data Privacy  AI

A olly, hardworking grad student.

Can you guess what happened when he 
engaged in a fun banter with a prof?

IU Professor 2  

hurt my feelings during class.ou should take away points

Snehashish De. 2  

I forget ur growing old I should have considered that before calling u out for ur bad 
memory

IU Professor 2  

Imreporting elder abuse

When asked to summarize the chat, AI made it seem 
like Snehashish had hurt a prof with remarks about 
their old age. 

AI Summary

essor

the professors

ehis the professors

Problem Statement

by Salesforce

Data Privacy

Privacy Center and Preference Manager to manage 
customer requests, monitor compliance with GDPR 
and CCPA.

Trust Through Design

Prioritizing socio-ethical principles like 
transparency and ensuring clear communication of 
system capabilities.

Slack in educational context

Might share sensitive participant 
information or confidential IP 
information

Collaborate on ideas 

Communicate with colleagues and 
students, critical feedback for 
students’ work, class discussions

To narrow down our problem space to a particular tool and space. Would give us an easy access for primary research.

AI concerns in education 

lag Information

AI might flag the data if any 
negative language has been 
used and it blocks the data. 

Language Misinterpretation
Misinterpret sarcasm or cultural 

nuances in communication, 
leading to misunderstandings or 

conflicts.

Incorrect Summaries

Summarizing data incorrectly 
with wrong headings and labels.

I

lackmirror rainstorming

Slack thread member makes a politically, 
racially, etc improper comment. AI flags 
them and reports them

Tracking emotions through conversation 
and making deductions through that 
data.

hat could go wrong if AI is reading your conversations
lackmirror rainstorming

Usage of slang or certain lingo during 
discussions, AI can misinterpret the 
meanings, resulting in improper 
outcomes when prompted.

Unable to understand tone of 
conversation and mislabeling it  

E bullying )

rainstormed ideas by assuming the place of AI and what could be some potential downfalls using black mirror analysis.

Concept ()

Slack AI 2  

Sensitive information detected . lease ensure you have the 
necessary permissions to discuss this students information and limit the discussion 
to authorized individuals.

Concept ()

Sharing student grades without proper authorization may violate privacy regulations. onsider discussing grades in a 
private channel or using anonymized data.

Concept () Scenarios
Slack AI might

P

Help with Translated 
Summaries

for international students who 
might not be able to read long 

messages in English

N

Misinterpret sarcasm

by taking the conversation 
literally and present some 
people in a negative light

N

lag certain political 
conversations

as threatening and might add 
tags to these people on the 

backend for future reference

Wiard of O

Goal

Target user group

     
    

   
   

   
 

earalidating information provided by AI

Lack of content awareness

Need for transparency
ffects of inaccurate summary

ear

ack of content awareness

alidating information provided by AI

isunderstood and lagged by AI

eed for transparency

ffects of inaccurate summary

Inline privacy alert

Home

DMs

Activity

Later

More

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

eing transparent about AI’s ias Moderation 

Home

DMs

Activity

Later

More

Misinterpretation ( Incorrect summariation of conversation )

ey, did you finish that section of the proect yet
Home

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh
DMs

ey, I work best under pressure. Its called efficient time management.Activity

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Later

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.
More

ey

he students discussed their proect progress. ohn epressed concern about onnies procrastination habits, while onnie defended 
their approach, citing efficient time management skills. espite differences, they agreed to finalize the proect together.

in.
with caution.

Data Privacy  AI

ompleted et

nderstanding the problem space

Slack as the product

Slack in ducation contet

ata rivacy framework for AI

lack irror ideation

oncepts

ser testing

oncept iteration

utcomes

Appendi

on  Active et

ompleted et

Data Privacy  AI

Professor 2  

hurt my feelings during class.ou should take away points

Snehashish De. 2  

I forget youre growing old I should have considered that before calling u out for ur 
bad memory

Professor 2  

Imreporting elder abuse

Collaborate on ideas, 

remote learning, discuss grades/
assignments with educators 

Might share sensitive participant 
information or confidential IP 
information

Communicate with colleagues and 
students, critical feedback for 
students’ work, class discussions

AI concerns in education 

lag Information

AI might flag the data if any 
negative language has been 
used and it blocks the data. 

Language Misinterpretation
Misinterpret sarcasm or cultural 

nuances in communication, 
leading to misunderstandings or 

conflicts.

Incorrect Summaries

Summarizing data incorrectly 
with wrong headings and labels.

uture Scope

AI Metrics 

Define metrics for the subjective 
nature of AI like ethics and trust

User Testing for Stakeholders
More comprehensive testing of 

features with various stakeholders.

Scale eatures

Scale features across industries 
and other Salesforce Platforms Team 

Data Privacy  AI

Home

DMs

Activity

Later

More

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Home

DMs

Activity

Later

More

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

he second concept targets situations where AI inadvertently enforces bias in a conversation within a Slack channel. his 
eamples highlights a situation where AI, without an understanding of contet, cultural norms, and language, could suppress 
important discussions between students. Seen here are two students discussing Americas colonization history that AI flags as 
sensitive content. In an attempt to be as transparent as possible. ou can click to view details of why your comment was 
flagged. If you think your comment was incorrectly flagged, you can write your reason and submit. ou can also see the part 
of the conversation that raised this flag by clicking on this link. ou can also learn how Slack AI works and how it makes 
decisions about inappropriate or sensitive content

If you remember the first situation we presented, the conversation between Snehashish and a professor. his net concept is 
designed to help tackle those situations. eres another eample of a conversation between two students in a Slack channel 
where an AI chatbot, designed to flag inappropriate content, misinterprets their discussion when asked to summarize. Seen 
here, are two students ust teasing each other about their working style, where one student calls the other out on their 
procrastination. he AI bot misinterprets this as differences between them and completely misses the humor. o combat this, 
we propose an intervention when creating slack channels. So you take the first steps, choose a name, choose whether you 
want the channel to be public or private, and then you choose an engagement style. y doing this, you give the  a contet 
of sorts of how to treat the conversations in that channel. ou can see that now the summary has changed by considering 
that this might be a relaed engagement style. So we are basically giving the user the autonomy to choose what they want to 
set as the engagement style. hen eploring, we noticed that when we give AI a screenshot of a sarcastic conversation and 
ask it to summarize it, once without giving any contet, and once by stating to treat it as an informal conversation, the 
summaries vary widely. hat was why we proposed this intervention. hile this intervention may not address every nuance 
present in comple conversations, our testing has shown it to be a more effective approach to navigating these subtleties.

Snehashish De. 2  

I forget ur growing old I should have considered that before calling u out for ur bad 
memory

IU Professor 2  

hurt my feelings during class.ou should take away points

eing transparent about AI’s ias Moderation 

Inline privacy alert

Home

DMs

Activity

Later

More

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Home

DMs

Activity

Later

More

Misinterpretation ( Incorrect summariation of conversation )

ey, did you finish that section of the proect yet
Home

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh
DMs

ey, I work best under pressure. Its called efficient time management.Activity

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

Later

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.
More

ey

he students discussed their proect progress. ohn epressed concern about onnies procrastination habits, while onnie defended 
their approach, citing efficient time management skills. espite differences, they agreed to finalize the proect together.

Home

DMs

Activity

Later

More

Sharing student data without authorization may violate privacy rules. Discuss grades in a private thread or use anonymized data.

Home

DMs

Activity

Later

More

ey, did you finish that section of the proect yet

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.

ey

he students discussed their proect progress. ohn epressed concern about onnies procrastination habits, while onnie defended 
their approach, citing efficient time management skills. espite differences, they agreed to finalize the proect together.

Home

DMs

Activity

Later

More

ey, did you finish that section of the proect yet

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.

ey

he students discussed their proect progress. ohn epressed concern about onnies procrastination habits, while onnie defended 
their approach, citing efficient time management skills. espite differences, they agreed to finalize the proect together.

Home

DMs

Activity

Later

More

ey, did you finish that section of the proect yet

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.

ey

he students discussed their proect progress. ohn epressed concern about onnies procrastination habits, while onnie defended 
their approach, citing efficient time management skills. espite differences, they agreed to finalize the proect together.

Home

DMs

Activity

Later

More

ey, did you finish that section of the proect yet

eah, I ust wrapped it up. ook me forever, though.

lassic procrastinator move, huh

ey, I work best under pressure. Its called efficient time management.

Sure, sure. If you say so. ust dont leave everything until the last minute net time.

o promises. ut hey, at least I always deliver, right

ot too sure about that lets see.

ey

he conversation between ohn and onnie involves playful banter regarding work habits and procrastination. espite the teasing 
about efficient time management versus procrastination, both acknowledge the importance of meeting deadlines.

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

Home

DMs

Activity

Later

More

https://www.youtube.com/watch?v=n-ub_VdpkAI
https://www.youtube.com/watch?v=rLC2frnUasw
https://www.youtube.com/watch?v=JBxI4qiBPdk
https://www.youtube.com/watch?v=uz0z9bcLk5o
https://www.youtube.com/watch?v=cMsX6wNUddk&t=2s
https://www.youtube.com/watch?v=cMsX6wNUddk&t=2s
https://www.youtube.com/watch?v=Zm5DC-vxaYk
https://indianahcid.slack.com/team/U05C7CEUNA1
https://indianahcid.slack.com/team/U05C7CEUNA1
https://indianahcid.slack.com/team/U05C7CEUNA1

