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Goodbye friction, hello invisible payments 
It's time to put data to work to elevate customer 
experiences and boost merchant profitability 
Introduction  

While 2020 turned into an extreme test for physical stores, 
the digital channel quickly evolved as the lifeline for 
merchants that have been able to leverage the growth in 
ecommerce, digital streaming, and online gaming. The 
pandemic has clearly demonstrated that adaptability is the 
key to survival, and even in the post-pandemic era digital 
and hybrid models will remain strong, while physical 
commerce bounces back. 

To succeed in digital commerce, merchants must stay on top 
of the fast-evolving digital payments landscape. Their ability 
to offer a seamless, frictionless, and convenient checkout 
process can make or break the customer experience and 
makes payments an essential part of the customer journey. 

For merchants, the endeavor to create great customer 
journeys therefore depends on an effective digital payments 
strategy, and particularly on six critical success factors:  

 Boosting conversion rates by balancing choice and simplicity
 Walking the narrow path of convenience, compliance, and security
 Making payments invisible
 Reducing cost through smart transaction orchestration
 Embracing the data opportunity to improve operational and customer insights
 Picking a payments solution that fits a merchant's specific needs

Merchants that are serious about delivering on these success factors should consider the 
benefits of a unified payments platform, which not only reduces complexity and consolidates 
existing payments solutions in a single platform, but also futureproofs their business by enabling 
continuous innovation.  

In this increasingly diverse and disruptive ecosystem, a data-driven strategy is needed to 
orchestrate transactions based on cost and reliability, while beefing up analytical capabilities to 
reduce fraud and keep the customer journey as frictionless as possible. 

WHAT'S IMPORTANT 
»Given the rapid evolution of digital
commerce, merchants need a flexible,
scalable, and unified payments platform to
deliver the best customer experience the
ecosystem has to offer. More than ever,
digital commerce will be a team sport.

» Payment systems can make or break a
great customer experience. The future of
payments will be frictionless or even
invisible.

» To deliver on this promise, technology,
digital processes, and data must come
together to empower data‐driven digital
payments in an increasingly diverse
ecosystem.

AT A GLANCE 
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The components of a great checkout experience 

Payments are a critical yet cumbersome part of the customer journey leading to a heightened 
risk of checkout abandonment. Security is clearly the biggest challenge, particularly as new 
regulations increase friction rather than reducing it. However, the simplicity of the overall 
process, the desire to collect data about customers, and legacy systems and mindsets prevent 
innovation and affect the checkout process negatively. The optimal outcome is to make 
payments invisible, or at least as frictionless as possible, to avoid it disrupting the overall 
customer journey. 

A great checkout experience needs to address six key success factors:  

Boosting conversion rates by balancing choice and simplicity 

Customers buying online usually face a high level of uncertainty, yet they are expected to share 
personal data including highly sensitive information such as credit card details. This leaves them 
little or no choice but to trust a merchant to fulfill its responsibilities as a data custodian, to use 
information responsibly, and to put in place the proper security mechanisms to safeguard 
records and transactions. A merchant's desire to know their customers is understandable, yet it 
introduces an element of friction in the checkout process, particularly if lengthy data forms, poor 
user interfaces, and redundant data collection come together. 

Giving customers the choice to use known and trusted payment providers that offer a broader 
set of services including a simplified checkout experience has a positive impact on the process 
and leads to better customer experiences. There are a growing number of payment services 
providers (PSPs) that remove tedious form filling from the checkout process, such as Amazon 
Pay, PayPal, or Alipay.  

These PSPs offer additional options for customers to pay in installments, to add insurance, or to 
reduce shipping costs. Other value adding services, such as multicurrency conversion, also 
simplify the customer experience with the added benefit of building an additional revenue 
stream for the currency exchange. 

Many customers already have a preferred way of paying online, whether this is a local payment 
method such as Giropay, Sofort, Oxxo, or a digital wallet such as Apple Pay or Google Pay. 
Merchants will benefit from a unified payments platform that allows them to quickly add and 
integrate such partner offerings, while giving them the ability to centrally manage, orchestrate, 
and monitor a growing number of players. Ultimately, the more convenient and familiar the 
checkout process for consumers, the higher the conversion rates. 

Walking the narrow path of convenience, compliance, and security  

The effort to complete a payment online can at times be frustrating and become a real obstacle, 
particularly for less frequent online shoppers. The new requirements of Strong Customer 
Authentication (SCA), introduced under the Second Payments Services Doctrine (PSD2) in January 
2021, have made online payments considerably more tedious for consumers and merchants.  
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SCA mandates two-factor authentication (2FA) for all electronic transactions, unless they are 
considered "low risk" or exemptions apply. While the full impact of the regulation remains to be 
seen, IDC expects that up to 50% of Card-Not-Present (CNP) transactions may be subject to 
strong customer authentication.  

Merchants face the challenge of complying with SCA requirements while struggling to maintain a 
good user experience for their clients. At least in the short term, SCA may lead to increased cart 
abandonment until customers get used to two-factor authentication, and SCA exemptions can be 
increased, for instance, by using background analytics to filter low-risk transactions effectively. 

Using transaction risk analysis (TRA) to classify transactions as "low risk" is part of a data-driven 
approach to reduce the number of transactions subject to SCA. TRA looks for abnormal spending 
or behavioral patterns, such as changes to the user's device or suspicious locations of the payer 
or payee. TRA also considers the average fraud rate of a PSP, the acquirer, and the issuer. 
Essentially, a processor's ability to reduce the risk of transactions using data analytics, reflected 
in lower fraud rates is becoming a key consideration for merchants in identifying a suitable 
partner.  

Ultimately, it is up to the PSP to classify exemptions, such as low-value transactions, recurring 
transactions to the same beneficiary, or whitelisting merchants as trusted beneficiaries. Again, 
picking the right partner will be a competitive advantage for merchants.  

At the same time, new tools become available to the market to reduce friction, even if 2FA 
applies. For instance, EMVCo's revised 3D secure protocol, named 3DS 2.0, reduces friction for 
card transactions. It enables issuers to make more informed decisions based on the data 
provided by merchants and acquirers. 3DS 2.0 is also designed to integrate seamlessly with 
mobile apps and browser-based environments. This allows the integration with mobile 
authentication solutions, including issuer-provided solutions and third-party solutions such as 
Apple Pay. 

Another option for merchants to minimize the impact of SCA is to offer payment options that are 
not subject to it, such as recurring payments through direct debit or request to pay. While direct 
debit naturally lends itself better to recurring payments, it also works for one-off payments. 
Direct debit offers more security for customers, as illicit, false, or unintentional transactions can 
be clawed back. However, they require more effort to set them up for the first time and 
unfamiliar customers may be hesitant to allow merchants to book payments from their account. 
The evolution of direct debit such as request to pay, which will be enabled by new real-time 
payments infrastructures, will make account-based payments more attractive to both merchants 
and customers.  

Balancing convenience and security will be a major challenge in the coming years. The obvious 
fact is that this is not something a single stakeholder in the ecosystem will be able to solve. 
Collaboration and co-innovation will be necessary to tackle this. In an ever more diverse 
payments ecosystem, agility, flexibility, and scalability to quickly embed innovative solutions and 
partners will be critical.  
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Making payments invisible 

Looking to the future, IDC foresees a trend towards invisible payments — essentially an attempt 
to remove friction from payments altogether. This approach builds on a combination of 
technology such as analytics, biometrics, the internet of things, tokenization and digital identities, 
smart analytics, and low-risk transaction types such as direct debit and eventually ecosystem 
partnerships to eliminate friction for both physical and digital transactions.  

The more of these factors come together, the lower the risk in a transaction. Needless to say, the 
greater also the complexity to deliver these experiences in the back office consistently and 
efficiently. This is where partners specializing in data-driven payments will shine. They build on 
new technologies such as artificial intelligence to orchestrate and optimize transactions based on 
what is already known and combine it with state-of-the-art security and identity tools running in 
the background. This will reduce friction particularly for repeat customers, but will also simplify 
the checkout for one-time customers.  

Ultimately, this may lead to an ecosystem of trusted commerce, where merchants and 
customers carry individual, dynamic trust scores that measure their trustworthiness. For 
merchants, this opens opportunities for preferential treatment of "trusted" customers and to 
supplement, or be the basis for, loyalty programs. Trust scores can also look beyond security and 
factor in a broader set of criteria, such as corporate social responsibility (CSR), green sourcing of 
products, or customer satisfaction based on service levels, fulfilment, returns, etc. The reality of 
"trusted commerce" still has a long way to go and will require a careful balancing of privacy, 
security, and social responsibility. New approaches to establish trust in a digital environment will 
nonetheless be a key enabler of future growth. 

Reducing cost through smart transaction orchestration 

However, customer choice and convenience also need to be balanced with the reality of running 
a business cost efficiently. Given the boom in new payment solutions and types, merchants need 
to consider transaction costs and nudge customers towards low-cost transactions where 
possible. 

Smart routing helps merchants to compare prices across various payment providers and 
prioritize those with the more attractive fees and acceptance rates. Easy integration of new 
payment providers including local, regional, and global players as well as the ability to integrate 
emerging payment types such as account-based payments and digital wallets on the back of the 
new real-time payment infrastructures will also mark a competitive advantage. 

As competition in the sector intensifies, smart routing will be based on a dynamic and 
continuous evaluation process, rather than a periodical one. At the same time, more advanced 
data visualization tools and controls are needed to give merchants visibility over what is going on 
in this fast-moving ecosystem and to respond quicker to change. 
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Embracing the data opportunity to improve operational and customer insights  

Data is often classified as the "new oil," and payments data is certainly no exception. The most 
immediate benefit of a data-driven payments strategy is operational insight. This means 
actionable insights to improve payment operations, boost acceptance rates, improve fee 
transparency, free up cashflows, or make more informed decisions on how to optimize liquidity.  

Improving acceptance rates requires insights into 
"when" and "why" customers abandon shopping 
carts and why banks decline transactions. Analytics 
can uncover valuable insights on how to fix the 
underlying problems. Suspicious and unusual 
activities, false data entry, unusual locations, failed 
authentication, expired card data, insufficient funds 
— there are many reasons for failed transactions. 
Analyzing the root causes of failed transactions 
enables merchants to address these in a targeted 
manner and consequently boost acceptance rates.  

Data analytics furthermore helps merchants to improve their cash flow and enables them to use 
resources more efficiently and to unlock illiquid cash to innovate, rather than spend on 
operational efficiency. Cashflow forecasting allows merchants to evaluate different options — for 
instance, whether to give customers discounts for early payment versus drawing from the credit 
line or applying for a factoring loan.  

Reporting is another area that creates a lot of manual work for merchants. Some PSPs offer data 
consolidation and reporting conveniently through an API. This gives merchants a real-time view 
of payment flows at the time they need it and frees finance teams to focus on value adding work 
instead of data consolidation.  

Offering more diverse payment options to 
customers makes it much more difficult for 
merchants to keep an overview over transaction 
fees, let alone the ability to optimize them. A data-
driven strategy can also help to improve fee 
transparency. This allows merchants to incentivize 
customers to use a lower-cost payment option or to 
channel transactions to specific providers to benefit 
from volume discounts and to compare the fee 
structures of different processors to best fit a 

merchant's specific needs. Data-driven insights put merchants in a position to spot trends that 
they never had visibility of and make informed decisions to optimize payment flows and get 
more value from every transaction. 

Most PSPs now provide some analytical tools to build some basic analytical use cases. 
Unfortunately, these tools are often limited to transactions that go through a PSP's own system 
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and lack a holistic and consistent view across all payment operations. Leading PSPs are starting 
to integrate various data sources into a single platform to provide holistic insights and actions.  

Increasingly, data opportunities move beyond operational insights and slowly evolve into 
customer insights. This development will be accelerated by the growing adoption of new 
payment types, such as real-time payments that are built on XML messaging formats. These new 
message formats allow more data to be included in each transaction. Richer, more structured, 
and granular data allows for more straight-through-processing, better compliance screening, 
faster crediting of funds, and easier reconciliation.  

Ultimately, they may even create more context for merchants on when, where, and what 
customers are spending money on across the ecosystem and lead to a better understanding of 
customer spending habits, interests, and behaviors. Obviously, these customer-centric insights 
will be subject to privacy regulations, which will require a new approach to negotiate the trade-
off between customer consent for data processing in return for a tangible value-add for the 
customer.  

The industry is only at the very beginning of this journey. Nonetheless, data mastery will quickly 
evolve into a prerequisite to succeed in the digital era. 

Accessing and controlling a payments solution fit for a merchant's specific needs 

Payments are among the most disruptive, fast-moving areas driven by technology change, 
regulation, and customer expectations. Most merchants have existing solutions addressing 
specific payment areas. While some may look for a single payments provider to manage all 
payment transactions, others will opt for a best-of-breed strategy, raising the need for modular, 
flexible, and transparent solution architectures.  

Modern microservices-based architectures powered by APIs give merchants the flexibility, 
security, speedy implementation, and choice to tailor solutions to their specific needs. In a 
dynamic environment like the payments space, partnering with the best providers in the market 
will be a competitive advantage. Furthermore, this also facilitates the continuous evaluation of 
payment providers to determine if PSPs can keep pace with the ecosystem to continuously 
deliver innovation, reliability, and best-in-clast data insights.  

Considering Checkout.com 

Checkout.com is a global payment services provider with 17 offices around the world and the 
ambition to help customers adapt, innovate, and thrive in the fast-moving world of digital 
payments and prepare them for the global payments landscape. Checkout.com combines a 
variety of payment functions and positions itself as a one-stop-shop for digital payments 
spanning online payment gateway, fraud management, data insights, and transaction processing 
— all coming together in a unified payments platform. It supports multiple forms of online 
payments, from international credit cards and digital wallets to local payment methods and 
domestic cards. It supports multicurrency payments in more than 150 processing currencies and 
sports domestic processing in nearly 50 countries.  



     IDC #EUR147512921 Page | 7 

The future of digital commerce is powered by frictionless, data-driven, and ultimately invisible payments 

 

Built on a microservices architecture and powered by its unified payments API, Checkout.com 
provides high levels of modularity, flexibility, and transparency. This enables enterprises to 
source a solution that is unique to them, tailored to their needs, and transparent in the data and 
architecture provided. 

Security is a key focus and is embedded throughout Checkout's offering using machine learning 
technology to smarten its fraud protection. It supports the latest security features such as 3DS 
2.0, tokenization and customer analytics to offer a seamless customer experience through 
frictionless payments. Checkout.com's proprietary 3DS 2.0 solution was certified by EMVCo in 
January 2019.  

Data insights are another key focus area for Checkout.com. The goal is to help customers unlock 
opportunities with instant, accurate, and flexible payments insights to understand why 
transactions are declined and give actionable advice on how to boost conversion and acceptance 
rates. This means more visibility on how payments are flowing through the customer's 
organization.  

Checkout.com also helps customers to automate costly processes, such as reconciliations, by 
directly connecting with their financial systems and thus not only address often manual pain 
points but also improve end-to-end visibility and deliver custom reporting. 

Recently, the company has beefed up its capabilities around smart transaction routing with the 
acquisition of ProcessOut, which enables real-time routing and compares transaction fees and 
authorization rates across multiple providers to allow customers to optimize payments costs and 
reliable execution. 

Challenges  

The digital payments space is evolving fast, and competition is fierce with some regional and 
global providers. Differentiation is difficult, and will increasingly be determined by hard metrics 
such as conversion rates and the ability to reduce friction — particularly given the new SCA 
requirements — and to produce actionable insights that help customers improve operational 
efficiency and reduce costs. Checkout.com's strategy to deliver more value based on a data-
driven payments transformation is ticking all the right boxes, but customers will observe closely 
if this delivers tangible business outcomes. 

Checkout.com's microservices architecture enables merchants to pick and choose functionalities 
based on their specific needs. While this approach provides great flexibility and speedy 
implementation, some competitors position themselves as a one-stop-shop covering the entire 
payments value chain — both physical and digital. Such out-of-the-box offerings may be more 
suitable for less sophisticated merchants that are relatively new to digital commerce payments.  

With payments fragmentation and complexity on the rise, the ability of a PSP to build and 
maintain a network of global, regional, and local partners is requiring a lot of effort. 
Checkout.com has made strategic investments and is continuously expanding and improving its 
partner network around the world.  
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Conclusion  

Rapid changes in consumer behavior and the ecosystem force merchants to look at digital 
payments as a key success factor to respond to the challenges of digital commerce. Payments 
become central to ensure seamless customer experience and increase conversion rates, brand 
loyalty, and customer retention. Given the speed with which the payments landscape is evolving, 
merchants need a flexible, scalable, and unified payments platform to keep pace with the market 
and deliver the best customer experiences the ecosystem can deliver. Digital commerce 
increasingly becomes a team sport. 

The future of payments will be frictionless or even invisible. To deliver on this promise, 
technology, digital processes, and data must come together to empower data-driven, digital 
payments in an increasingly diverse ecosystem. Merchants able to tap the ecosystem to offer 
their customers the best balance of choice, simplicity, convenience, and value will thrive. 
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