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Secure AI
by Design	
A Shift-Left Approach 
to AI Development 

Traditional secure-development
lifecycles are not sufficient for AI systems, 
which introduce new and evolving risks such as 
prompt injection, jailbreaking and data leakage.
 

Applying Shift-Left security principles to 
AI development requires AI-specific phases,   
covering data management, isolated model 
evaluation, system-level validation and 
continuous monitoring.

AI security is inherently continuous
and risk-based demanding adaptive strategies, 
iterative validation and proactive testing
throughout the entire lifecycle.
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Executive Summary
The widespread adoption of Artificial Intelligence is 
reshaping how organisations build software and deliver 
digital services. However, AI-based systems introduce 
security risks that are not fully addressed by traditional 
secure development lifecycles. Threats such as prompt 
injection, jailbreaking, adversarial manipulation and 
data leakage require a more specialised and proactive 
security approach.

This white paper examines how the established 
“Shift-Left” security principle can be adapted to 
AI development. While DevSecOps practices have 
successfully embedded security into conventional 
software lifecycles, AI solutions often follow data-driven 
methodologies that prioritise experimentation and rapid 
delivery, frequently leaving security considerations 
insufficiently addressed.

To bridge this gap, the document presents a framework 
for the secure delivery of AI solutions that complements 
existing Secure Software Development Life Cycles 
(SSDLC). The framework introduces six AI-specific 
phases, integrating early threat modelling, regulatory 
and ethical considerations, data protection, model-level 
and system-level validation, and continuous monitoring.

The paper also explores key AI-specific risks, with 
particular emphasis on jailbreaking and prompt 
injection, explaining why modern models remain 
vulnerable despite advanced safety mechanisms. 
While acknowledging that no defence is flawless, the 
framework promotes a continuous, risk-aware and 
adaptive security posture, supporting organisations in 
reducing exposure to AI-related threats and aligning with 
emerging regulatory requirements.
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The Evolving Security
Landscape of Artificial
Intelligence
Artificial Intelligence has rapidly moved from 
experimental research into the core of modern digital 
products and services. Large language models (LLMs), 
recommendation systems, computer vision and 
autonomous decision-making are now embedded 
in customer-facing applications, internal business 
processes and critical infrastructure. As organisations 
increasingly rely on AI-driven systems to automate 
decisions and interact with users at scale, the 
consequences of security failures become significantly 
more severe.

At the same time, the threat landscape surrounding
AI is evolving just as quickly. Unlike traditional software, 
AI systems introduce new classes of vulnerabilities, 
including prompt injection, model manipulation, 
data leakage and jailbreaking, which cannot be fully 
addressed using conventional security practices alone. 
These risks are amplified by the probabilistic and 
non-deterministic nature of modern AI models, making 
their behaviour harder to predict, test and constrain.

In parallel, software development practices have 
matured around well-defined lifecycles, clearly reflected 
in the DevOps model, which spans the entire journey of 
a product from planning to deployment and continuous 
monitoring. Over recent years, strong emphasis has 
been placed on embedding security throughout this 
lifecycle by integrating protective measures from 
the earliest stages of development. This approach, 
commonly referred to as “Shift Left”, aims to reduce 
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both risk and cost, as addressing security issues during 
design and planning is significantly less expensive 
than remediating them once systems are deployed in 
production.

As a result, Shift-Left principles have been widely 
adopted within DevSecOps practices for traditional 
software. However, while these approaches provide
a solid foundation, applying them directly to AI-based 
solutions is not always straightforward. AI development 
does not necessarily follow conventional software 
engineering lifecycles; data-driven methodologies such 
as CRISP-DM are often used instead, placing a stronger 
emphasis on experimentation and functionality than on 
security by design.

This divergence has led many organisations to overlook 
security considerations during the development of 
intelligent systems. While this focus on rapid delivery 
can accelerate innovation, recent incidents demonstrate 
that it can also expose organisations to serious security 
and privacy risks. Examples include the exposure of 
personal data through a McDonald’s recruitment chatbot 
due to weak authentication controls, firewall bypasses 
exploiting prompt-injection vulnerabilities using invisible 
Unicode characters, and the successful jailbreaking of 
state-of-the-art models such as DeepSeek R1 using 
techniques previously thought to be obsolete.
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This document presents a framework for the secure 
development of AI solutions, combining best practices 
from established standards with Celfocus’s practical 
experience. The objective is to help organisations 
proactively prevent and mitigate risks associated with 
AI misuse, while supporting compliance with current 
standards and emerging regulatory requirements.

These incidents underline a clear conclusion: 
security must be embedded into the development 
of AI-based solutions from the very beginning. The 
proven Shift-Left principle must therefore be adapted 
and applied to the AI domain, taking into account its 
unique characteristics, risks and constraints.
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Secure Delivery 
of AI Solutions
In secure software development, there are typically five 
main phases: Solution Design, Coding, Testing, Build/
Deployment, and Monitoring. As mentioned earlier, this 
cycle works well for “conventional” software, but it is not 
fully suited to the development of AI‑based solutions.

For this reason, this section introduces the Celfocus’s 
approach to secure AI development. The intention is not 
to replace the traditional development lifecycle, but to 
complement it. 

Figure 1 illustrates how the phases of both cycles align. 
In the six‑stage add‑on proposed in this document, the 
“Build Model” phase spans both the coding and testing 
stages of the Secure Software Development Life Cycle 
(SSDLC).

Security by Design

From Secure Design to Responsible AI Development

DESIGN CODE TEST BUILD MONITORING

Collect and 
Process Data

Build
Model

Verify 
and Validate

Deploy 
and Use

Plan 
and Design

Operate 
and Monitor

Figure 1: SSDLC process with the AI add-on presented in this document.
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Plan and Design

The cycle begins with the Plan and Design phase, one 
of the most important stages. This is where the purpose, 
scope, and intended use of the AI system are defined. 
It is also the point at which project stakeholders are 
identified, along with the types of users who will interact 
with the application and the roles and permissions they 
require. Mapping users and their access rights is crucial, 
as it strongly influences the overall system architecture 
and the security measures needed, particularly those 
related to controlling access to sensitive information.

At this stage, it is also essential to understand the 
external context in which the system will be deployed 
and used, as well as the legal environment governing 
data collection and processing. This includes identifying 
the legal, regulatory, and ethical requirements that 
will guide the development of the solution, considering 
frameworks such as the GDPR and the European Union’s 
AI Act. These regulations and standards can influence 
several aspects of development, such as data-retention 
policies and user-privacy requirements. They may also 
affect validation and release criteria, which is why all 
these elements must be defined at this early stage with 
the relevant legislation in mind.

Beyond regulatory considerations, it is also important 
to assess and establish acceptable risk levels. These 
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thresholds are essential because one of the key 
activities in this phase is conducting threat modelling 
to identify potential risks and determine the appropriate 
countermeasures to mitigate them.

Collect and Process Data

In the second phase, Collect and Process Data, the 
actual model building process begins, as everything 
depends on the quality of the data used for training. At 
this stage, it is essential to ensure that the data gathered 
is relevant, diverse, and representative, helping to avoid 
biases that could undermine the model’s performance, 
the wellknow principle of garbage in, garbage out. 

At the same time, data processing should include 
robust mechanisms for the removal, anonymisation, 
pseudonymisation, or masking of personally identifiable 
information (PII). These privacy‑enhancing techniques 
not only strengthen compliance with legal and 
regulatory requirements but also help produce more 
reliable and generalisable models, reducing the risk of 
exposing sensitive data.

From a compliance perspective, it is equally essential to 
ensure that there is a proper legal basis for processing 
user data. Not everyone consents to having their 
information used for training purposes, and disregarding 
this principle may undermine the legal validity of the 
entire process. Data collection and processing must 
therefore be carried out with full transparency and in line 
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with data‑protection requirements, ensuring that only 
information that is duly authorised and appropriately 
handled is included in the final dataset.

In this way, the data‑collection and processing stage 
forms the foundation for all subsequent phases, 
which train the model using the data prepared earlier.

Model Build

In the next stage – Model Build – we use the data 
prepared in the previous phase to develop our solution. 
This stage is model‑centric, meaning the focus lies 
solely on the model itself. As a result, the evaluation 
carried out at this point also considers only the model, 
setting aside guardrails and other components that 
could influence the assessment outcomes.

The existence of a stage that considers only the model 
offers the advantage of providing a holistic view of 
its strengths and limitations. However, identifying 
vulnerabilities at this third stage does not necessarily 
mean that the final solution will be vulnerable. Modern 
AI systems are now built from multiple components 
that can help mitigate potential weaknesses identified 
in the model itself (e.g., guardrails, pre‑processing 
components, and others).
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Verify and Validate

Thus, in Phase 4, Verify and Validate, testing is carried 
out in an environment that simulates the real conditions 
under which the model will operate. At this stage, the 
focus shifts to the system, since the previous phase has 
already made the model’s security limitations clear. The 
tests are therefore performed with guardrails in place, 
along with other system components, to determine 
whether the vulnerabilities identified earlier remain 
problematic.

One of the most important aspects of the framework 
proposed in this document is the iterative nature of the 
process. If an unacceptable level of risk remains, the 
team can return to Phase 2 and run additional iterations 
until a model is achieved that meets all the requirements 
defined in Phase 1.

For example, in a hypothetical scenario, after finetuning 
a model, the team finds that although it performs well 
on the task for which it was trained, it is vulnerable to 
simple adversarial attacks. In the following phase, even 
with all guardrails in place, the issue remains significant. 
Given the requirements established in the first phase, the 
team concludes that this level of risk is not acceptable. 
In such a case, the development team returns to Phase 
2 to generate adversarial examples and conduct an 
additional finetuning step (adversarial finetuning) to 
mitigate the problem.
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Deployment

Once the model is ready and meets all the requirements, 
it is time to move on to Deployment (Phase 5). At this 
stage, it is essential to prepare the infrastructure for
a secure deployment, implementing all necessary access 
controls and monitoring hooks.

Operate and Monitor

Finally, in the last phase – Operate and Monitor – the 
system is running in production. Monitoring is essential 
at this stage to ensure that the system continues to 
behave reliably over time. It is also important to carry out 
periodic risk reassessments, as the field of AI is highly 
dynamic and the risk landscape changes frequently.
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Risks associated
with AI Systems
The framework presented in this document is highly 
relevant, as it helps mitigate several risks associated with 
the development and operation of AI models. These risks 
are wide‑ranging, given the broad spectrum of attacks 
that can be used to exploit such systems. Attacks such 
as model poisoning, adversarial inputs, training‑data 
reconstruction, prompt injection, and jailbreaking 
are becoming increasingly common. With AI being 
integrated more frequently into real‑world solutions, 
mitigating these risks is more critical than ever.

In the planning phase, a frequent and essential activity 
is the performance of threat modelling, which helps 
identify risks even before the solution is created. By 
carrying out this activity early, it becomes possible to 
take a proactive approach to security, anticipating 
issues and risks before they materialise. To conduct 
effective threat modelling, it is important to align with 
established standards and reference sources, such as
the MITRE ATLAS framework and the OWASP Top 10
for LLMs.

A growing concern in this field is the risk of jailbreaking. 
A jailbreak attack seeks to deceive a safety‑trained 
model into providing restricted or harmful information. 
Although such attacks may appear complex, this is not 
always the case; the combination of relatively simple 
ideas can often result in highly effective jailbreak 
payloads.

According to the literature, there are two main reasons 
why models are vulnerable to jailbreaks: competing 
objectives and mismatched generalisation. The first 
arises from the fact that models are trained with several 
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goals in mind, such as following user instructions in a 
useful way, producing fluent and coherent text, and 
maintaining safety alignment so that they remain robust 
against misuse and aligned with human values. Jailbreak 
attacks often attempt to exploit one of these goals to 
push the model into overriding its safety mechanisms.

An illustrative example is the prefix‑injection technique. 
This approach attempts to force the model to begin 
its response with a phrase that dismisses safety 
considerations. Since these models are designed 
to maintain coherence with the text they produce, 
starting with a sentence that rejects safety increases 
the likelihood that the model will continue in the same 
direction and ignore safety constraints for the remainder 
of the output. 

Another, more limited technique attempts to suppress 
the model’s refusal behaviour. This approach sets 
specific objectives that the model must satisfy in its 
response, typically by encouraging it to avoid using 
words such as “no” or “unable”. When used on its own, 
this technique has only limited effectiveness.

Figure 2: Example of the prefix-injection technique
                [Reference: Alexander Wei et. Al.  2023. Jailbroken: how does LLM safety training fail?]
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Beyond competing objectives, mismatched 
generalisation is also responsible for many jailbreaks. 
This gap in generalisation often arises because the 
“guardrail models” that protect larger models do not 
possess the same capabilities as the models they are 
meant to safeguard. As a result, it is often possible to 
use alternative representations of the payloads, such as 
encoding them in base64, to bypass the guardrails and 
successfully attack the underlying model.

The techniques described in this document can also 
be combined to produce more effective payloads which, 
in addition to jailbreaking the model, can circumvent 
the guardrails in place.

Figure 3: Example of behaviour suppression technique                
                [Reference: Alexander Wei et. Al.  2023. Jailbroken: how does LLM safety training fail?]
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Defence Strategies
There are several strategies that can be used to 
mitigate the risks associated with the attacks described 
in this document. One approach is to employ more 
sophisticated models as guardrails, helping reduce the 
likelihood of mismatched generalisation. In addition, 
intent‑detection or anomaly‑detection algorithms,
as well as adversarial fine‑tuning, can also contribute
to mitigating these issues.

    However,

The framework presented in this document encourages 
those developing intelligent systems to adopt a more 
proactive security posture, integrating protective 
measures from the very beginning of the development 
process. However, no defence mechanism is flawless, 
and for this reason, the assignment of critical respon-
sibilities to AI models should be considered with great 
caution.

“The advanced, humanlike understanding of natural 
language that LLMs possess is precisely what makes 

them so vulnerable to these (prompt injection) attacks. 
In addition, the fluid nature of the output from LLMs 

makes these conditions hard to test for.”

	 Steve Wilson, 
In “The Developer’s Playbook for Large Language Model Security: 

Building Secure AI Applications”

“ Security is always 
going to be a cat and

mouse game ”

Kevin Mitnick
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Conclusion
Artificial intelligence systems, particularly generative 
models and chatbots, introduce security risks that are 
not fully addressed by traditional secure‑development 
cycles (Security by Design). Vulnerabilities such as 
prompt injection and jailbreaking highlight the need 
to integrate security from the earliest stages of 
development, applying the Shift‑Left principle within
the AI context as well.

The framework presented in this document 
complements the traditional SSDLC by addressing 
challenges specific to AI, such as data management, 
isolated model evaluation, system‑level verification, 
and continuous monitoring. This approach promotes a 
more mature security posture in AI systems and supports 
alignment with emerging regulatory requirements.

However, the inherently non‑deterministic nature of 
modern AI models makes it impossible to eliminate 
certain attack vectors. This reality highlights the need for 
a continuous, adaptive and risk‑aware security strategy 
capable of evolving alongside the models themselves. 
Within this context, there is a clear opportunity for the 
development of AI‑driven solutions designed to test 
other AI systems. Such solutions can autonomously 
simulate attacks, including prompt injection, jailbreaking 
and the exploitation of emergent behaviours, enabling 
the early and systematic detection of vulnerabilities 
throughout the entire lifecycle of an AI system. 

This is precisely the intelligent and proactive approach 
explored at Celfocus, where automated validation and 
stress‑testing mechanisms are designed and used to 
anticipate and address threats long before they reach 
production environments.
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Why Celfocus?
Remove uncertainty from your AI journey and ensure 
security. Celfocus is a system integrator with over 
25 years of experience delivering complex CSP and 
large-scale technology transformations. We help 
organisations move from AI ambition to trusted 
execution, ensuring security, compliance and risk 
management are embedded from the very beginning.

AI Systems introduce new and evolving risks that are not 
addressed by traditional secure-development lifecycles. 
Celfocus helps customers adopt a Shift-Left, AI-specific 
security approach by answering critical questions 
such as:

•	 How do we design AI solutions that are secure  
by design, not secured as an afterthought?

•	 How can we apply Shift-Left security principles  
to data-driven, non-deterministic AI lifecycles?

•	 How can we identify and mitigate AI-specific risk 
in our delivery approach?

•	 How do we maintain visibility, assurance and 
risk control once AI models are deployed in 
production?

We complement existing Secure Software Development 
Life Cycles with an AI-focused security framework 
covering planning and design, data collection and 
processing isolated model evaluation, system-level 
verification, secure deployment and continuous 
monitoring. This enables organisations to reduce 
exposure to emerging AI threats while accelerating safe 
and complaint innovation.

Our reference projects demonstrate a consistent ability 
to deliver secure, scalable AI solutions, empowering 
technology leaders to transform AI strategy into 
resilient execution and convert innovation into 
sustainable business value. 
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