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1. Introduction & Program Purpose

The California Consumer Privacy Act, strengthened by the
California Privacy Rights Act, establishes enforceable privacy
rights for California residents and requires organizations to
govern personal information with accountability, transparency,
and security. This guide equips organizations with a repeatable,
evidence-driven framework to implement and mature a
defensible privacy program aligned to statutory requirements
and regulator expectations.

A compliant program demonstrates intent, capability, and proof. This means
documented responsibilities, trained personnel, implemented controls, verifiable
evidence, and ongoing oversight. Compliance is not static; it evolves alongside
business practices, technology, vendor ecosystems, and legal interpretations. This
guide provides a structured blueprint to launch, operate, and continuously improve a
sustainable privacy program.
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1A. Beginner Quick-Start (First 30—90 Days)

Establishing the foundation for a privacy program requires immediate ownership,
visible accountability, and minimum viable operational capability. The first 90 days
prove the business can handle consumer rights requests, honor opt-outs, publish
accurate disclosures, and maintain evidence. This phase builds momentum and

reduces regulatory exposure.

First 30 Days

Assign Privacy Officer and executive sponsor
Complete CCPA/CPRA applicability assessment
Publish/update Privacy Policy and Notice at Collection
Enable DSAR Intake (webform, email, phone)
Establish identity verification steps

Add “Do Not Sell or Share” link (if applicable)

Identify systems containing personal information

Begin vendor classification and contract review

Days 31—60

Document DSAR workflows and SLAs

Stand up DSAR tracking system/log

Train DSAR handlers and front-line personnel

Begin data inventory and system mapping

Launch privacy training for employees

Add CPRA contractual terms for service providers
Confirm adtech and cookie governance configuration
Initiate GPC testing
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Days 61—90

« Simulate DSAR requests and build audit trails

« Validate privacy notice accuracy against real practices

» Finalize retention schedule draft and begin disposal planning
« Document vendor risk review approach

» Establish evidence repository and logs

o Launch privacy steering committee governance cadence

» Report initial compliance status to leadership

Expected outcomes by Day 90

» Documented accountability & workflows
« Functioning DSAR process with audit logs
» Accurate, current privacy notices

» Working opt-out & GPC enforcement

» Vendor controls initiated

« Evidence library functioning
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2. Scope & Applicability

Applicability depends on revenue, consumer data volume, and data monetization.
Organizations must document why and how CCPA/CPRA applies, reassess annually,
and maintain defensible records supporting their compliance obligations.

Minimum Requirements

« Written applicability analysis
* Annual reassessment or upon major business change

e Leadership acknowledgment

Evidence

* Applicability memo
« Annual review record

« Data processing & revenue evaluation logs
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3. Policy Areas & Practices

The following program areas define the operational privacy
control framework required to satisfy CCPA/CPRA. Each
subsection includes program intent, operational expectations,
implementation guidance, and evidence requirements.

gy 3.1 Consumer Rights & Request Handling (CCPA §1798.100)

Organizations must enable consumer rights to access, delete, correct, restrict
SPI use, and opt-out of sale/share. Capabilities must be reliable, secure, timely,
and fully documented. This function sits at the core of program credibility and
enforcement risk.

Minimum Capabilities

o DSAR intake channels

» Identity verification controls

o SLA tracking & escalation

o Standard response templates
 Internal routing & review

Implementation Guidance

Centralize DSAR operations, train handlers, automate where viable, and maintain
secure access controls. Notify leadership of SLA breaches and maintain request logs
for at least 24 months.

Evidence

» DSAR logs & timestamps
» Verification records

* Response templates

o SLA performance metrics
o DSAR simulation results
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! E) 3.2 Transparency & Notice (CCPA §1798.130)

Organizations must provide accurate disclosures covering Pl categories, collection
purposes, retention, rights, SPI, sale/share practices, and contact methods. Notices
must reflect reality — inaccuracies increase enforcement risk.

Minimum Capabilities

o Public Privacy Policy and Notice at Collection
e SPI and retention disclosure

o Update and review workflow

Implementation Guidance

Link privacy reviews to product releases, maintain controlled version history, and
evaluate notice clarity for consumers.

Evidence

» Version-controlled notices

» Screenshots of notice presentation
* Approval records

» Change-tracking logs
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3.3 Do-Not-Sell/Share & Cross-Context Advertising
(CCPA 81798.120)

Organizations must honor opt-out signals across systems and partners. Adtech, data
brokers, analytics tools, and marketing platforms must follow consumer choices.

Minimum Capabilities

» Do-Not-Sell/Share link

» Partner classification

» Preference storage and enforcement

Implementation Guidance

Audit cookie tags, SDKs, and platform integrations. Apply consistent suppression
logic across channels. Validate enforcement quarterly.

Evidence

» Consent & suppression logs
o Partner classification matrix
o Enforcement test results
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@Ec% 3.4 Global Privacy Control (GPC)

Organizations must automatically honor browser-based privacy preference signals
without additional friction or consumer action.

Minimum Capabilities

e Automated GPC detection

« Enforcement across web/app systems
» Testing and logging

Implementation Guidance

Document enforcement logic, integrate detection in QA pipelines, and track
automated opt-outs.

Evidence

o GPC logs
* QA results
o Testing documentation
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3.5 Sensitive Personal Information (SPI) Governance
(CCPA §1798.121)

SPI must be identified, labeled, and subject to purpose limitation and access controls.

SPI limitation requests must be operationally supported.

Minimum Capabilities

e SPI classification
e Role-based access control
o SPI limitation workflow

Implementation Guidance

Incorporate SPI into data inventory, IAM review cycles, and access requests.
Validate SPI storage and flows.

Evidence

e SPlinventory
* Access request & approval logs
» Limitation request logs

Compliance Guide — CCPA/CPRA

11


https://www.apptega.com/

() Apptega

E@ 3.6 Data Minimization & Retention (CCPA §1798.100(a)(3))

Collection and retention must be limited to what is necessary for disclosed purposes.

Organizations must enforce retention schedules and securely dispose of PI.

Minimum Capabilities
o Retention schedule

» Disposal workflow
» Exceptions & legal hold process

Implementation Guidance

Automate disposal where possible; monitor exceptions; align to business, legal, and
operational needs.

Evidence

o Retention matrix
o Deletion logs
* Legal hold documentation
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RGQ? 3.7 Children’s Privacy & Minor Consent (CCPA §1798.120(c))

Under 13 requires verifiable parental consent; ages 13-16 require opt-in for
sale/share. Enforcement must be validated.

Minimum Capabilities

» Age gating
e Opt-in consent capture
» Revocation and suppression

Implementation Guidance

Integrate age verification into product flows. Maintain evidence of consent and
revocation logs.

Evidence

o Consent records
» Age-screen logic documentation
o Suppression evidence
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1&% 3.8 Service Provider & Contractor Controls (CCPA §1798.140)

Vendors processing Pl must be contractually restricted to permitted purposes and
must support compliance operations.

Minimum Capabilities

e Vendor inventory & classification
o CPRA contractual terms

e Due-diligence & monitoring

Implementation Guidance

Maintain inventory, classify vendors by data access, enforce DPA terms, and
periodically test vendor readiness.

Evidence

e Contract files
» Vendor inventory
e« Assessment records
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3.9 Security & Breach Risk

CCPA requires reasonable security measures. Security and privacy alignment is
required for incident evaluation and breach notifications.

Minimum Capabilities

« Safeguards aligned to PI risk
» Joint incident response

» Incident logging

Implementation Guidance

Document involvement of privacy in incident review; classify and record decisions.

Evidence

» Incident logs
» Tabletop exercise records

e Security control documentation

3.10 Training & Authorized Personnel (CCPA §1798.135(a)(3))

Personnel must be trained to recognize PI, execute privacy duties, and
escalate issues.

Minimum Capabilities

e Annual privacy training

» Role-based DSAR training
o Attestations

Implementation Guidance

Deliver structured training, test comprehension, and maintain role assignments.

Evidence

e LMS logs
e Training materials
o Attestation records
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3.11 Monitoring, Auditing & Enforcement Readiness

Organizations must verify controls, remediate findings, and prepare for
regulator inquiry.

Minimum Capabilities
e Privacy testing & reviews

» |Issue tracking & remediation
» Audit preparation

Implementation Guidance

Create internal audit schedule, document results, track completion, and maintain
regulator-response documentation.

Evidence

o Audit logs
o Remediation tracker
« Evidence binder

3.12 Non-Discrimination & Financial Incentives (CCPA §1798.125)

Organizations must not penalize consumers for exercising rights. Incentives must be
voluntary and valued transparently.

Minimum Capabilities

» Equal-service controls
e Incentive terms

o Withdrawal support

Implementation Guidance

Document valuation method, maintain consent, and provide clear withdrawal paths.

Evidence

* Program documentation
e Valuation record
o Consent & withdrawal logs
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4. RACI Matrix & Role Responsibilities

4.1 Governance Structure & Role Definitions

A CCPA/CPRA program requires clear accountability, defined authority, and
traceable decision-making. The following roles establish oversight and
operational responsibility:

Chief Privacy Officer (CPO)

Accountable for privacy strategy, regulatory readiness, reporting to executive
leadership, and program funding decisions.

Privacy Officer / Privacy Program Manager

Manages day-to-day privacy operations, DSAR workflows, evidence collection,
documentation, and cross-functional coordination.

Legal Counsel (Privacy / Regulatory)

Advises on statutory interpretations, contract clauses, enforcement risk, vendor
terms, and escalation decisions.

Chief Information Security Officer (CISO)

Responsible for reasonable security measures, incident coordination, security risk
mitigation, and access controls.

IT & Engineering Leads

Implement DSAR tooling, access provisioning, GPC enforcement, logging, and data
retention controls.

Marketing / Digital Operations

Responsible for consent UX, cookie governance, adtech enforcement, Do-Not-Sell/
Share functionality, and communications.
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Procurement / Vendor Management

Ensures CPRA terms in vendor contracts, conducts due diligence, classifies vendor
relationships, and coordinates vendor reviews.

Internal Audit / Compliance

Tests control effectiveness, validates evidence, identifies gaps, and reports findings
to leadership.

Executive Leadership

Provides oversight, approves program scope and budget, reviews risk and
maturity roadmaps.

4.2 Accountability Matrix

Program Area Responsible (R) Accountable (A) Consulted (C) Informed (1)

Privacy Notices & Disclosures Privacy, Marketing CPO Legal All Staff

GPC Enforcement IT, Privacy CIsO Legal CPO

Data Retention & Minimization Data Governance, IT CPO Legal Executives

Vendor & Contractor Controls Procurement CPO Legal, Security Executives

Training & Awareness HR, Privacy CPO Legal All Staff

Non-Discrimination & Incentives Legal, Marketing CPO Privacy Executives
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4.3 Decision Authority & Governance Cadence

Quarterly privacy steering committee meetings
Annual program review and board briefing

Formal approval routing for privacy notices, vendor processing terms, and system
data flow changes

Defined escalation path for DSAR exceptions, incident response, and high-risk
processing decisions

Change-management procedures for product updates impacting PI

4.4 Evidence & Audit Artifacts

Required artifacts demonstrating accountability and compliance maturity:

Documented RACI matrix with named owners
Signed responsibility acknowledgments

Privacy steering committee agendas and minutes
Audit reports and remediation plans

Annual program review and executive briefing

Change logs for policy and notice updates

Compliance Guide — CCPA/CPRA
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5. Governance & Accountability

Strong governance ensures privacy is integrated into decision-making, supported
by leadership, and enforced across business units. Leadership must understand
obligations, allocate resources, and support resolution of privacy risks and
enforcement issues.

Minimum Capabilities

« Formal privacy program charter

+ Named accountable leaders

» Defined decision authority

» Escalation paths and executive reporting

Implementation Guidance

Link privacy governance to corporate risk structures; maintain a documented
program charter; publish ownership roles internally; align privacy with legal, security,
and compliance mandates.

Evidence

e Program charter

Ownership documentation

Executive reporting logs

Steering committee records
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6. Program Structure & Documentation Requirements

A scalable privacy program requires structured documentation, defined processes,
and organized evidence. Documents must be current, traceable, and reviewable.

Minimum Capabilities

Written program plan

Control catalog

Standard operating procedures
Evidence repository

Version control

Implementation Guidance

Catalog privacy processes; maintain auditable document history; use structured
evidence folders for audits; map controls to evidence.

Evidence

SOP library
Version logs
Evidence index

Document repository screenshots
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7. Consumer Rights Program

To demonstrate capability, the organization must run a repeatable, auditable DSAR
process.

Minimum Capabilities

o DSAR request channels

» |dentity verification procedures

« Timely response workflows (45 days)
* SLAs and escalation paths

+ Template communications

Implementation Guidance

Train DSAR handlers; limit data access to need-to-know; automate workflows; test
DSAR scenarios regularly; maintain redaction processes.

Evidence

o DSAR logs

» Verification records

o SLA tracking reports

o Scripted DSAR test logs
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8. Transparency & Notice Requirements

Organizations must publish accurate and accessible notices describing Pl practices,
rights, retention, SPI, and sale/share practices.

Minimum Capabilities

» Privacy Policy and Notice at Collection
« Retention disclosure

» Update schedule and review approvals

Implementation Guidance

Validate notice accuracy via data inventory; update disclosures upon business
changes; timestamp and archive all versions.

Evidence

» Notice archive
« Publication logs
* Review approvals

¢ Screenshot evidence
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9. Consent, Preferences & GPC Controls

Consent and opt-out signals must be processed consistently and enforced across all
systems.

Minimum Capabilities

e Opt-out mechanisms
o GPC signal recognition

» Cookie and tracking governance

Implementation Guidance

Implement consent banners; ensure suppression signals propagate across adtech
ecosystem; test GPC and consent workflows regularly.

Evidence

o Consent logs
o GPC testlogs
« Tag governance documentation
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10. Data Inventory & Classification

A defensible CCPA/CPRA program requires a maintained inventory of systems, data
elements, processing purposes, storage locations, and data recipients. Classification
must identify personal information (PI) and sensitive personal information (SPI) and
map processing to business purpose.

Minimum Capabilities

« Data inventory with system, owner, Pl categories, and processing purposes

SPI classification and tagging

Data flow documentation

Purpose mapping tied to disclosures

Implementation Guidance

Conduct discovery interviews, use automated scanning where possible, tag data
systems by Pl category, and update inventory when systems or vendors change.
Ensure inventory maps directly to disclosures and DSAR execution.

Evidence

o Data map and inventory

Change log for updates

Purpose-to-system mapping

Data flow diagrams or records
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11. Data Minimization & Retention

Personal information may only be collected and retained for necessary purposes
disclosed to consumers. Organizations must define and enforce retention periods
and disposal methods, including secure deletion and anonymization standards.

Minimum Capabilities

» Retention schedule by Pl category
« Defined disposal and exception procedures

* Legal hold and pause process

Implementation Guidance

Align to regulatory and business obligations, automate deletion where feasible, track
exceptions, and audit disposal events. Ensure retention and deletion logic aligns with
disclosed practices.

Evidence

o Retention policy and matrix
o Deletion logs and proof of disposal
* Legal hold records

« Automated deletion tool logs (if used)
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12. Sensitive Personal Information Controls

SPI requires heightened security, purpose limitation, and consumer restriction rights.

SPI must be identified and protected throughout its lifecycle.

Minimum Capabilities

« SPI labeling and inventory
e Role-based access control

« SPI limitation request support

Implementation Guidance

Maintain SPI register, enforce least-privilege access, require justification for access,
and test SPI limitation workflows annually.

Evidence

o SPI system list
o Access reviews and approvals
e SPI limitation logs

« Training records for SPI handlers
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13. Vendor & Third-Party Management

Vendors accessing personal information must be bound to CCPA/CPRA-compliant
terms and monitored for performance. Classification determines whether parties are
service providers, contractors, or third parties.

Minimum Capabilities

» Vendor inventory and classification
 CPRA-required contractual terms

+ Due-diligence and monitoring cadence

Implementation Guidance

Integrate vendor classification into procurement, standardize DPA addenda,
document risk reviews, track remediation, and maintain evidence of ongoing
oversight.

Evidence

e Vendor master list
» Signed DPAs / contract clauses
o Risk assessments and certifications

* Monitoring and remediation logs
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14. Security & Risk Alignment

Organizations must implement “reasonable security” proportional to the sensitivity
and volume of PI processed. Privacy and security must coordinate on threat
management, access control, and incident response.

Minimum Capabilities

» Technical and administrative safeguards
« Encryption and access controls

» Joint privacy-security incident process

Implementation Guidance

Run joint tabletop exercises, classify incidents for exposure analysis, log decisions,
and integrate privacy impact assessment into security review processes.

Evidence

« Incident logs with privacy review
o Test results and tabletop documentation
» Risk register mapping privacy risks

» Access control audit logs
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15. Training & Organizational Awareness

Employees handling PI must be trained, and DSAR handlers require specialized
instruction. Training should be recurring and role-based.

Minimum Capabilities

e Annual privacy and security training
o DSAR handler certification

* Acknowledgment tracking

Implementation Guidance

Test competency, refresh training annually, include adtech and SPI modules for
relevant roles, and maintain onboarding training for new hires.

Evidence

e Training logs
o Course materials and completion proof

« Remedial training documentation
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16. Monitoring, Auditing & Continuous Improvement

CCPA/CPRA programs must actively validate compliance and adjust based on risk or
business change.

Minimum Capabilities

« Control testing schedule
* Remediation tracking

« Leadership reports

Implementation Guidance

Conduct risk reviews, internal audits, privacy program assessments, and track
corrective action plans. Align improvements to maturity roadmap.

Evidence

o Audit logs
« CAP tracking
o Quarterly performance metrics

e Steering committee documentation
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17. Handling Violations, Complaints & Enforcement
Risk

Organizations must maintain complaint channels, document responses, and maintain
posture for regulator inquiries.

Minimum Capabilities

o Complaint intake and tracking
» Escalation and response documentation

* Regulator-interaction protocol

Implementation Guidance

Maintain templates for regulator response, track trends, implement corrective
actions, and ensure legal review.

Evidence

o Complaint logs
» Response records

» Regulatory correspondence files
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18. Records, Evidence & Documentation Requirements

Evidence is required to support compliance assertions. Documentation must be
centralized, indexed, and accessible for audits.

Minimum Capabilities

o Structured evidence repository
e Indexing and retention rules

e Evidence retrieval SLAs

Implementation Guidance

Maintain audit binder structure, version controls, and secure repository access. Align
evidence to control framework.

Evidence

» Evidence index
« Binder or repository screenshots

» Versioning logs
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19. Program Review, Reporting & Maturity Roadmap

Annual maturity assessment and leadership reporting ensure program evolution and
funding alignment.

Minimum Capabilities

e Annual privacy maturity review
o Maturity roadmap and prioritization

o Budget and staffing review

Implementation Guidance

Assess people, process, and technology maturity; continue to evolve based on risk,
scale, and regulatory developments; produce board-ready reporting.

Evidence

e Maturity assessment
* Roadmap artifacts
» Leadership report and approval
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20. Definitions

Personal Information (PI) — Information that identifies, relates to, describes, or can
reasonably be linked to a consumer or household.

Sensitive Personal Information (SPI) — Categories defined under CCPA §1798.121,
including precise geolocation, government IDs, financial data, and biometrics.

Sell/Share — Selling or sharing personal information for targeted advertising
or commercial benefit.

Service Provider / Contractor — Entities processing Pl subject to contractual
restrictions and limited-use terms.

DSAR — Data Subject Access Request including access, delete, correct, opt-out, and
SPI limitation requests.

Global Privacy Control (GPC) — Browser-initiated privacy preference signal requiring
opt-out enforcement.

21. References & Resources

California Privacy Protection Agenc
https://cppa.ca.gov

California Attorney General — Consumer Privacy (CCPA) Resources
https://oag.ca.gov/privacy/ccpa

California Civil Code Chapters 22.5 & 55.11 (CCPA/CPRA statute
https://leginfo.legislature.ca.gov/faces/codes_displayText.
xhtml?division=3.&chapter=3.45.&part=4.&lawCode=CIV

NIST Privacy Framework
https://www.nist.qov/privacy-framework

ISO/IEC 27701:2019 Privacy Information Management standard
(purchase required at ISO site)

OWASP Privacy Resources
https://owasp.org/www-project-privacy-by-design/
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About Apptega

A perennial G2 leader across various cybersecurity categories, Apptega
is the cybersecurity and compliance platform purpose-built for security

providers who are growing lucrative security practices, creating stickier
customer relationships, and winning more business from competitors.

With Apptega’s end-to-end platform, IT providers can:
Build continuous compliance offerings that set them apart, retain

customers, and grow their ARR.

Build and manage world-class cybersecurity and compliance
programs for their clients.

Increase the capacity and efficiency of their existing team so they
can service 2-3x more customers.

Assess, measure, and manage their own security programs against a
standard set of industry-leading frameworks.

To learn more, visit apptega.com

Visit apptega.com
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