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Abstract —  This brief analyzes the privacy implications of how 
different jurisdictions handle DNA and forensic evidence. It 
proposes policy options to ensure proper and private handling 
of all forensic evidence. 
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I. EXECUTIVE SUMMARY 
Ever since DNA profiling entered criminal justice 
systems in the late 1980s, governments have had 
to balance using genetic evidence to solve crimes 
with respecting personal privacy. In the United 
States, privacy rights regarding forensic DNA 
focus mainly on Fourth Amendment search and 
seizure protections. The key legal turning point 
came with the Supreme Court decision in 
Maryland v. King (2013), where a 5–4 majority 
ruled that police can swab the cheek of anyone 
arrested for a serious crime. The Court decided 
that a swab during booking is similar to 
fingerprints or photos, thus law enforcement's 
need to verify identity outweighs an arrestee's 
expectation of privacy. 
Conversely, privacy rights in Europe took a very 
different turn after the landmark ruling by the 
European Court of Human Rights (ECtHR) in S. 
and Marper v. United Kingdom (2008). The court 

ruled unanimously that the UK's policy of 
keeping DNA samples indefinitely—even from 
people who were never convicted—violated 
Article 8 of the European Convention on Human 
Rights (the right to private life). This forced the 
UK Parliament to pass the Protection of 
Freedoms Act 2012, which set up strict rules 
requiring police to destroy DNA profiles of 
unconvicted individuals. 
Looking at both legal systems side by side 
highlights a clear divide in how privacy is viewed. 
While the US sees DNA collection at arrest as an 
acceptable routine procedure, European legal 
standards view keeping genetic records of 
unconvicted people as an unnecessary violation of 
personal privacy and identity. 

II. OVERVIEW 
In the United States, privacy concerns regarding 
forensic DNA revolve around how far the state 
can go in collecting, storing, and searching an 
individual's genetic material. The core legal 
debate stems from the Fourth Amendment, which 
protects citizens against unreasonable searches and 
seizures. As national and state DNA databases 
expanded—most notably through the FBI's 
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Combined DNA Index System (CODIS)—law 
enforcement moved beyond collecting DNA 
solely from convicted felons to collecting 
biological samples routinely from individuals 
upon arrest. 
Critics and legal scholars argue that treating 
genetic material like traditional fingerprints 
overlooks the vast amount of sensitive personal 
information contained within human DNA, 
including health markers, ancestral traits, and 
familial relationships. Additionally, concerns have 
grown over surreptitious collection (where police 
gather discarded items like coffee cups or 
cigarette butts without a warrant) and the reliance 
on third-party consumer databases. 
Consequently, the primary privacy problem in 
the U.S. is where to draw constitutional 
boundaries when government investigative 
interests clash with an individual's expectation of 
genetic privacy. 

III. HISTORY 
According to the National Institute of Justice, 
DNA was first used “as evidence in the United 
States criminal court System in 1986.” Generally, 
it may be said that urban areas have historically 
integrated these technologies more quickly than 
rural areas. The often highly stratified structure of 
urban law enforcement allows for biological data 
to be gathered more efficiently because urban 
environments tend to have specialized centers 
dedicated to portions of the general population. 
On the other hand, research has shown that 
smaller police departments, which are often found 
in rural areas, tend to have higher clearance rates 
than urban departments but typically also “spend 
less money per officer per resident.”  Rural police 
departments may also not use technologies such as 

digital fingerprinting, which could extended to 
DNA use as well.  
 
This technology gap can limit the use of DNA as 
forensic evidence in rural environments. While 
urban environments can use more advanced 
technologies, such as swabbing DNA from stones, 
rural settings may lack this option completely. In 
fact, analyzing DNA samples often involves 
complex biological and laboratory processes that 
may not fit into the budgets of rural regions. 
These techniques also require trained 
professionals, further increasing costs in rural 
regions where employees may not be readily 
available. These factors may have contributed and 
may continue to contribute to a discrepancy in 
DNA use for forensic evidence in rural and urban 
settings.  

IV. POLICY PROBLEM 
Throughout history, the United States has had no 
uniform standard governing how long the 
government may retain, or for what purposes it 
may search the genetic information of those who 
have not been convicted of a crime. Following 
the court case of Maryland v. King(2013), which 
upheld arrestee swabs by likening them to 
fingerprinting, DNA expansion has expanded to 
arrestees; however, abandoned samples such as 
discarded coffee cups remain largely unregulated, 
and genetic genealogy searches reach relatives 
that never consented.  
 
Because a DNA sample can reveal health, 
ancestry, and family relationships, the real privacy 
risk lies less in the moment of collection than in 
what happens afterward: retention, re-analysis, 
and sharing. Across the world, Europe took a 
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different course in S. and Marper v. United 
Kingdom, where the European Court of Human 
Rights held that indefinite retention of 
unconvicted people’s DNA violated Article 8, 
prompting the EU to implement the UK’s 
Protection of Freedoms Act 2012.  
 
This policy brief asks how US laws can regulate 
retention, secondary use, and cross-database 
searching of forensic DNA, especially for people 
never convicted, so DNA’s crime-solving is 
preserved without making genetic surveillance a 
routine consequence of arrest or relatives’ choices.  

V. POLICY OPTIONS 
Some proposed policy solutions in the United 
States include deletion of DNA evidence when a 
person has no qualifying offense or pending 
charges, specifically in the state of California 
under California Penal Code 299. In addition to 
that, another way that the United States has dealt 
with this is that citizens who have been convicted 
can request that the FBI have their personal DNA 
evidence removed and deleted from the 
Combined DNA Index System (CODIS). 
 
 In other countries, such as the United Kingdom, 
the Protection of Freedoms Act 2012 requires that 
all DNA samples be destroyed within 6 months 
after being sampled. This further ensures that 
personal DNA is not leaked and protects privacy.  

VI. CONCLUSIONS 
The rise of DNA evidence in the 1980s has 
helped bring criminals to justice, but with the rise 
of this new technology, many concerns have 
arisen, especially around privacy. Many have 
concerns about privacy, especially with regard to 

their DNA being potentially leaked or 
mishandled. Many new policy solutions have 
tried to combat these issues by requiring the 
deletion of DNA evidence in order to prevent 
misuse. 
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