
 
 
 
 

From Tracking to Selling: Protecting Privacy in 
Consumer Health Apps 

Policy Lead: Ava Szajnuk 

Policy Editors: Rishya Vemireddy, Irene Kang  

Policy Analysts: Gautham Parvathaneni, Jaya Vashisth 
Technology Team, Institute for Youth in Policy 

1avaszajnuk@yipinstitute.org 
 

Abstract: The general population may assume that health 
information entered into an app has the same protections as 
information shared with a doctor. This brief investigates 
which apps and data are covered by existing laws, where gaps 
remain, and whether policymakers should establish federal 
protections specifically for health information collected by 
consumer apps. 
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I. EXECUTIVE SUMMARY 
Privacy regulations in the healthcare 

industry have been outpaced by the growing use 
of technology in medicine, leaving consumers 
subject to a variety of potentially harmful privacy 
breaches. Historically, the first data protections 
came with the Privacy Act of 1974, expanding to 
the creation of the HIPAA Privacy, Security, and 
Breach Notification Rules and the Federal Trade 
Commission Act. However, these laws often fall 
short, as most consumer health apps are not 
classified as “covered entities,” which include 
healthcare providers and their business associates, 
under the HIPAA rules, and thus, are not subject 
to the rules and regulations that protect sensitive 
information. The Federal Trade Commission Act 
attempted to cover these gaps by regulating any 
deceptive practices in commerce, including 
privacy concerns and how they apply to 

developers of healthcare apps. Despite these 
efforts, the FTC ultimately rescinded its 2021 
policy statement which extended the Health 
Breach Notification Rule to health apps, leaving 
this data ultimately unprotected. However, 
Brookings finds that many companies are not 
considered “covered entities” because they 
contract to users and not insurers, making way 
for the sales of sensitive data like telehealth firm 
Cerebral’s sale to advertisement companies. In 
today’s age of expanding technology within 
healthcare systems, privacy regulations have 
become even more sparse. With events such as 
the overturn of Roe v. Wade and subsequent loss 
of privacy protections on data, ACLU writer 
Shreya Tewari confirms that consumers are left 
drastically underprotected and confused as to how 
these companies are using their data. This was 
especially highlighted during the growing use of 
telemedicine during the COVID-19 pandemic, 
during which new forms of medicine such as 
telehealth calls didn’t require traditional HIPAA 
agreements, which brought about the question of 
how HIPAA rules can expand to safeguard 
consumers and their information. This brief aims 
to explore potential policy avenues for closing 
existing gaps in the current healthcare data 
landscape by navigating the history and problems 
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surrounding present-day regulations and where 
they lack. 

II. OVERVIEW 
Consumer health applications have 

expanded the collection of personal health 
information beyond traditional healthcare 
settings. Past attempts at federal regulation of 
health information was primarily focused on 
information maintained by traditional healthcare 
providers and institutions, rather than being built 
to foresee potential vendors of health information, 
leading to a conflict in the rise of health 
applications.  

In 1996, the Health Insurance Portability 
and Accountability Act, also known as HIPAA, 
was enacted to establish federal privacy and 
security protections for individually identifiable 
health information. This act was designed with 
traditional mechanisms of covered healthcare 
providers, health plans, and healthcare 
clearinghouses in mind, meaning that future 
mobile application usage was not factored into its 
information coverage restrictions. In modern day, 
this leaves information collected through fitness 
trackers, period trackers, and other health 
platforms outside of the scope and protections of 
HIPPA. In 2009, Congress passed the Health 
Information Technology for Economic and 
Clinical Health (HITECH) Act as part of the 
American Recovery and Reinvestment Act. The 
HITECH Act strengthened HIPAA’s privacy 
protections and directed the Federal Trade 
Commission (FTC) to establish breach 
notification requirements for vendors of personal 
health records and other entities outside the scope 
of HIPAA. Shortly after, the FTC was able to 
introduce the Health Breach Notification Rule to 
carry out this instruction.  

Federal oversight of consumer health 
applications has subsequently expanded, however. 
In September 2021, the FTC issued its Statement 
of Commission on Breaches by Health Apps and 

Other Connected Devices, clarifying the 
pre-existing Health Breach Notification Rule 
could apply to consumer apps and connected 
devices previously outside of HIPAA. This 
statement emphasized that apps capable of 
collecting health information from multiple 
sources, such as users or wearable devices, could 
qualify as vendors of personal health records. It 
additionally clarified that unauthorized sharing of 
identifiable health information with third parties 
could constitute a reportable breach, even in the 
absence of a cybersecurity attack.  

Though this expanded the FTC’s 
interpretation of the scope of which companies 
and disclosures fell under existing requirements, it 
did not create a new law or act as a formal 
amendment. This changed, however, in April 
2024, when the FTC finalized amendments to the 
Health Breach Notification Rule, clarifying its 
application to health applications and digital 
devices, including fitness trackers. The 
amendments addressed much-needed changes to 
the rule’s definition of personal health records and 
unauthorized disclosures, shedding light to 
modern data-sharing practices and increased risk 
for cybersecurity breaches. The updated 
requirements went into effect in July 2024. 
Eventually, in September 2026, the FTC 
rescinded the 2021 policy statement, after 
determining that the guidance recommended 
within the statement had been appropriately 
addressed by the 2024 amendments to the Health 
Breach Notification Rule. While the amendments 
address the role of companies and their 
obligations after qualifying breaches or 
unauthorized disclosures, it does not establish 
comprehensive federal privacy protections of 
consumer health information preceding these 
incidents.  

III. HISTORY 
Over the past few decades, the relationship 

between healthcare and personal privacy has 
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undergone a significant transformation. 
Historically, sensitive health information was 
primarily collected and maintained by healthcare 
providers, insurance companies, and medical 
institutions. In fact, before 1996, there were no 
comprehensive federal health safety laws. Instead, 
patient protection relied on state statutes and 
medical review boards which could revoke a 
physician's license.  

However, that all changed in 1996, when 
President Bill Clinton signed the Health 
Insurance Portability and Accountability Act 
(HIPAA) into law. Originally, HIPAA was 
primarily designed to improve public 
administration. Later, the HIPAA privacy rule 
established national standards to protect 
individual’s health records and health information, 
and applied to health plans and healthcare 
providers who conducted transactions 
electronically. It also included a mandate for 
federal privacy standards governing health data.  

The regulatory framework was quickly 
challenged during the expansion of technology in 
the late 2000s and early 2010s, as cell phones 
became increasingly commonplace. The 
introduction of this technology into the pockets 
of millions of Americans meant a multitude of 
options to track health, through features which 
documented things like physical activity, sleep 
patterns, reproductive health, and dietary habits. 
While they offered potential benefits for 
consumers, they also introduced new questions 
regarding data protection, consent, and consumer 
privacy, as they fell outside of HIPAA guidelines.  

Recognizing this gap, Congress passed the 
Health Information Technology for Economic 
and Clinical Health (HITECH) Act of 2009. The 
HITECH Act required health entities and 
business associates to notify affected individuals of 
data breaches, expanded HIPAA compliance and 
accountability to third-party vendors, and placed 
tighter restrictions on the sale of protected health 
information (PHI). Throughout the 2010s, the 

rapid development and commercialization of 
healthcare services made it abundantly clear how 
necessary these regulations were to protect the 
best interests of consumers.  

In April 2023, Washington became the 
first state to address consumer health data privacy 
outside of HIPAA, through the My Health My 
Data Act (HB 1155). The legislation required that 
consumers acquire consent from users before 
sharing information with third party services. 
Further, it also mandated the option to deny 
consent or withdraw data at any time. This 
passage reflected a growing recognition that 
existing federal protections were insufficient to 
address rapidly shifting health technology, 
particularly in consumer health apps.   

Most recently, at the federal level, the 
Federal Trade Commission (FTC) finalized 
changes to the Health Breach Notification Rule 
from 2009, clarifying that the updated rule would 
now apply to health applications and connected 
technology, expanding the definition to include 
unauthorized disclosures of information, 
modernizing existing protections to adapt to the 
continuously evolving digital environment. 

Through these developments, one thing is 
clear: the privacy of consumer health information 
is a continuously evolving challenge, one which 
has historically been addressed behind new 
technological innovations, rather than in 
anticipation of them.   

IV. POLICY PROBLEM 

A. Stakeholders 
Consumers of digital health platforms and 

apps are the primary stakeholders, often facing 
direct risk of private, identifiable health 
information being shared or leaked without prior 
consent.  Patients are frequent users of health 
apps as a digital tool to track various aspects of 
health data, including: diets, lifestyle habits, 
sleep, mental health, menstrual health and cycles, 
and vital signs. The lack of regulatory guardrails 
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puts consumers in largely unprotected positions, 
with a looming risk of data being sent to third 
parties. Misutilization of such information may 
cause significant emotional distress for users and 
a permanent loss of trust in previously helpful 
apps. As the sole owners and contributors of 
health data information, consumers remain at the 
heart of data privacy threats.  

The FTC plays a critical role in the 
enforcement of privacy laws to non-HIPAA 
entities, which involves third-party digital health 
apps. As consumer privacy protection gains 
increasing traction and concern, the scope of 
regulation falls under the FTC, shaping their role 
as an essential stakeholder.  

Mobile health app developers and 
platforms hold great stake in ensuring privacy 
and vital data protection for users of their 
creations. Through app development, they are 
responsible for implementing security measures 
within apps for data privacy. With a prominent 
source of privacy risks and invasion stemming 
from unauthorized health data sharing, it 
becomes imperative to hold companies and 
platforms accountable.  

 
B. Risks of Indifference 
 

The risk of indifference involves the 
continued breach of privacy without consumer 
knowledge or consent, misuse of sensitive health 
data by third parties, and exploitation of users 
through targeted marketing. Around 81% of 
Americans report they believe their personal 
health data is protected under HIPAA Privacy and 
Security Rules, suggesting that the lack of proper 
consent poses a grave concern. Millions of adults 
across the nation utilize such apps unaware of the 
potential risks unregulated health data appliances 
present. If unauthorized and harmful access to 
private consumer health data is to persist, it will 
shape the future of health app usage, erode 

consumer trust, and leave millions with sensitive 
health data vulnerable. 

C. Nonpartisan Reasoning 

With nearly 313 million health app users 
nationwide, it is imperative to address the health 
data vulnerabilities associated with such apps. The 
benefits of eliminating health app privacy risks 
include but are not limited to: 

1)​ Protecting consumer privacy: Most 
health apps are not covered under HIPAA 
law and jurisdiction, resulting in sensitive 
health data having minimal protections. 
Consumer privacy remains at the forefront 
of health app privacy prioritizations, and it 
remains imperative that they have the 
ability to opt in and out of data sharing 
without losing access to essential health 
tracking service.  

2)​ Preventing exploitative health data 
usage: The increase in the 
commercialization of health data, often 
without the knowledge of health app 
users, has put consumers in a harmful 
position. Such exploitative uses, especially 
through targeted marketing based on 
sensitive data, can emotionally and 
financially harm users. Moreover, limited 
regulatory safeguards have resulted in 
health data potentially being sold or shared 
with third-party entities.  

3)​ Maintaining public trust in health data 
tools: It is worth noting that many 
physicians and healthcare providers 
hesitate to recommend health app usage 
for patients, a primary consumer 
population of such technologies. While 
nearly 68% of physicians suggest that 
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health apps tracking biometrics can be 
extremely useful for patients aiming to 
implement a healthy lifestyle, many opt 
out of providing app recommendations. 
Data privacy risk has resulted in a 
deep-rooted mistrust in apps that may 
have impacts on consumers seeking a 
method to maintain a healthy life. 
Furthermore, the continued lack of 
accountability oversight from the FTC has 
exacerbated privacy issues, resulting in the 
erosion of public consumer trust in health 
apps.  

V. POLICY OPTIONS 
Congress faces several distinct policy 

options when evaluating whether and how to 
establish federal privacy protections for health 
information collected by consumer-facing apps, 
wearables, and trackers. 

The first necessitates broadening or 
adapting the HIPAA framework. By expanding 
HIPAA or creating a parallel statutory mechanism 
to treat consumer health data, fiduciary and 
privacy standards can be established that remain 
similar to traditional healthcare providers and 
insurers. According to Health Affairs Policy 
Research, “As in other squares of America’s 
privacy “patchwork,” HIPAA specifies a group of 
industry actors (health plans, provider 
organizations, and clearinghouses), designates 
them as “covered entities,” and then regulates 
how these entities and their subcontractors 
(business associates) use a certain class of 
information (individually identifiable health 
information).” This essentially means that a 
patient’s health information is only “protected” 
when it is recorded by one of these covered 
entities. A focus on a limited set of entities 
however, links privacy protections to a “snapshot” 
of the industry at one specific point in time, and 
that entity-based system thereby exempts an 

extremely fast-growing environment of health 
management tools. The policy recommendations 
that Health Affairs and their institute’s research 
provide reiterate that defining “individually 
identifiable health information as an inherently 
protected class of data, rather than a class that is 
protected only when created or held by certain 
entities” is necessary in order to ensure that legal 
protections extend over and fill the gaps currently 
existing in the context of consumer health data. 
Other recommendations include creating new 
definitions of individually identifiable health 
information “custodians” and “processors,” whose 
requirements and liability are like those of 
“covered entities” and associates of those entities 
under existing laws. In regards to consumer-led 
privacy protections, mandating standardized and 
plain-language privacy notices, and explicit 
informed consent requirements before health data 
can be collected, used, or shared adds another 
layer of necessitated reform. 

Building upon existing FTC authority, 
such as enforcement under their act for unfair or 
deceptive practices and the FTC’s Health Breach 
Notification Rule, would properly strengthen 
consumer protections using infrastructure we 
already have. Legislators can do this by passing 
legislation that explicitly bans unauthorized sales 
of sensitive health data. In addition to this, 
according to an Annals of Internal Medicine 
report in 2021, “Active oversight and 
enforcement by an unbiased party is necessary to 
enforce privacy protections and deter harmful 
uses of personal health information, including 
discrimination, exploitation, and stigmatization”; 
this perspective is a necessary professional lens 
into what lawmakers should do to retain 
consumers’ right to privacy. 

Rather than creating a siloed health-only 
rule, Congress can pass a broader baseline federal 
privacy law that addresses several structural 
questions identified by the Congressional 
Research Service. These include the following: 
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1)​ Whether to regulate broadly or target 

specific sensitive categories like health. 
2)​ Whether to establish operator 

requirements or give consumers active 
data-portability and control mechanisms.  

3)​ Whether federal law should preempt 
stricter state-level privacy laws, such as 
those in Washington, Nevada, or New 
York’s Health Information Privacy Act; or, 
establish a federal floor. 

4)​ Whether to include a private right of 
action allowing individuals to sue over 
violations. 
Ultimately, the debate over regulating 

consumer health apps centers on balancing 
consumer autonomy with digital innovation. 
While maintaining the status quo leaves vast 
amounts of intimate user data exposed to 
commercial exploitation, implementing overly 
rigid restrictions could stifle the growth of 
life-saving digital health tools. Moving forward, 
Congress must decide whether to expand existing 
frameworks like HIPAA, empower the FTC with 
stricter enforcement tools, or pass a 
comprehensive federal privacy law that establishes 
a unified standard for sensitive data. The choice 
Congress makes will fundamentally redefine the 
boundaries of personal privacy in the digital age. 

VI. IMPACT ON YOUNG PEOPLE 
Young people are the most digitally 

connected demographic, yet they face severe 
privacy vulnerabilities when using consumer 
health tools because mobile apps largely fall 
outside traditional healthcare regulations. While 
mobile health technologies offer critical support 
for youth managing chronic or sensitive health 
conditions, systemic data security failures, 
third-party data sharing, and low trust in 
emerging AI tools threaten their long-term 
privacy and engagement with the healthcare 
system. 

To start off, high digital adoption meets a 
need for confidentiality. According to a Pew 
Research Center study in 2018, roughly 95% of 
U.S. teens have access to a smartphone, and 89% 
are online “almost constantly” or several times a 
day. Among young people aged 14-22, 90% go 
online for health information and 38% actively 
use health-related mobile apps. Similarly, 70% of 
young adults (ages 18-29) have used a health care 
app or website to manage their care. 
Furthermore, according to a National Library of 
Medicine mixed-methods study, “Overall, the 
adolescents expressed positive attitudes toward 
mental health apps, even though few had 
experience with using them. A large proportion 
perceived such apps as useful tools that can help 
them cope with normal stresses of life, which is 
important in order to promote well-being and 
prevent mental health problems.” Adolescents 
frequently use digital health tools because they 
desire confidentiality, discretion and anonymity, 
allowing them to seek help or learn about 
sensitive conditions without fear of judgment 
from peers or parents. 

As we have explored earlier in this brief, 
there are numerous regulatory gaps and 
third-party data exposures that pose risks to 
consumers utilizing health apps, but these areas 
especially impact our youth population through 
predatory third-party data sharing and social 
media integration risks. Scoping reviews, 
including more from the National Library of 
Medicine, examining health data failures show 
that commercial “mHealth” apps routinely lack 
“data protection by design.” Studies of mental 
health and medication apps reveal that many 
request unnecessary device permissions. This 
allows developers to read, modify, or delete data 
as well as transmit sensitive user info (such as 
blood pressure, symptoms, and emotional states 
like anxiety) directly to third-party marketers and 
parent companies. As for social media integration 
risks, youth-oriented health interventions 
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increasingly blend mHealth with social media 
platforms (such as Instagram, Snapchat, and 
TikTok) to drive peer connectivity and 
engagement. However, routing health behaviors 
through commercial social networks exposes 
minors’ sensitive health interests to behavioral 
tracking and algorithmic profiling. This is 
supported by a Journal of Pediatric Nursing 
review on adolescent mHealth apps, documenting 
this trend: “A slightly more interactive but useful 
blend of regularly used technology and health 
interventions are those incorporating teens' 
personal social media with newly developed 
mHealth apps.” The authors also note that 
“mHealth apps use two-way feed technology 
and/or social media to connect users to support 
groups, friends, family members, and healthcare 
providers.” 

There is also a profound clinical 
disconnect and low trust in AI coming from 
providers regarding consumer health apps. While 
51% of surveyed physicians are open to discussing 
health apps with patients, only 18% actively 
recommend them. Doctors cite a lack of proof 
regarding app accuracy, poor integration with 
Electronic Medical Records (EMRs) and major 
data security concerns, noting that the vast 
majority of iOS and Android health apps pose 
risks of data leaks to third parties. Because 
clinicians rarely prescribe vetted tools, young 
people are left to navigate an unregulated 
commercial app marketplace on their own. 

Public polling from KFF health policy 
research indicates that widespread privacy anxiety 
is running rampant, with 75% of adults 
expressing concern over health apps run by 
private tech companies. Young adults (ages 
18-29) are particularly skeptical of artificial 
intelligence in healthcare; only 28% trust an 
AI-enabled health tool to access their medical 
records and provide personalized health advice, 
and only 37% trust AI chatbots to help manage 
their care. Unlike stolen credit card numbers, 

compromised health records, which can sell for 
up to $100 to $1,000 on the darknet compared to 
$1 for credit cards, cannot be canceled or reset. 
For young people, a breach of mental health, 
reproductive, or chronic illness data creates a 
permanent digital footprint that can lead to 
lifelong identity theft, insurance fraud or social 
stigma. 

Evidence shows that when health data 
breaches or privacy invasions occur, patients lose 
trust, withhold sensitive medical information 
from providers, and abandon digital health 
portals. For adolescents already hesitant to discuss 
sensitive health issues in-person, eroding trust in 
digital confidentiality risks deterring them from 
seeking necessary medical care altogether. 

The key policy takeaways from a 
youth-oriented perspective on consumer health 
app privacy are numerous. Consumer health data 
collected by commercial apps, wearables and 
social-connected wellness platforms used by 
youth require statutory privacy protections 
equivalent to clinical records. Policymakers must 
also restrict third-party data sharing, ban 
unnecessary app permissions, and prohibit the 
monetization of youth health and wellness 
metrics. Given young adults’ low trust in 
AI-driven medical advice (28%), policies should 
require explicit consent and strict algorithmic 
accountability before AI tools can ingest youth 
health data. 

VII. CONCLUSIONS 
While federal privacy frameworks, from 

HIPAA and the HITECH Act to the FTC’s 
updated Health Breach Notification Rule, have 
evolved to address digital medicine, they remain 
primarily reactive and largely fragmented. By 
restricting strict federal protections to traditional 
“covered entities,” current law leaves vast 
amounts of sensitive data generated through 
telehealth, fitness wearables, and reproductive or 
mental health apps vulnerable to third-party 
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monetization and breaches. Although recent FTC 
enforcement and pioneering state-level laws like 
Washington’s “My Health My Data Act” signal 
growing momentum to hold app developers 
accountable, reactive breach notifications and 
patchwork state rules cannot replace proactive, 
nationwide safeguards. To truly protect 
consumers in an increasingly digitized healthcare 
landscape, lawmakers must enact comprehensive 
federal privacy standards that close the 
non-HIPAA gap, require explicit user consent 
before data is shared or sold, and ensure that 
personal health information receives consistent 
protection regardless of the platform used to 
collect it. 
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