Privacy policy
INTRODUCTION
At ROL we are committed to protect your privacy. It is important for us to ensure that your personal data is being processed in a secure and lawful manner. This Privacy Policy governs the use of our Smart Desk Application (the “Application”) that can be downloaded at App store, Microsoft store and Google play. 
We adopted this Privacy Policy to inform you about our processing of personal data, which is based on current data protection legislation and clarifies how we work to safeguard your rights and privacy. With this Privacy Policy we intend to make you aware of how we process your personal data, what we use it for and who has access to it and under what conditions and your rights as data subject.
[bookmark: _DATA_CONTROLLER]DATA CONTROLLER and contact information
The controller for the processing of personal data ROL Ergo AB, 556101-6402 (hereafter “ROL”, “we” or “us” “the company”).
Our main offices is at Flygplatsvägen 1, 555 93 Jönköping, phone +46 36 36 88 00.
Contact information for our other offices can be found here.
[bookmark: _Hlk142379196]For more information regarding the processing of personal data at ROL, if you have any questions or if you want to exercise any of your rights as a data subject, please contact us at: gdpr@rolgroup.com. You find more information about your rights under section 3 below.
If you have comments about our processing or if you are not satisfied with our answers to your questions, you have the right under data protection legislation to submit any comment or complaint to the relevant supervisory authority (in Sweden it is the Swedish Authority for Privacy Protection, IMY).
Contact details to IMY:
Integritetsskyddsmyndigheten
Box 8114
104 20 Stockholm
Telephone number: +46 (0)8 657 61 00
E-mail: imy@imy.se
Contact details to other supervisory authorities within EU and EEA
Our Members | European Data Protection Board
[bookmark: _YOUR_RIGHTS]YOUR RIGHTS AS A DATA SUBJECT
As a data subject you have a number of GDPR-rights which you find below. You can receive more information about your rights at IMY:s website.
You are welcome to contact us at any time with respect to these, and if you wish to exercise any of the rights described below, you most easily reach us at gdpr@rolgroup.com. 
We will take appropriate protective and security measures to ensure that you are the person you claim to be when you contact us. If you cannot satisfactorily demonstrate your identity, we may not be able to meet your request.
If a request is manifestly unfounded or excessive, especially if it is made in a repetitive manner, we may either charge a fee or refuse to comply with the request. In such cases, we shall be able to demonstrate that the request is manifestly unfounded or excessive.
Right to information
Your right to receive information about our processing of your personal data is partly met by this Privacy Policy. Please contact us if you want additional information or if you have any questions regarding our processing.
Right to access
You have the right to know whether we are processing your personal data or not. If that is the case, you have the right to get information about the processing and access to the personal data by obtaining a copy of the personal data. 
Right to erasure (“right to be forgotten”)
You are entitled to have your personal data deleted. If you submit a request “to be forgotten” we will erase personal data that are no longer necessary in relation to the purposes for which they were collected or otherwise processed. We will also erase your personal data if you withdraw your consent on which the processing is based. In some cases, we will not have the possibility to erase your personal data. That depends on whether the personal data is still necessary to process for the purpose it was collected for, that our interest of continuing the processing outweighs your interest of getting it erased, or that we have a legal requirement of retaining it. Please keep in mind that we may not be able to provide you with our Applications if you request to have your personal data deleted. 
Right to rectification 
You have the right to obtain from us the rectification of inaccurate personal data. If the data is incomplete, you have the right to have it supplemented. 
Right to data portability 
In certain circumstances you have the right to receive your personal data in a general, written, machine-readable and structured format and have the right to transmit it to another controller. You have the right to do so for the personal data that you have provided to us and which we process based on your consent or on a contract when the processing is conducted by automated means.
Right to restriction of processing 
Under certain conditions, you have the right to request that we restrict our processing of your data. This means that we mark the data so that we only process it for certain specific purposes in accordance with article 18 GDPR. We may not be able to provide you with the Applications if we restrict the processing of your personal data. 
Right to object
You have the right to object to our processing of personal data that is based on our legitimate interest. For some processing we process your personal data after a balance of interests, and if you object to such processing, we can only continue our processing if we can demonstrate that there are compelling legitimate grounds for the data to be processed which outweigh your interests, rights, and freedoms or if the processing is necessary for the establishment, exercise, or defence of legal claims.
Where we process personal data for direct marketing purposes including profiling, you can always object and we will immediately stop processing your personal data for such purposes.
WHAT PERSONAL DATA WE PROCESS AND WHY
If you are using the Application we will process your personal data for the purposes described below. We strive to minimize the amount of data we process and aim to only collect personal data that is necessary to fulfil the purpose of the processing. It is possible to use the Application without an account. This section only applies when you use the Application with an account. 
User data
[bookmark: _Hlk142381830]Purpose of processing and lawful basis
If you create an account and use the Applications we will process information from your active directory (e-mail and name) in for the purpose of administrating your access to the Applications and administrate your account and thereby enable for you control your desk remotely. When you use the Applications we also collect data about your desk utilization (time for each desk position), estimated calorie burning. The information is divided per each desk unit. The Application also provides the user with statistical results for a set period based on the desk position compared to a set goal. 
The processing is based on the contract that we enter into with the user by accepting the terms & conditions for the Application. 
Storage time 
Your personal data will be stored for as long as you continue to use the Application. If you have not been active by using the Application for two (2) years, your personal data will be automatically deleted. Before we delete the data you will receive a notification by an e-mail giving you the opportunity to reactivate the account and avoid deletion.   
[bookmark: _Hlk160096400][bookmark: _Hlk142382868]Recipients
The information may be disclosed to authorities in accordance with what is prescribed by law, to potential partners who provide support Applications to the company, including IT Applications. For the purpose of providing the Applications we also transfer your data to Google Cloud EMEA Limited.  Your personal data may also be shared between the ROL-companies.
In case the connected desk is provided to you by your employer or another legal entity we may share the average utilization rate of the desks. We will not, however, disclose any information that can be directly connected to your individual usage. 
Meta data
Purpose of processing and lawful basis 
In addition to information that you provide to us directly, we collect meta data on your device when you are using the Application. Such information includes: Data about the operating system and version, language settings, screen resolution and information about how the Application and the desks are used. We store the information on an aggregated level which means that it will not be able to be traced back to you as individual user.
The purpose of the processing is primarily to make it technically possible to provide you with the Application, based on the contract entered into with the user by accepting the terms & conditions for the Applications. 
The second purpose is to use the data for development of the Application and to be able to continue to provide good and relevant Applications to our customers. This processing is based on our legitimate interest in developing our Applications and improving these for our users.
Storage time 
Your personal data will be stored for approximately one hour. 
Aggregated or statistical data is not considered personal data and will be stored continuously and deleted when no longer relevant.
[bookmark: _Hlk142384633]Recipients 
The information may be disclosed to authorities in accordance with what is prescribed by law, to potential partners who provide support Applications to the company, including IT Applications. For the purpose of providing the Applications we also transfer your data to Google Cloud EMEA Limited.  Your personal data may also be shared between the ROL-companies.
Support cases
If you have any questions about our products or for any other reason contacts our support we will process your personal data.
Purpose of processing and lawful basis
The purpose of the processing is to manage your support case and to fulfil our obligations towards you as user and to help you with your problem with our product or the Application and to protect and safeguard our legal interests. The processing is based on our legitimate interest in being able to fulfil the contract or relationship with you and when necessary to be able to exercise our legal rights and obligations.
Storage time 
Your personal data will be processed and stored until the support case is managed and solved, and thereafter for the time required, if necessary to be able to exercise our legal rights and obligations.
Recipients 
The information may be disclosed to authorities in accordance with what is prescribed by law, to potential partners who provide support Applications to the company, including marketing, finance, and IT Applications. Your personal data may also be shared between the ROL-companies.
Cookies
When you are using the Application we may also collect personal data by use of cookies. Cookies are small text files saved by your browser and stored on the device you use to browse the internet. When you visit our websites or the Application certain information may be stored using cookies. When we refer to cookies, we mean first-party and third-party cookies, tracking pixels, plug-in programs, and other tracking technologies. For more information about cookies, please visit www.allaboutcookies.org.
Whether and to what extent we use cookies depend both on your browser settings and how you are using the Application. Cookies are small text files collecting various kinds of information that we need in order to provide you with the Application.
[bookmark: _Hlk142384841][bookmark: _Hlk152770983]Purpose of processing and lawful basis
The purpose of the processing is to ensure the functionality of the Application and be able to customize the branding of the Application. If our customer wants to present the Application with their own brand, we will receive information with a connection between you and the company when you use the Application link. We do only use strictly necessary cookies and base the processing on our legitimate interest. 
Categories of personal data
IP address and device information as well as visit and user data.
[bookmark: _Hlk142384482]Specific cookie information and storage time
When you click a link to our app from a website, we temporarily collect your IP address and operating system to understand how the users arrive at our app.

	Name
	Type
	Data Used
	Purpose
	Storage Duration
	Provider

	Remote Address
	HTTP Header
	IP Address 
	To attribute app downloads to external websites and customize your initial app experience accordingly.
	10 minutes
	rolgroup.com
(First-party)

	User-Agent
	HTTP Header
	Operating System
	To attribute app downloads to external websites and customize your initial app experience accordingly.

	10 minutes
	rolgroup.com
(First-party)






[bookmark: _Hlk142385214]Recipients 
The information may be disclosed to partners who provide support Applications to the company, such other technical services in connection with the provision of the Application. Your personal data may also be shared with the ROL-companies.
How we protect your personal data
The security of your personal data is our main priority. Therefore, ROL aims to take appropriate technical and organizational measures to prevent and limit risks associated with the disclosure of personal data such as unauthorized access, abuse, alteration, and destruction. Only authorized personnel bound by secrecy has access to identifiable personal data. We regularly analyse and evaluate the measures to ensure a high protection of your data.
Your personal data will only be transferred to other ROL-companies and to cooperation partners that supply ROL with IT Applications or other support Applications, to the extent necessary for ROL to fulfil its obligations towards your employer or to administrate the current issue depending on the circumstances. 
We will disclose your personal data to authorities when required by law and may disclose personal data to any of our partners, suppliers or subcontractors delivering support Applications such as IT- and marketing Applications, but only in ways and to the extent necessary for us to meet our obligations in relation to you as a data subject. Hence, we never provide the recipients more information than necessary. When required by law, we may need to disclose your data to public authorities and other organisations. We may also need to disclose your data if it is necessary to exercise, establish or monitor our legal claims. 
Transfer of personal data outside the EU/EEA 
At ROL we strive to not transfer data from EU/EEA to companies or countries outside EU/EEA. However, since we have affiliates, cooperation partners and processors located outside this area sometimes such transfer is inevitable. When such a transfer is deemed necessary ROL conducts the transfer in compliance with applicable data protection laws and take appropriate safeguards to protect your personal data.
If personal data is transferred to a third country, we will always ensure that appropriate safeguards are in place to ensure the secure processing of your personal data. Such appropriate safeguards include ensuring that the country to which your personal data is transferred has an adequate level of protection or that we enter the European Commission’s standard contractual clauses (SCCs) from 2021 with the importer and take additional safeguards when required. Please contact us for more information about potential transfers to third countries and to request a copy of our security measures. You find our contact details in section 2 above.
CHANGES TO THIS PRIVACY POLICY
We reserve the right to update this policy at any time to the extent we deem necessary based on changes to our processing of personal data and to comply with new legal requirements, interpretations of legal requirements, technical requirements, or to address issues or disruptions. However, when the processing of personal data is regulated in binding contracts with a client the contractual provisions are valid until they have been changed if they are not incompatible with law or other binding provision. If we make major changes to our processing of personal data, you will be notified personally. 
The current and latest version of this policy will be always available in the Application and on the ROL website.
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