






















EXHIBIT A
Details of Processing

Item Detail

Subject matter of Processing Student First’s provision of the Services to Customer under the Agreement.

https://www.studentfirst.com/ldpa
https://www.studentfirst.com/ldpa


Item Detail

Nature and purpose Hosting, storage, and processing of Personal Data to provide a cloud-based student

information system covering admissions and applications, enrollment and registration,

academic records, financial aid administration, student finance, advising, and reporting,

together with the AI Functionality described in Section 15.

Duration The term of the Agreement, plus the deletion period in Section 17. Retention during the term

is determined by Customer; Student First does not apply automated purge schedules.

Frequency Continuous, for the duration of the Agreement.

Categories of Data Subjects Applicants and prospective students, including those who do not enroll; enrolled students;

withdrawn and former students; alumni; parents and guardians (including in connection with

financial aid); Customer personnel (faculty, staff, and administrators) who use the Services.

Categories of Personal Data Identifiers and contact data; demographic data; application and admissions data; academic

and enrollment records; financial aid data, including FAFSA/ISIR data and Title IV records;

federal tax information derived from IRS data (stored on the ISIR; excluded from the AI

Functionality per Sections 4.3 and 15.5); Social Security numbers; parent financial

information; student account and billing data; advising and student success data, including

risk indicators generated by the AI Functionality; user account and authentication data for

Customer personnel.

Sensitive / special-category data Social Security numbers, financial account and federal tax information, health, disability and

accommodation, immigration and visa status, criminal history, and racial and ethnic data.  

Processing locations United States.

Subprocessors As set out in Exhibit B.

EXHIBIT B
Subprocessors

Student First’s current Subprocessors are listed below. Student First may maintain an up-to-date list at studentfirst.com/legal/

subprocessors, which is incorporatedby reference.

Subprocessor Service Provided Data Categories Processing Location

Microsoft

Corporation (Azure)

Cloud infrastructure hosting

— compute, storage,

database (Azure SQL),

networking, AKS

All customer/student data

processed by the platform (full

dataset)

United States (default); European

Economic Area for customers with EU

data residency requirements

Google LLC

(reCAPTCHA)

Bot/fraud protection on

public-facing forms (login,

registration)

IP address, device/browser

fingerprint, interaction telemetry
Google global infrastructure

Zendesk
Customer support / ticketing

platform 

Ticket content, support

correspondence, end-user

contact details, and any personal

data submitted via free-text fields

United States



SCHEDULE 1
Jurisdiction-Specific Requirements

This Schedule sets out obligations that are specific to a particular Applicable Data Protection Law and are not capable of

harmonization into a single standard under Section 2.4. Each item applies only to Personal Data within the scope ofthe identified

law.

Law / Jurisdiction Requirement Applies to

CCPA (California) Service provider terms in Section 2.3 apply; Student First

will assist Customer with consumer requests under Section

11; 

Personal information of California

residents not exempt under the

FERPA data-level exemption (e.g.,

applicant/prospect data of for-profit-

institution customers).

FERPA (federal) School official terms in Section 3. Education Records of FERPA-

covered institutions.

Safeguards Rule (federal) Sections 4.1–4.2. “Customer information” of Title IV /

financial-institution customers.

IRC § 6103 / HEA § 483;

IRS Pub. 1075 (federal)

Sections 4.3–4.4: use limited to aid administration; no

access from outside the United States; flow-down to

Subprocessors. 

Federal tax information obtained

through the FAFSA data exchange.

GDPR / UK / Canada Transfer mechanism and supplementary terms under

Section 16, if triggered.

Personal Data within scope of those

laws, if any.


