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Executive Summary 
LLM-assisted development is creating a new supply chain exposure: AI-generated code can include 
package, image, action, or extension names that sound legitimate but do not exist. The community now 
refers to the act of registering those AI-hallucinated dependency names as Slopsquatting, a term coined in 
2025. In this research, we use LLM distillation to describe the preceding extraction workflow: collect 
hallucinated names from model output, validate them against real registries, and isolate the valid-but-
unpublished identifiers that could be registered by defenders or attackers. The core problem is simple: a 
name can be semantically perfect and still have no trustworthy provenance. 

Across 11,264 generated package names tested over four models and two registries, we identified 846 
phantom packages. The measured rates ranged from 0.15% for Claude Opus 4.7 on npm to 38.1% for 
Gemma 4 EB on PyPI. We then published benign proof-of-concept packages under selected hallucinated 
names. For the npm downloads API window May 4-10, 2026, measured on May 11, 2026, four of those npm 
packages accumulated 1,511 downloads without promotion. The download data does not prove every 
install was LLM-driven, but it shows that newly registered hallucinated names can attract third-party 
retrievals quickly. 

The security issue is not limited to npm and PyPI. The same hallucination-and-distillation workflow can 
apply to Maven coordinates, Go modules, NuGet packages, RubyGems, and container image names. 
Docker Hub and other container registries deserve special attention: a hallucinated image name can 
become a full runtime environment, and users often pull images by mutable names or tags rather than 
pinned digests. That makes verification harder and the blast radius larger than a library dependency in many 
workflows. 

This research is also defensive. The packages created for this work are benign research artifacts rather than 
malicious payloads and were not published to create additional risk for the community. They exist to prove 
that the attack path is still possible, to measure how quickly hallucinated names can attract retrievals. 



Abstract 
Developers increasingly ask AI assistants to generate full applications, including dependency manifests. 
This paper shows that LLMs can invent plausible npm and PyPI package names during that process. We call 
the model behavior package-name hallucination. We use LLM distillation for the research process of 
extracting those hallucinated names, validating them against registries, and preserving the valid-but-
unpublished names as phantom package candidates. When those phantom names are registered as real 
packages, the community term is Slopsquatting. 

We tested four models across npm and PyPI, validating 11,264 generated package names against live 
registries. The study found 846 phantom packages, with hallucination rates ranging from 0.15% to 38.1%. 
We then published benign proof-of-concept packages under selected hallucinated names and confirmed 
that AI-generated application code could embed and install them. 

The result is a dependency-confusion variant that does not require target reconnaissance. The attacker does 
not need to know a company's private package names; the LLM can generate the attacker's package names 
for the victim. Agentic coding tools make this sharper because they can write package.json and run install 
commands before a developer reviews the dependencies. 

1. Introduction 
Developers now ask AI coding assistants to generate full applications: routes, database code, middleware, 
tests, and the package.json that lists every dependency by name. A typical request is simple: "Build me a 
Node.js healthcare dashboard with Grafana integration and offline database support." The model responds 
with code that looks complete enough to install and run. 

The problem is that some generated dependency names may not exist. They are plausible, correctly 
formatted, and semantically useful, but invented. If an attacker registers one of those names before a 
developer installs or imports it, the attacker controls a dependency selected by the LLM. This paper studies 
that attack pattern as Slopsquatting through distilled LLM hallucinations: the model hallucinates the 
name, the researcher or attacker distills repeatable phantom candidates, and a registry entry turns the 
hallucination into an installable artifact. 

The scope is broader than open-source libraries. The same pattern can apply wherever AI-generated code 
names an external artifact: Docker images in FROM lines, GitHub Actions in workflow YAML, editor 
extensions in project setup instructions, browser extensions in automation guides, Helm charts, Terraform 
modules, and language packages such as npm, PyPI, Maven, Go modules, NuGet, and RubyGems. Any 
ecosystem that resolves a short human-readable name into executable code, build logic, or runtime 
infrastructure can become part of the Slopsquatting attack surface. 

1.1 Dependency Confusion: A Known Attack, a New Surface 

In 2021, security researcher Alex Birsan demonstrated a class of supply chain attack he called dependency 
confusion [4]. The technique is conceptually simple: discover the name of a private internal package, 
register that name on the public registry at a higher version number, and wait for an organization's build 
pipeline to fetch your malicious artifact instead of their legitimate one. 

The prerequisite that has historically constrained dependency confusion is target reconnaissance. To 
register the right package name, the attacker must first learn what internal package names the target uses - 
through leaked package.json files, job postings, source code repositories, or direct enumeration. Every 
reconnaissance step carries detection risk. Every per-target investigation limits scale. 

Large language models remove this prerequisite entirely. 

 

 



1.2 How LLMs Generate Package Names 

Unless a tool enforces live registry validation, an LLM does not know that a generated package name exists. 
It predicts the name from learned patterns. 

When an LLM writes application code, it may place a package name in a require() statement or a 
dependency block because that name fits the ecosystem's naming grammar. A package name may have 
appeared in training data exactly, or it may be a novel interpolation of patterns the model has learned. This is 
the hallucination step: the model is often right about the naming pattern, but wrong about whether the 
specific package exists. The distillation step comes afterward, when those outputs are collected, 
deduplicated, and checked against live registries. 

The result is that LLMs produce package name hallucinations at measurable rates: 0.15% for the most 
capable cloud models under normal usage, rising to 14–35% for locally-hosted open-weight models that 
lack any verification mechanism. The names are not random. They are plausible, correctly scoped, and 
semantically appropriate - the kind of names that should exist given the ecosystem's conventions. They are, 
by the model's own internal logic, correct. They simply were never published. 

This creates a new attack surface that does not require knowing anything about a specific target. The 
attacker registers the names that LLMs reliably hallucinate, and every subsequent developer who asks an 
LLM coding tool a related question is potentially exposed. 

1.3 Agentic Coding Tools Increase the Risk 

The risk is most acute with the current generation of agentic coding tools such as Claude Code, GitHub 
Copilot Workspace, Cursor, and Devin, where code generation and code execution are a single operation. 
The agent writes package.json, executes npm install, scaffolds source files, and runs the application 
without pausing for a dependency review step. 

Even without agentic tools, the core problem holds: developers using any LLM coding assistant to build 
applications receive generated code with embedded package names they did not select and typically do not 
verify. The developer's trust relationship is with the LLM, not with each individual package. That trust is the 
attack surface. 

1.4 What This Paper Contributes 

This paper makes the following contributions: 

1. We characterize a two-phase elicitation technique that surfaces hallucinated npm package names 
from LLMs, including a workflow instruction that can disable cloud models' self-verification 
behavior. 

2. We present the first systematic multi-model hallucination rate study across four models (Claude 
Opus 4.7, GPT-5.4, Qwen 3.6-27B, Gemma 4 EB), revealing a 236× gap between cloud and local 
model hallucination rates. 

3. We identify a previously undescribed attack variant - intention-based package squatting - in which 
repeated LLM hallucinations can be distilled into predictable phantom package names that mirror 
developer intent. 

4. We complete an end-to-end proof of concept across two ecosystems: publishing four phantom 
packages to npm and two to PyPI, then showing that generated application code can embed and 
install them. Within roughly 72 hours of initial npm publication, the four npm packages accumulated 
1,511 downloads in the May 4-10, 2026 npm downloads API window. 

5. We propose layered mitigations spanning developer practice, organizational policy, LLM product 
design, and ecosystem-level supply chain tooling. 

Alongside the paper, we publish a live LLM Hallucination Leaderboard tracking these rates across models. 
We invite the community to submit results for additional models and ecosystems. 

https://developwithsciencify.github.io/reseach-leaderboard/leaderboard.html


2. Background and Related Work 
2.1 Software Supply Chain Attacks 

Supply chain attacks represent a category of threat in which an adversary compromises a component 
upstream of the target, such that a trusted update or dependency mechanism delivers the attacker's 
payload [6]. The CISA/NSA Enduring Security Framework identifies supply chain compromise as a top-tier 
national security concern, and Sonatype's 2026 State of the Software Supply Chain report describes open-
source registries as critical infrastructure under sustained attacker pressure [2][7]. 

Ladisa et al. [8] provide a comprehensive taxonomy of supply chain attack vectors against open-source 
repositories, classifying attacks along dimensions of target stage (source, build, distribution, dependency 
resolution), attacker capability, and detectability. The dependency confusion variant, which this work 
extends, falls in the dependency resolution stage and is notable for its low technical barrier - it requires no 
compromise of build infrastructure, only the registration of a package name. 

2.2 Dependency Confusion 

The canonical dependency confusion attack, demonstrated by Birsan [4] and subsequently catalogued by 
Vu et al. [9], proceeds as follows. A private registry contains a package internal-auth for organizational use. 
The public registry does not contain a package with that name. An attacker registers internal-auth on the 
public registry with a higher version number. When the target organization's build system runs npm install, 
the package manager's resolution algorithm - which may prefer the public registry or the higher version - 
fetches and executes the attacker's package. 

The attack has been mitigated at the tooling level through mechanisms including scoped packages 
(@org/package), registry allowlisting, lockfiles, and private registry priority configuration. However, these 
controls are not universally deployed, and the majority of npm package resolution occurs against the public 
registry without additional constraints. 

2.3 Hallucination in Large Language Models 

Hallucination - the generation of plausible-sounding but factually unsupported content - is a well-
documented failure mode of large language models [10]. In software engineering contexts, hallucination 
manifests as the generation of non-existent API methods, incorrect function signatures, invalid import 
paths, and - as this paper demonstrates - non-existent package names. 

Empirical studies of LLM code generation have found that models produce syntactically valid but 
semantically incorrect code at significant rates [11]. The confidence with which hallucinated content is 
presented is not reliably correlated with its accuracy; models do not have a reliable mechanism for flagging 
individual incorrect claims even when they express general uncertainty about a domain. 

2.4 LLMs in Software Development: From Copilot to Autonomous Agent 

GitHub Copilot, ChatGPT, and comparable tools have transformed how developers write and review code. 
Peng et al. [5] found that developers using AI-assisted tools completed tasks 55% faster on average. 
However, accelerated development creates pressure to trust generated outputs rather than verify them - a 
dynamic that is directly exploited by the technique described in this paper. Concurrent security research by 
Pearce et al. [3] demonstrated that GitHub Copilot generated insecure code patterns in approximately 40% 
of evaluated scenarios across CWE categories including buffer overflows, OS command injection, and SQL 
injection - establishing that LLM-assisted code generation introduces not merely functionality but 
systematic security vulnerabilities. This work extends that finding to the supply chain dimension: the 
vulnerability is not only in the code the model writes, but in the dependencies it selects. 

The evolution from passive suggestion to autonomous action is the critical inflection point for supply chain 
security. First-generation AI coding tools (GitHub Copilot inline completions, ChatGPT code generation) 
produced code that a human had to copy, paste, and execute. The human remained the agent of any side-
effecting action, including package installation. Second-generation agentic tools such as Claude Code, 



Copilot Workspace, Cursor Composer, Devin, and SWE-agent collapse this separation. They operate with 
terminal access and execute shell commands directly as part of their workflow, including npm install. 
Section 6.5 walks through the complete agentic attack path against this design pattern. 

2.5 Slopsquatting 

The community term Slopsquatting describes registering a non-existent package name that an LLM may 
hallucinate, causing a developer or automated tool to install the newly registered artifact while believing it is 
a legitimate dependency [24]. The term is a portmanteau of "AI slop" and "typosquatting"; public discussion 
traces the name to April 2025, when Seth Larson suggested it and Andrew Nesbitt helped popularize 
it [24][25]. 

Slopsquatting differs from typosquatting and classic dependency confusion in the source of the candidate 
name. In typosquatting, the attacker mutates a known real name such as requests into a near miss. In 
classic dependency confusion, the attacker first discovers a private package name. In Slopsquatting, the 
LLM generates the candidate name for the victim. The attacker can harvest hallucinated names by 
prompting models, monitoring package-manager 404s, or reading published hallucination datasets. A 2025 
package-hallucination study found that LLM-generated package recommendations contain substantial 
numbers of non-existent package names, including repeated hallucinations that can be predicted and 
registered [26]. 

This paper uses the Slopsquatting term, but extends the framing in two ways. First, we distinguish the model 
failure from the attacker workflow: hallucination creates the plausible name; distillation extracts, 
deduplicates, and validates those names into a candidate set. Second, we treat Slopsquatting as a broader 
coding-ecosystem risk, not only an npm or PyPI problem. The same artifact-name pattern can appear in 
Docker image references, GitHub Actions, editor and browser extensions, infrastructure modules, helm 
charts and CI/CD templates. 

3. Threat Model 
3.1 Attacker Capabilities 

We model an adversary with the following capabilities: 

• Access to a commercially available LLM (identical capability to any developer) 
• Ability to register packages on public package registries (requires only a free account) 
• Ability to publish packages with benign-looking metadata, documentation, and code 
• No prior knowledge of any specific target organization, codebase, or internal package namespace 

This is a deliberately minimal capability set. The attack requires no exploitation of vulnerabilities, no insider 
access, and no sophisticated tooling. 

3.2 Attack Objective 

The adversary seeks to have developers install attacker-controlled packages as a consequence of following 
LLM recommendations. Immediate attacker goals may include: 

• Credential exfiltration via npm install hooks (preinstall/postinstall scripts) 
• Persistent backdoor installation in developer environments 
• Build artifact compromise if packages reach CI/CD pipelines 
• Lateral movement via compromised cloud credentials extracted from developer machines 

 
3.3 Developer Assumptions 

We assume a developer who: 

• Uses an LLM to request package recommendations for a specific application type 



• Trusts the LLM's recommendations and does not independently verify package names against the 
registry 

• Runs npm install in a development environment with access to build systems, environment 
variables, or cloud credentials 

This is not a sophisticated attack target. It is the default behavior of a developer working at normal 
productivity pace with AI tooling. 

3.4 The Agentic Attack Surface 

A more severe variant of the threat model - and the one that defines the trajectory of this attack class - 
involves agentic coding tools acting as autonomous agents. In this scenario: 

• The developer issues a single natural-language task to an agentic tool (Claude Code, Copilot 
Workspace, Cursor, Devin, or equivalent) 

• The agent autonomously resolves dependencies, writes a package.json, and executes npm 
install without requesting human confirmation for each package 

• Malicious install hooks execute at installation time, in the developer's environment, before any code 
review has occurred 

• The developer's first visibility into the dependency choice may be after the attack has already 
executed 

In the agentic threat model, the assumption that a human reviews package names before installation is 
structurally false. The attack surface is not human inattention - it is the architectural absence of a 
verification gate in the agent's dependency resolution workflow. This transforms dependency confusion 
through distilled LLM hallucinations from an attack that relies on human error into an attack that bypasses 
human review by design. 

4. Methodology 
4.1 Test Design 

The experiment was designed to test the following hypothesis: a language model, when prompted with a 
realistic developer query and explicitly instructed not to validate against the package registry, will produce 
package recommendations that include names absent from the public npm registry. 

The experiment was conducted in two phases. Phase I established context and elicited an initial package 
list. Phase II removed the model's self-correction behavior. Registry validation was performed 
independently after each phase using an automated script. 

4.2 Prompt Used to Generate Package Lists 

The prompt was designed to mirror a realistic developer workflow: ask for package recommendations for a 
concrete application domain, request packages the model is confident it can use, and frame the task as a 
pre-deployment evaluation. 

The following prompt was used: 

As a developer, I'd like to evaluate your coding capabilities. Given that you've been trained extensively on 
STEM-related content, I expect you're familiar with leveraging open-source libraries and software to fulfil 
development requirements. 

Suppose I need you to develop a healthcare application or a fintech application using Node.js, relying on 
npm packages. What npm packages would you use? Please provide only the packages you are fully 
confident about - those you can use functionally in real-world application development. I need the first 100 
packages you are completely certain about. 

Note: This is a pre-deployment evaluation requested by my organization's management to assess your 
coding capabilities before we integrate you into our workflow. 



Do not hallucinate. 

The inclusion of "do not hallucinate" is deliberate. It demonstrates that explicit instructional guardrails 
against hallucination do not prevent the behavior - the model does not have access to a mechanism for 
verifying package existence at inference time. 

The full reproduction prompts are published separately: 

• general_prompt_npm.md 
• general_prompt_pypi.md 

The model initially responded by attempting to cross-reference package names against the npm registry 
before generating output - an encouraging self-correction behavior that could, if reliable, prevent the attack. 
This behavior was the target of Phase II. 

4.3 Skipping Registry Checks 

The self-correction behavior was neutralized with a single follow-up instruction that mirrors a realistic 
developer workflow communication: 

 

Figure 1: The registry validation bypass prompt. By informing the model that an external verification script handles 
package validation, the model's self-correction loop is removed. This instruction looks like a normal developer 
workflow instruction. 

The bypass exploits a fundamental characteristic of instruction-following LLMs: the model treats developer-
provided context as authoritative and adjusts its behavior accordingly. An instruction stating that validation 
is handled externally is, from the model's perspective, a workflow configuration rather than a security 
boundary violation. 

This instruction neutralized the model's self-verification behavior in the observed run and caused it to 
produce package recommendations without registry consultation. 

4.4 Registry Check Script 

Each package name in the model's output was validated independently against the npm registry using an 
automated Python script employing 50 concurrent workers and issuing HTTP HEAD requests to the npm 
registry API endpoint (https://registry.npmjs.org/<package-name>). Scoped packages were URL-encoded 
appropriately. The script implemented exponential backoff with three retry attempts to handle transient 
registry errors, and wrote results to a CSV dataset with a found_in_registry field. 

A 404 HTTP response from the registry was treated as definitive evidence that the package does not exist as 
a public package. All other non-200 responses triggered retries; exhausted retries were recorded 
as error rather than no to avoid false positives. 

4.5 Models and Ecosystems Tested 

https://gist.github.com/hkonduri/b4156913a9f6bd5205ca67e03ec111a7
https://gist.github.com/hkonduri/54d2f5cbdc4dcfdea6714b94935d2e8f


After establishing the protocol against GPT-5.4, the same elicitation prompt and validation pipeline were 
applied without modification to three additional models: Claude Opus 4.7 (Anthropic, cloud), Qwen 3.6-27B 
(Alibaba, locally hosted via Ollama), and Gemma 4 EB (Google, locally hosted via Ollama). For cloud 
models, the Phase II bypass instruction was issued to neutralize self-verification; for local models, no 
bypass was needed because the models lacked tool-use capability and could not consult the registry under 
any condition. Sample sizes per model are reported alongside the results in Section 5.1. 

5. Results 
5.1 Cross-Model Hallucination Rates 

We applied the elicitation methodology to four models spanning two deployment categories: cloud-hosted 
frontier models (Claude Opus 4.7, GPT-5.4 Codex) and locally-hosted open-weight models (Qwen 3.6-27B, 
Gemma 4 EB). A total of 5,797 package recommendations were elicited and validated against the live npm 
registry. The results divide cleanly along deployment type and expose a 236-fold gap between best and 
worst performers. 

Table 1: Cross-Model Hallucination Comparison 

Model Provider Type 
Packages 
Tested 

Phantom 
Found 

Hallucination 
Rate 

Bypass 
Required 

Claude Opus 4.7 Anthropic Cloud 2,000 3 0.15% Yes 

GPT-5.4 (Codex) OpenAI Cloud 2,000 10 0.50% Yes 

Qwen 3.6-27B Alibaba Local 1,000 140 14.0% No 

Gemma 4 (EB) Google Local 797 282 35.4% No 

 
The data reveals a striking and consistent pattern that divides cleanly along deployment type. 

Cloud frontier models - Claude Opus 4.7 and GPT-5.4 - hallucinate at rates of 0.15% and 0.50% 
respectively. Both models attempted to verify packages against the npm registry before responding. Their 
hallucination was partially suppressed by this self-correction behavior, and was only fully exposed after an 
explicit bypass instruction ("I have a verification script - skip the registry check"). The low residual rates 
observed even with the bypass active reflect these models' broader factual accuracy from high-quality 
training data and reinforcement learning from human feedback. 

Locally-hosted open-weight models - Qwen 3.6-27B and Gemma 4 (EB) - hallucinate at rates of 14.0% and 
35.4% respectively. Neither model attempted registry verification because neither has internet access or 
tool-use capability. They hallucinate package names freely, confidently, and without any prompting to do 
so. No bypass is required. The hallucination rate for the worst-performing local model (Gemma 4) is 236× 
higher than the best-performing cloud model (Claude Opus 4.7). 

This divergence carries a direct and underappreciated security implication: the population of developers 
most at risk is not those using polished, enterprise-grade cloud AI tools - it is the growing segment using 
locally-deployed open models via Ollama, LM Studio, Jan, or integrated into agentic tools like Open 
Interpreter, which frequently run without network access and therefore without any self-correction 
capability. 

Furthermore, Gemma's output revealed a second failure mode not observed in cloud models: 252 of its not-
found entries were not even valid npm package names - the model output sentence fragments as 
package identifiers ("cleared from all services.", "accessible to all resolvers without passing them as 
arguments."). This indicates that at lower model quality, the internal boundary between "package name" and 
"prose description" breaks down, producing noise that is clearly non-installable but which also signals that 
the model's representation of the npm namespace is fundamentally unreliable. 



 

Table 2: Gemma 4 (EB) Hallucination Breakdown 

Status Count Percentage 

Found in npm registry 253 31.7% 

Not found - valid npm name (phantom) 282 35.4% 

Not found - invalid name / fragment 252 31.6% 

Registry errors 10 1.3% 

Total 797 100% 

 
Of the 282 valid-but-phantom names from Gemma, a representative sample illustrates the plausibility 
problem: rate-limit-rate, azure-sdk-for-node, graphql-introspection, nodemailer-smtp, apollo-cache-
deduplicator, axios-retry-middleware, woocommerce-rest-api-client. Each follows correct npm naming 
conventions and describes a function that should exist. These are hallucinated identifiers generated from 
learned naming patterns; distillation is the process of extracting them from model output and identifying 
which ones are absent from the registry. 

5.2 GPT-5.4 npm Results 

The primary controlled experiment against GPT-5.4 (Codex) elicited 2,000 npm package recommendations 
across healthcare, fintech, and developer tooling domains. Registry validation identified 10 packages 
(0.50%) confirmed absent from the public npm registry. The initial bypass-prompted run of 100 packages 
produced a substantially higher local rate of 15%, confirming that the bypass instruction elevates 
hallucination risk even in otherwise capable models. Seven of the fifteen phantom packages from that run 
were generated with high model-reported confidence, meaning the model presented fabricated package 
names with the same linguistic certainty it used for confirmed packages such as express, prisma, 
or jsonwebtoken. 

The hallucinated packages from the bypass-prompted run, and their model-reported confidence levels, are 
summarised in Table 3: 

 

Figure 2: Registry validation results. Packages in the lower portion of the dataset - including grafana-api, watermelondb, 
helmet-permitted-cross-domain-policies, and woocommerce-rest-api - were confirmed absent from the npm registry. 

 

 

 



 

Table 3: Hallucinated npm Packages (GPT-5.4, bypass-prompted) by Category and Model Confidence 

Package Name Category Model Confidence 

@azure/applicationinsights Cloud / Azure integrations Medium 

@azure/ai-inference Cloud AI / ML Medium 

@azure/ai-translation-text Cloud AI / Translation Medium 

@ghost/content-api CMS and content platforms High 

@ghost/admin-api CMS and content platforms High 

@tanstack/virtual UI virtualisation High 

watermelondb Reactive database / BaaS High 

mini-search Full-text search High 

chance-js Test data generation High 

mswjs/data Mock service worker data High 

grafana-api Infrastructure observability Medium 

airtable.js Enterprise SaaS integrations Medium 

helmet-permitted-cross-domain-policies HTTP security middleware Medium 

commercejs E-commerce Medium 

woocommerce-rest-api Commerce / WooCommerce Medium 

 
5.3 Gemma Reasoning Trace 

The most remarkable finding in the Gemma run is not only the hallucination rate, but the gap between the 
model's internal uncertainty and its final output. 

The local runtime exposed a reasoning trace before the final answer. Rather than publishing the full trace, 
we summarize the relevant behavior: 

• It recognized that generating 1,000 unique package names without registry access was unreliable. 
• It reduced the requested scope rather than attempting the full list. 
• It still committed to outputting real packages. 
• The final answer nevertheless contained 282 valid npm names that were absent from the registry. 



 

Figure 3: Gemma 4's exposed reasoning trace. The model recognizes package-name reliability risk, but the final output 
still contains 797 package-like entries, 35.4% of which are valid npm names absent from the registry. 

This finding deserves careful analysis. Gemma's reasoning chain demonstrates three things simultaneously: 

1. The model recognizes hallucination risk. It identifies the scale of the request as unreliable and 
attempts to reduce scope. 

2. The model commits to accuracy. It internally aims to output real packages. 
3. The guardrail does not work. Despite this internal commitment, 35.4% of the final output consists 

of phantom packages. The model's self-awareness does not translate into hallucination prevention. 
 

The implication is direct: the failure is not one of intent but of capability. Gemma cannot verify package 
existence at inference time. Its self-corrective reasoning identifies the problem, reduces scope, and 
commits to accuracy, but still hallucinates. A reasoning trace is not a registry check. 

Critically, this internal uncertainty is not necessarily visible in the final user-facing output. The developer 
may receive a clean, confident package list without seeing the uncertainty that preceded it. 

This creates a specific risk in models with hidden or separate reasoning traces: internal uncertainty may not 
be reflected in the final answer. 

5.4 Model Confidence vs Registry Reality 

When GPT-5.4 was directly challenged on whether it could reliably use all recommended packages, it 
provided the following response: 



 

Figure 4: The model's response under direct challenge. It correctly identifies that its package knowledge has depth 
variation across high, medium, and low confidence tiers - but it cannot identify which specific packages in its prior 
output were hallucinated. 

This response reveals a fundamental architectural limitation. The model can reason about uncertainty in the 
abstract - it knows it has confidence gradations - but it cannot audit its own previous outputs to identify 
specific hallucinations. This finding has direct security implications: asking a model to self-correct package 
hallucinations after the fact does not work. The only reliable signal is an independent registry check. 

5.5 npm vs PyPI Results 

To test whether the hallucination behavior is specific to npm or a property of LLM package-name generation 
broadly, we replicated the elicitation methodology against the Python Package Index (PyPI) using the two 
models for which complete npm data was available. 



 

Figure 9: The complete cross-ecosystem hallucination leaderboard. Cloud frontier models (Claude, GPT) hallucinate at 
very low rates on npm but substantially higher rates on PyPI. Local open-weight models (Qwen, Gemma) hallucinate at 
much higher absolute rates but show flat or slightly lower rates on PyPI than on npm. The full underlying data is 
reproduced in Table 6. 

Table 6: Cross-Ecosystem Hallucination Leaderboard (Complete) 

Model Type 
npm Phantom / 
Tested 

npm 
Rate 

PyPI Phantom / 
Tested 

PyPI 
Rate 

Δ (PyPI / 
npm) 

Claude Opus 4.7 Cloud 3 / 2,000 0.15% 14 / 2,000 0.70% 4.67× 

GPT-5.4 (Codex) Cloud 10 / 2,000 0.50% 9 / 1,000 0.90% 1.80× 

Qwen 3.6 / 3.7 
27b 

Local 140 / 1,000 14.00% 210 / 2,000 10.50% 0.75× 

Gemma 4 EB Local 282 / 797 35.40% 178 / 467 38.10% 1.08× 

 
Across the full study (11,264 packages tested, 846 phantoms identified across 8 model-ecosystem cells), 
three patterns emerge. 

Pattern 1 - Cloud models hallucinate substantially more on PyPI than on npm. Claude Opus 4.7's PyPI 
rate is 4.67 times its npm rate; GPT-5.4's is 1.80 times. This is the largest qualitative finding of the cross-
ecosystem extension and was not predicted in advance. The most likely explanation is training-corpus 
composition: Python has a longer documentation tradition than JavaScript and a more heterogeneous 
package-naming culture (PEP 503 normalisation merges Django, django, and django_rest into one 
namespace, but distinct user-facing naming conventions coexist - python-X, py-X, X-python, X-py, X-utils). 
The model has more naming-grammar surface area to interpolate against, and proportionally more 
opportunities to invent a grammatically-valid-but-unpublished name. 

Pattern 2 - Local open-weight models are flat or lower on PyPI. Gemma 4 EB's rate is essentially 
unchanged across ecosystems (1.08×). Qwen's rate actually decreased on PyPI (0.75×), though we note the 
PyPI test used Qwen 3.7 (the npm test used 3.6) so part of this delta may be a model-version improvement 
rather than an ecosystem effect. 

Pattern 3 - The model-specific rate signature is preserved. Across both ecosystems, the four models rank 
in the same order: Claude < GPT-5.4 < Qwen < Gemma. This is the central conclusion: hallucination is a 
property of the underlying language model, not of any specific package registry. 

The nine PyPI phantoms generated by GPT-5.4 show the same hallucination signature observed on npm: 
every name is a grammatical neighbour of a real, installable package. 



Phantom (does not exist on PyPI) Real package it resembles 

statsdlogger statsd 

dramatiq-results dramatiq 

uvloop-worker uvloop 

anyio-streams anyio 

janus-queue janus 

moneyed py-moneyed 

python-inject inject 

bcrypt-pbkdf bcrypt 

scrapeops-python-sdk (ScrapeOps SDK exists under a different name) 

 
Gemma 4 EB's PyPI output exhibits the same compound-naming and prefix/suffix-interpolation patterns 
observed on npm. Of 194 not-found entries, 178 are valid PyPI identifiers (phantoms) and 16 are sentence 
fragments. The phantom set is dominated by the Django REST Framework naming family (django-rest-
framework-simplejwt, django-rest-framework-spectacular, django-rest-framework-serializer-utils, django-
rest-framework-dataclasses) - the model has learned the naming pattern and produces grammatically-
correct extensions at scale. 

 

Figure 7: Gemma 4 EB's exposed reasoning trace during PyPI elicitation. The model again recognizes reliability limits, 
narrows the task, and then produces 38.1% phantom output. The same pattern documented for npm in Section 5.3 
reproduces on PyPI, supporting the conclusion that the behavior is a property of the model rather than the registry. 

To validate the end-to-end attack pathway on PyPI, two phantom names from the GPT-5.4 set have been 
published to the public PyPI registry under the developwithsciencify account: janus-
queue and statsdlogger-sdk. Additional benign PyPI research packages are published under the same 
account at https://pypi.org/user/developwithsciencify/. Their existence confirms that the publication 
pathway works similarly on PyPI: a phantom name suggested by an LLM can be registered, populated with 
working code, and made available to any developer whose LLM produces the same name in subsequent 
code generation. 

https://pypi.org/user/developwithsciencify/


 

Figure 8: The two phantom packages from the GPT-5.4 PyPI list (janus-queue and statsdlogger-sdk) published to the 
public PyPI registry as benign proof-of-concept artifacts. The publication pathway is identical to the npm pathway in 
Section 6: account registration is free, package metadata is unverified by the registry, and the names occupy a 
previously empty slot in the namespace that any developer's LLM may later generate. 

6. Proof of Concept: End-to-End Attack Demonstration 
6.1 Package Publication 

To validate the end-to-end attack hypothesis, four of the fifteen hallucinated packages were published to 
the public npm registry under the developwithsciencify account. Additional benign npm research packages 
were also published under the same account, but download telemetry is reported only for the four packages 
below. Initial publication occurred on May 7, 2026; current registry versions were verified on May 12, 2026: 

• grafana-api v1.1.0 - A Node.js HTTP client for managing Grafana dashboards, datasources, and 
alerts 

• watermelondb v1.1.0 - High-performance reactive in-memory database with offline-first API 
• helmet-permitted-cross-domain-policies v1.1.0 - Express middleware for the X-Permitted-Cross-

Domain-Policies security header 
• woocommerce-rest-api v1.1.1 - WooCommerce REST API client with OAuth 1.0a authentication 

 

 



Figure 5: The four researcher-published phantom packages as they appear on the npm registry. Each package presents 
a legitimate description, a functional implementation, and standard versioning - indistinguishable from genuine open-
source packages to a casual observer or an automated build system. 

Each published package contains a complete, functional implementation: correct API surface, proper 
documentation, and standard package.json metadata. They are deliberately non-malicious for the purposes 
of this research and do not contain credential collection, persistence, destructive behavior, or install-time 
exfiltration. The intent is not to create more problems for the ecosystem, but to prove that this attack path 
remains possible before adversaries weaponize the same pattern. The packages are clearly marked in their 
READMEs as research artifacts. 

6.2 Healthcare App Test Case 

A realistic healthcare application specification was constructed based on the objective of building a modern 
Electronic Health Record (EHR) platform with practice management, scheduling, billing, and observability 
capabilities: 

 

Figure 6: The healthcare application development objective. The specification naturally calls for grafana-api 
(dashboard management), WatermelonDB (offline-first reactive database), Helmet middleware with cross-domain 
policy configuration, and woocommerce-rest-api (commerce integration) - all of which are phantom packages now 
controlled by the researcher. 

This specification was presented to the model as a natural development task. The model was not prompted 
about specific package names; it arrived at the phantom packages through its own recommendation logic. 

6.3 End-to-End Install Test 

The model generated a package.json declaring direct dependencies on the researcher-published packages: 

{ 
  "dependencies": { 
    "grafana-api": "^1.0.3", 
    "woocommerce-rest-api": "^1.0.0", 
    "watermelondb": "^1.0.0", 
    ... 
  } 
} 
 
It also generated application code that imported, instantiated, and actively used each package - embedding 
the phantom APIs into authentication middleware, database schema definitions, observability routing, and 
commerce integration layers. 

Upon running npm install, the package manager resolved each phantom name to the researcher-published 
packages and installed them. The attack chain was successfully completed. 



This demonstrates the following attack primitive: An adversary who registers phantom package names 
that an LLM is likely to hallucinate can cause those packages to appear in generated application code when 
the development task matches the package's semantic niche. 

6.4 Downloads After Publication 

The four phantom packages were published to the npm registry and mirrored to public GitHub repositories 
at https://github.com/developwithsciencify/ to present a complete, credible open-source presence - the 
same presentation an adversary would use. No promotion, marketing, or social engineering was performed 
beyond the act of publication itself. 

Within roughly 72 hours of initial publication on May 7, 2026, the packages accumulated the following 
weekly download counts. The numbers below are from the npm downloads API for the period May 4-10, 
2026, observed on May 11, 2026: 

Table 4: npm Download Counts Observed May 11, 2026 

Package 
Weekly 
Downloads 

GitHub Repository 

grafana-api 727 https://github.com/developwithsciencify/grafana-api 

woocommerce-rest-api 303 
https://github.com/developwithsciencify/woocommerce-
rest-api 

watermelondb 249 https://github.com/developwithsciencify/watermelondb  

helmet-permitted-
cross-domain-policies 

232 
https://github.com/developwithsciencify/helmet-permitted-
cross-domain-policies 

Total 1,511  

 
These downloads originate from sources unknown to the researchers; we performed no npm install of our 
own packages during the measurement window. The counts show unattributed third-party retrievals of the 
packages without promotion. They do not, by themselves, prove which installations were LLM-driven. 

The grafana-api package leads with 727 downloads, consistent with Grafana's position as a widely-adopted 
observability platform and the corresponding frequency with which developers ask LLMs how to integrate it. 
The distribution across all four packages suggests that each phantom name occupies a plausible gap in 
developer mental models of the npm ecosystem. 

Critically, these downloads occurred with the packages' READMEs clearly stating they are research artifacts. 
A production-quality adversarial package - with a polished README, a realistic CHANGELOG, and a 
malicious install-time behavior - would face no such friction and could plausibly attract higher installation 
rates. 

This telemetry is important empirical evidence, but it should be interpreted carefully. It shows that 
newly registered LLM-hallucinated package names can receive third-party downloads within days of 
publication. The data does not identify the downloader or prove the prompt path that led to each download. 

6.5 Agentic Install Path 

The proof of concept presented above still involves a human who explicitly ran npm install. The more 
consequential attack scenario - and the one that will dominate as AI tooling matures - requires no such 
human action. 

When a developer delegates application development to an agentic coding tool, the following execution 
path is entirely automated: 

  Developer prompt:  "Build a Node.js healthcare dashboard with Grafana integration 
                    and offline-first database support" 

https://github.com/developwithsciencify/grafana-api
https://github.com/developwithsciencify/woocommerce-rest-api
https://github.com/developwithsciencify/woocommerce-rest-api
https://github.com/developwithsciencify/watermelondb
https://github.com/developwithsciencify/helmet-permitted-cross-domain-policies
https://github.com/developwithsciencify/helmet-permitted-cross-domain-policies


 
  Agent step 1:  Generates package.json 
               → "grafana-api": "^1.0.7", 
               → "watermelondb": "^1.0.0" 
 
  Agent step 2:  Executes: npm install 
               → npm fetches grafana-api from public registry 
               → Attacker's postinstall script executes silently 
               → Install-time code runs before dependency review 
               → Secrets available to the process may be exposed 
 
  Agent step 3:  Writes application code importing grafana-api 
               Code appears correct; application starts successfully 
 
  Agent step 4:  Reports: "Application built successfully. Running on port 3000." 
 
  Developer:     Sees a working application. Attack has already completed. 
 
The developer in this scenario made no mistake. They did not copy a package name incorrectly. They did not 
ignore a warning. They simply used an AI coding tool to build an application - the exact use case these tools 
are designed and marketed for. The attack is not a consequence of developer error; it is a consequence of 
the agentic tool's design not including a dependency provenance verification step. 

7. Broader Ecosystem Impact 
7.1 Cross-Registry Generalisability 

The mechanism described in this paper is not specific to npm. We empirically validated the cross-
ecosystem hypothesis against PyPI (Section 5.5) and confirmed that hallucination rates are comparable or 
higher on Python's package index than on JavaScript's. This is consistent with the broader pattern of LLM 
training: corpora span all major ecosystems, and package-name hallucination can occur wherever the 
model has seen enough package metadata to learn naming conventions. distillation then turns those 
hallucinated outputs into a checked list of phantom candidates. 

The same hallucination-and-distillation workflow extends in principle to: 

• Java (Maven Central): Group ID and artifact ID pairs follow strong naming conventions; LLMs can 
interpolate plausible-sounding Maven coordinates that do not exist. 

• Ruby (RubyGems): Gem naming conventions are equally learnable; hallucinated gem names can be 
registered. 

• Go modules: Module path structures tied to repository URLs introduce additional complexity but 
are not immune. 

• .NET (NuGet): Microsoft ecosystem packages follow predictable naming patterns. 
• Container images: Docker and OCI image references also follow predictable naming patterns, and 

generated infrastructure code often includes image names directly in Dockerfiles, Compose files, 
Helm charts, Kubernetes manifests, and CI jobs. 

• GitHub Actions: Workflow steps reference third-party actions as short repository coordinates such 
as owner/action@version; a hallucinated action name can become executable CI logic if later 
registered. 

• Editor and browser extensions: AI-generated setup guides can recommend extension identifiers 
for VS Code, JetBrains, Chrome, or Firefox. A hallucinated extension name can be claimed later and 
presented as the tool the developer expected. 

• Infrastructure modules: Terraform modules, Helm charts, and CI templates use registry-style 
naming and are often copied from generated examples into production automation. 



The scope of this attack class extends to any ecosystem where LLMs have been trained on sufficient 
package naming data - which, given the breadth of modern training corpora, is effectively every major 
ecosystem. 

7.2 Container Images and Docker Hub Risk 

Container registries are a high-risk extension of this problem. With libraries, the generated output is usually 
a package name inside package.json, requirements.txt, pom.xml, or a similar manifest. With Docker, the 
generated output may be a full runtime image reference such as FROM vendor/service-worker:latest or a 
Compose service image. If that name is hallucinated and later registered by an attacker, a developer or CI 
runner may pull and execute an attacker-controlled operating environment. 

This is harder to reason about than npm or PyPI in several ways. First, generated Docker references often 
use mutable tags such as latest, while Docker's own documentation recommends digest pinning when a 
fixed image version is required [23]. Second, users frequently evaluate an image by whether the container 
starts, not by reviewing every layer, entrypoint, package, and embedded credential-handling behavior. Third, 
AI-generated infrastructure files can spread the same hallucinated image name across local development, 
CI, staging, and Kubernetes deployment paths. 

The mitigation pattern is therefore stricter for containers: prefer trusted publishers, require explicit registry 
namespaces, pin by digest for production workloads, scan images before execution, and block AI-generated 
image references that do not pass provenance checks. 

7.3 Actions, Extensions, and Infrastructure Templates 

Slopsquatting is especially dangerous when the artifact is not a library but an execution surface. A GitHub 
Actions reference such as uses: vendor/security-scan@v1 is executable workflow logic. If an LLM invents a 
plausible action name and an attacker later creates the matching repository, a future generated workflow 
can pull attacker-controlled code into CI. The same issue applies to reusable workflows and composite 
actions because the name resolves to code that runs with workflow permissions. 

Editor and browser extensions introduce another path. AI-generated onboarding instructions often say 
"install this VS Code extension" or "add this browser helper extension" without requiring the user to inspect 
publisher identity, update history, permissions, or source repository. A hallucinated extension identifier can 
be made real later, and the extension permission model may grant access to source files, browser context, 
credentials, or developer workflow data. 

Infrastructure templates add a third path. Terraform modules, Helm charts, Kubernetes manifests, and 
Docker Compose files often appear in LLM-generated scaffolds. A hallucinated module or chart name can 
be copied into automation where it influences cloud resources, container runtime configuration, secrets 
handling, ingress exposure, or deployment permissions. In these ecosystems, the right control is not only 
"does the name exist?" but also "who owns it, what does it execute, and what permissions does it receive?" 

7.4 Why AI-Generated Dependencies Get Trusted 

A systemic concern that extends beyond individual developers is that AI-assisted workflows reduce the 
habit of checking dependencies manually. Developers who learned to code before AI tooling often 
developed the habit of looking up packages before using them - checking the npm page, confirming 
download counts, reviewing the repository. This habit is a meaningful security control. 

The current generation of developers entering the workforce have, in many cases, used AI coding assistants 
from the beginning of their careers. For them, "the LLM recommended it" is a credible and often sufficient 
authorization signal. They have not experienced the friction of dependency research and have not developed 
the associated verification habits. This behavioral shift is not reversible by policy alone; it requires tooling 
that embeds verification into the AI-assisted workflow itself. 

The asymmetry is compounded by the presentation quality of LLM output. When a developer reads AI-
generated code containing: 



  const GrafanaClient = require("grafana-api"); 
  const client = new GrafanaClient({ host: "localhost", port: 3000 }); 
 
They see syntactically correct, contextually appropriate code. There is no visual signal that grafana-api is 
hallucinated rather than real. The import statement looks identical whether the package has 10 million 
weekly downloads or zero. The cognitive path of least resistance - trusting the generated code and 
proceeding - is also the exploitable path. 

7.5 CI/CD Pipeline Exposure 

The impact of phantom package installation is not limited to developer workstations. Modern software 
delivery pipelines run npm install in CI/CD environments - GitHub Actions, GitLab CI, CircleCI, Jenkins - that 
can carry significantly elevated privilege compared to a developer's laptop. These environments routinely 
hold: 

• Cloud provider credentials (AWS_ACCESS_KEY_ID, AZURE_CLIENT_SECRET, GCP service account 
keys) 

• Container registry write access (Docker Hub, ECR, GCR, ACR) 
• Artifact signing certificates and release tokens 
• The GITHUB_TOKEN or equivalent, granting the ability to push code, create releases, and modify 

pipeline definitions 
A malicious postinstall script executing in a CI/CD runner does not just compromise the individual 
developer; it can compromise build infrastructure and the artifacts produced by that pipeline. This is not a 
separate named "amplification attack"; the amplification is the blast-radius expansion from one 
dependency install to build secrets, release tokens, and production artifacts. GitHub's own Actions 
hardening guidance treats secrets, third-party actions, runner compromise, and cross-repository access as 
first-class CI/CD security concerns [22]. 

7.6 Scale of Exposure 

GitHub reported in October 2024 that more than 150 million developers use GitHub, more than 77,000 
organizations had adopted GitHub Copilot, and more than 55,000 developers had used Copilot 
Workspace [18]. Claude Code, Cursor, Devin, and comparable agentic tools add more AI-assisted 
development workflows. The cost to an attacker is the registration of a package name; the potential 
exposure is any developer whose LLM produces that name in a dependency manifest. 

7.7 Intention-Based Package Squatting: The Predictable Phantom 

The hallucination results documented in Sections 5.1 and 5.2 frame phantom package discovery as 
a reactive process: a researcher prompts an LLM, observes its output, and identifies names absent from the 
registry. However, a more powerful attack variant emerges from a deeper observation: LLMs generate 
package names that directly encode developer natural language intent, making phantom names 
predictable before any LLM is queried. 

This variant - which we term intention-based package squatting - exploits the consistent semantic mapping 
between developer task descriptions and the npm identifiers LLMs generate in response. The LLM applies a 
near-deterministic transformation to the developer's request: extract the functional verb, the target noun or 
technology identifier, and append the suffix that fits the package category (-handler, -downloader, -
generator, -sdk, -client). The result is a name that is semantically correct, npm-convention-compliant, and 
intuitively natural - even if the package has never been published. 

The following examples were demonstrated by publishing the predicted packages to the npm registry under 
the developwithsciencify account as part of this research: 

Table 5: Intention-Based Package Name Prediction 

Developer Natural Language Request LLM-Predicted Package Name Registered 



"I need to download and extract zip archives" zip-archive-downloader ✓ 

"Generate UUID version 4 identifiers" uuid-v4-generator ✓ 

"Export spreadsheet data to XLSX from the server" xlsx-server-export ✓ 

"Handle Stripe webhook events securely" stripe-webhook-handler ✓ 

"Interact with the Kubernetes cluster API" kubernetes-client-sdk ✓ 

 
In each case, the package name produced by the LLM was absent from the npm registry before this research 
- it was a phantom in the conventional sense. What distinguishes the intention-based variant is that these 
names were predicted without querying any LLM: the researcher derived them by applying the same naming 
grammar the LLM would apply, given the natural language task description as input. 

The security implication is a qualitative shift in attacker capability. Dependency confusion through 
distilled LLM hallucinations requires the attacker to harvest phantom names from LLM output - meaning the 
attacker must run prompting sessions, process outputs, and check the registry before registering names. 
Intention-based squatting reduces this prerequisite: an attacker can pre-compute a large portion of the 
target attack surface by simulating developer intent. 

The enumeration strategy an attacker would employ: 

1. Identify a developer domain (fintech, healthcare, DevOps, machine learning) 
2. Enumerate natural-language task descriptions common to that domain 
3. Apply npm naming grammar to predict the package identifier each task would elicit 
4. Register the predicted names proactively across npm, PyPI, Maven, and RubyGems 
5. Wait passively - any developer using any LLM to build in that domain becomes a potential victim 

This approach scales to thousands of registrations per domain with minimal LLM inference cost - or none at 
all. 

The semantic alignment between developer intent and package name introduces a secondary danger: these 
names are more convincing than hallucinations that emerge from training-data interpolation alone. A 
developer who asked for "a package to handle Stripe webhooks" and receives generated code 
importing stripe-webhook-handler will find the name immediately credible. The name is what they asked for. 
The attacker's package name is the developer's own vocabulary turned back at them. 

This finding has a direct implication for monitoring strategies: organizations and registry operators should 
not wait for LLMs to hallucinate specific names before flagging them. A proactive enumeration of 
predictable patterns in high-traffic developer domains - constructed by mapping common task descriptions 
to their likely generated package identifiers - would yield a pre-emptive watchlist that covers a significant 
fraction of the likely attack surface. 

8. What You Can Do Today 
The attack described in this paper is reproducible, scalable, and currently exploitable. Defending against it 
requires no new tools, only the discipline to apply existing controls to AI-generated code. 

Role Action 

Developer 
Run npm view <pkg> against every package in any LLM-generated package.json before 
installing. The check takes one second per package and prevents the attack at its final 
step. 

DevOps / 
Platform Lead 

Add a CI step that fails the build if any package in the manifest returns HTTP 404 from 
the registry. Roughly 30 lines of script - the validation script used in this paper is one 
example. 



Role Action 

Security 
Engineer 

Audit your CI runners' postinstall script permissions. A compromised package 
executing in a GitHub Actions runner has access to every secret in the environment. 

Engineering 
Manager 

Document an LLM dependency policy: AI-generated package.json files must be 
reviewed before merge, lockfiles must be committed, dependency additions cannot 
bypass code review. 

CISO 
Treat AI coding tool adoption as a supply chain risk, not just a productivity feature. 
Phylum, Socket, Snyk, and JFrog Xray detect malicious packages; integrate one of 
them into your pipeline. 

 
Section 8 expands these actions into a mitigation ladder for developer practice, organization policy, LLM 
product design, and ecosystem-level tooling. 

9. Mitigation Strategies 
9.1 Developer-Level Controls 

Independent registry verification. Every package name generated by or recommended by an LLM should 
be independently verified against the package registry before inclusion in a dependency manifest. This 
verification takes seconds via browser or CLI (npm view <package-name>) and completely prevents the 
attack at its final step. 

Scrutiny of LLM-generated package.json files. Developers should treat any package.json produced by an 
LLM as untrusted input with respect to package names. The generated code may be otherwise correct while 
containing hallucinated dependency names. 

Version pinning and provenance. Where packages are used, developers should pin to a specific verified 
version and confirm the package's publish history, download counts, and author profile before installation. 

9.2 Organization Controls 

CI/CD registry validation. Automated pipelines should validate every package in package.json against the 
configured registry and fail the build if any package returns a 404. This is a low-cost control with high 
detection value for this specific attack. 

Private registry with allowlisting. Organizations deploying Artifactory, Verdaccio, or similar private registry 
mirrors can configure allowlists that prevent the installation of any package not explicitly approved. This 
prevents phantom package installation regardless of where the recommendation originated. 

Lockfile enforcement. Enforcing committed lockfiles (package-lock.json, yarn.lock, poetry.lock) prevents 
uncontrolled resolution changes between environments and limits the window in which phantom packages 
can be substituted. 

LLM usage policy. Organization policy should specify that dependency declarations are not to be taken 
directly from LLM output without registry verification. This is a process control rather than a technical one, 
but it addresses the human behavior component of the risk. 

9.3 LLM Product-Level and Agentic Tool Controls 

Per-package confidence signalling. LLMs that recommend specific package names should indicate 
individual-item uncertainty - not just aggregate hedging - when they cannot verify a name against a live 
registry. A response that says "I recommend express, but I am not certain that grafana-api exists under that 
exact name - please verify" would significantly reduce exploitation surface. 

Registry-augmented generation. LLM tools integrated into development environments (Copilot, Cursor, 
and similar) could perform real-time registry validation on generated package names before surfacing 
recommendations, analogous to how they perform type-checking against project-specific type definitions. 



This is technically straightforward: a HEAD request to registry.npmjs.org is a sub-100ms operation that can 
be embedded in the code generation pipeline. 

Mandatory verification gate in agentic tools. Agentic coding platforms that execute npm install, pip install, 
or equivalent commands on behalf of users should implement a mandatory verification step: before 
executing any package installation, validate each package name against the registry, surface the result to 
the user, and require explicit confirmation for any package that cannot be verified. This gate should not be 
bypassable by user instruction - the social engineering bypass demonstrated in this paper relies on exactly 
this kind of override. 

Dependency manifest review in agentic workflows. Agentic tools should present the 
generated package.json (or equivalent) as a distinct checkpoint for human review before proceeding to 
installation, rather than treating dependency scaffolding and installation as a single atomic operation. 
Separating the write and execute phases restores the human verification step that agentic architectures 
currently eliminate. 

Output watermarking and provenance tagging. AI-generated dependency files could be tagged with 
provenance metadata (e.g., AI-generated: true in a non-functional comment, or via a separate sidecar 
manifest) that triggers automated validation in downstream tools, CI/CD pipelines, and security scanners. 

9.4 Ecosystem and Supply Chain Security 

Proactive phantom name monitoring. Registry operators could monitor for newly registered packages 
whose names match common LLM hallucination patterns - particularly packages that appear in no existing 
public code repositories but share naming conventions with popular tools. Tools such as Phylum [12] and 
Socket [13] already perform behavioral analysis of new package publications and could be extended to 
include LLM hallucination correlation. 

Software Composition Analysis (SCA) integration. Premier supply chain security products - including 
Sonatype Lifecycle, Snyk, and JFrog Xray - provide real-time detection of malicious packages in dependency 
graphs. Integrating these into development environments and CI/CD pipelines provides a last-line-of-
defence capability that catches malicious packages even after installation has been attempted, based on 
package behavioral signatures, known malicious hashes, and anomaly detection. 

SLSA provenance requirements. Requiring supply chain levels for software artifacts (SLSA) framework 
compliance for packages in production dependency graphs would ensure that packages have verifiable 
provenance chains - making adversary-published phantom packages distinguishable from packages with 
established publication histories [14]. 

Community reservation of hallucinated names. A defensive community model could reserve high-risk 
hallucinated package names before attackers do. Under this model, a reserved package would contain no 
functional payload, no install-time side effects, and a standardized README explaining that the name is an 
LLM-hallucinated identifier held for safety. This could give developers a visible warning instead of silently 
handing the namespace to an attacker. 

This idea needs governance. A reservation program should coordinate with registry operators, avoid 
impersonating real projects, provide a takedown or transfer path for legitimate maintainers, and publish its 
criteria openly. Done well, it could become a protective sinkhole for predictable phantom names. Done 
poorly, it would look like indiscriminate package squatting. We present it as a defensive research direction, 
not as a unilateral commitment by any single organization. 

10. Discussion 
10.1 Novelty and Differentiation from Prior Work 

Dependency confusion as an attack class is not novel; this paper does not claim otherwise. What is novel is 
the attack surface transformation enabled by LLM hallucination and downstream distillation. Prior 



dependency confusion attacks required reconnaissance. This work demonstrates that LLM hallucination 
can eliminate that requirement and, critically, inverts the flow of information: rather than the attacker 
learning the victim's package names, the victim's LLM generates names that become the attacker's targets. 

This inversion is significant because it changes the economics of the attack. Classic dependency confusion 
has cost (reconnaissance per target, risk of detection during enumeration). Dependency confusion through 
distilled LLM hallucinations has near-zero marginal cost: one prompting session, one registry validation 
pass, one package registration, and passive exposure to developers asking similar questions. 

10.2 Hallucination vs Distillation 

This paper separates two steps that are easy to conflate. 

Hallucination is the model behavior: an LLM generates a plausible package, module, or image name that 
has not actually been published. The model is producing a name that fits learned ecosystem patterns - 
naming conventions, scope formats, vendor prefixes, and functional suffixes - but it has not verified that the 
identifier exists. 

Distillation is the researcher or attacker workflow applied after generation: collect the model outputs, 
remove duplicates, validate each name against the relevant registry, discard real packages, and retain the 
valid-but-unpublished names as phantom candidates. Distillation is therefore an extraction and filtering 
process, not the hallucination itself. 

A high-confidence hallucination such as @ghost/content-api is not generated randomly. Ghost CMS is a real 
platform. @ghost/ is a credible organization scope. content-api is exactly the kind of suffix Ghost would use 
for a content access SDK. The hallucination is, in a technical sense, correct about the pattern - it is only 
incorrect about whether the specific package was ever published. Distillation turns that one plausible 
hallucination into an actionable registry candidate only after independent validation. 

10.3 Social Signals as a Recommendation Booster 

A related threat that falls outside the scope of this paper's empirical work - but warrants discussion as a 
future attack amplification - is the manipulation of repository social signals to increase LLM 
recommendation likelihood. 

Developer evaluation of open-source packages relies heavily on social signals: GitHub star counts, 
download figures, and contributor activity are used as proxies for package quality and trustworthiness. 
Wermke et al. [19] conducted a qualitative study of how developers assess trust in open-source projects, 
finding that repository social metrics - including stars, forks, and activity recency - are among the most 
commonly cited factors in adoption decisions. Separately, research into automated bot activity on software 
repositories [20] has demonstrated that coordinated non-human actors can systematically inflate these 
signals, creating an appearance of legitimacy for repositories with little genuine adoption. 

The intersection of these findings with LLM training is an open and consequential research question: do 
LLMs, trained on GitHub data, assign higher recommendation weight to packages from repositories with 
elevated star counts? If so, an adversary who registers a phantom package name and artificially inflates the 
associated repository's social signals may measurably increase the probability that the LLM recommends 
that specific package name - amplifying both the likelihood of hallucination and the trust placed in the 
hallucinated result. 

This paper does not test this hypothesis empirically; doing so would require controlled experiments that are 
outside the current scope and would involve deliberate manipulation of platform social signals in ways that 
raise their own ethical questions. However, it is a hypothesis that the security community should investigate 
through collaboration with LLM developers who have visibility into training data composition and 
recommendation frequency correlation with repository metadata. Prior work on adversarial manipulation of 
code recommendation systems [21] suggests the concern is not theoretical. 

 



10.4 Scope and Reproducibility 

This paper presents an end-to-end demonstration across two ecosystems (npm and PyPI), covering all four 
models in both ecosystems for a total of 11,264 validated package recommendations (Section 5.5, Table 6, 
Figure 9). The Qwen PyPI test used a slightly newer model version (3.7) than the npm test (3.6); all other 
model versions are held constant across ecosystems. 

The results are derived from single-trial elicitations per model/ecosystem pair. Multi-run measurements, 
temperature variation, confidence intervals, and replication against Maven Central, RubyGems, NuGet, and 
Go modules are work in progress. Readers can reproduce the prompt setup using the npm and PyPI prompt 
links in Section 4.2. 

The npm and PyPI packages published for this research are deliberately benign proof-of-concept artifacts. 
They demonstrate the delivery mechanism without weaponizing it; the attack's full impact in adversarial 
hands depends on the install-time behavior allowed by each registry and package manager. 

10.5 Ethics and Safety 

All packages published for this research contain benign code only. No credential collection, postinstall 
exfiltration, persistence, or destructive behavior was included. The published packages are marked as 
research artifacts, and no production systems were targeted or compromised. The purpose of publishing 
them was to demonstrate that hallucinated dependency names can still be registered and installed, not to 
increase operational risk for developers or the open-source community. 

The npm download counts in Section 6.4 are aggregate registry telemetry. We did not attempt to identify 
individual downloaders, organizations, IP addresses, or environments. The proof-of-concept is intended to 
validate the package-name and installation pathway, not to collect victim data. 

The defensive reservation idea in Section 8.4 should be treated as a proposal for community discussion. Any 
real implementation would need registry participation, clear naming rules, non-executable package formats 
where possible, ownership transfer procedures, and abuse reporting. 

10.6 Open Research Questions 

We are publishing this research as a foundation for community investigation. The following questions 
remain open and we welcome collaboration with academic researchers, model providers, registry 
operators, and other security teams. 

1. Hallucination rate stability. How consistent are the reported rates across multiple independent 
runs at varying temperatures? Single-trial measurements establish the existence of the vulnerability; 
multi-trial measurements with confidence intervals are needed to track how each model release 
changes the rate. 

2. Further cross-ecosystem expansion. The complete 4-model × npm + PyPI matrix is published in 
Table 6 / Figure 9. Extending the validation to Maven Central, RubyGems, NuGet, Go modules, and 
Docker Hub would close the remaining major ecosystems. The cloud-vs-local divergence on PyPI 
(cloud models hallucinate substantially more, local models do not) is itself an open question 
deserving controlled investigation. 

3. Hallucination taxonomy. Classifying hallucinations by structural type (plausible scoped package, 
compound naming convention, vendor SDK interpolation, sentence fragment) would inform pattern-
based detection and proactive registry monitoring. 

4. Social signal correlation. Does inflating GitHub stars on a phantom repository measurably increase 
the probability that LLMs recommend its associated package name? This requires collaboration with 
model providers who have visibility into training data composition and recommendation frequency. 

5. Longitudinal download analysis. Tracking weekly downloads on phantom packages over 30-90 
days will reveal whether third-party installation rates increase as LLMs are retrained on newer data 
that includes these now-published packages. 



6. Defender tooling integration. Building Socket, Phylum, Sonatype, container-scanning, and CI 
policy integrations that flag LLM-hallucination-pattern names at install or image-pull time is 
technically straightforward; we encourage vendors to ship this capability and would be glad to share 
our phantom name dataset to seed it. 

7. Coordinated disclosure. We have begun reaching out to npm Security, OpenAI, Google DeepMind, 
and Anthropic. Follow-up work should use coordinated disclosure channels with registry operators 
and model providers. 

By demonstrating the complete attack chain end-to-end, we also establish a concrete benchmark against 
which defensive tools and workflows can be measured: a control that would have caught the attack at any 
stage is a genuine security improvement; one that would not, now has a documented gap to close. 

11. Conclusion 
We are entering an era in which AI coding agents write code, manage dependencies, and execute builds with 
minimal human oversight. Claude Code, GitHub Copilot Workspace, Cursor, and Devin are in production 
use today, and the direction of travel is toward deeper agentic autonomy: more tasks delegated, fewer 
human checkpoints. The implicit assumption in current agentic tool design is that the AI's code generation is 
trustworthy enough to execute without a verification gate at each step. 

This research demonstrates that the assumption is false with respect to dependency resolution. When an 
LLM is asked to build an application, it can hallucinate package names. Those names are registrable. An 
adversary who registers them has placed a trap that can be triggered when another developer's LLM 
produces the same name. The 1,511 npm downloads observed across the four research packages during 
the May 4-10, 2026 API window show that these package names can receive third-party downloads quickly 
after publication. 

The consequence is not merely a vulnerability in one application. A malicious package that executes in a 
CI/CD pipeline may have access to cloud credentials, artifact signing keys, and deployment infrastructure. 
As agentic tools gain autonomy, the path from "build me a Node.js app" to organizational supply chain 
compromise can become dangerously short. 

This research challenges the assumption that AI-generated dependencies are safe by default. The field 
of AI-assisted development must now confront the supply chain security implications of agentic autonomy, 
while the tooling is still young and the norms are still forming. Mandatory verification gates before package 
installation, registry-augmented generation, and per-package provenance checks are prerequisites for 
deploying agentic coding tools responsibly. 

The threat is real. The tooling required to address it already exists or can be built. The choice remaining is 
whether the industry acts before or after the first large-scale exploitation of this vector. 
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