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1. Start

With the increasing use of Microsoft Azure, Windows systems are not always part of Active Directory. Of
course, these systems are relevant for a complete overview and documentation. Automatic inventorying of
precisely these systems is often difficult.

This HowTo describes how to automate Discovery-Windows.exe via Intune. It describes the prerequisites and
automation of execution.

2. Requirements

There are several prerequisites for implementing the solution. These include technical requirements as well as
permissions and knowledge of Azure and Intune.

e Docusnap onPrem
e The appropriate permissions in Intune and Azure
e Intune for the automation of the Discovery Windows.exe
e Azure Subscription
e Azure Storage Account
o Deploy the Discovery-Windows.exe
o Storage of the feedback files
e Shared Access Token
e PowerShell Script — Download Link in chapter Preparing the inventory

Important: This solution incurs costs in your Azure subscription. These can vary depending on the
configuration and use. The Microsoft Azure price calculator is available to help you calculate these in
advance.
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3. Azure Storage Account

An Azure Storage Account is required for provisioning. Discovery-Windows.exe and the result files of the
inventoried systems are stored in this account. A separate storage account should be created rather than using
an existing one.

The name can be chosen freely. To save costs, the storage account for the Discovery-Windows.exe should use
the performance level Standard and the Locally-redundant storage (LRS).

Microsoft Azure L Search resources, services, and docs (G+/) ™ cCopilot

Home » Create a resource >

Create a storage account - X

Basics Advanced Networking Data protection Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends an the usage and the options you choose below. Learn more about Azure
storage accounts o

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | subscription-dc-001 — |
Resource group * | rg-gsa-001-storage ~ |
Create new

Instance details

Storage account name * (i) | discoverydacusnap |

Region * (3) | {Europe) Germany West Central ~ |
Deploy to an Azure Extended Zone

Preferred storage type | Choose preferred storage type ~ |

@ This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Learn more

Performance * @ (®) standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * @ | Locally-redundant storage (LRS) v

Figure 1 - Create a storage account - Basic settings
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@ Docusnap

Anonymous access must be enabled in the advanced settings. This will allow clients to download the
Discovery-Windows.exe and upload the XML files. The other settings remain at the default values.

L Search resources, services, and docs (G+/)

Home » Create a resource » Marketplace » Storage account >

Create a storage account

Security

Configure security settings that impact your storage account.

Reguire secure transfer for REST API

ations (1)
Allow enabling anonymous access on
o

Enable storage account key access (@

Default to Microsoft Entra authorization in D
the Azure portal @

Basics Advanced MNetworking Data protection Encryption Tags Review + create

Minimum TLS version @ | Version 1.2

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics,
big data analytics workloads, and enables access control lists (ACLs) Learn more oF

Enable hierarchical namespace (@ I:‘

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more of

Enable SFTP (3

O SFPcan only be enabled for hierarchical namespace accounts

Previous | | Mext | Review + create

Permitted scope for copy operations | From any storage account R |
(preview) (O

accelerates

& Give fesdback

Figure 2 - Create storage account - Advanced settings
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4. Container
After setting up the storage account, two containers are created.

4.1 Container for Discovery-Windows.exe

The first container contains the Discovery-Windows.exe file, which must be downloaded anonymously. For this
reason, the anonymous access level is set to Blob when the container is created.

The name is freely selectable. In our example, the name script is chosen.

Important: The name is used in the Configuration.xml of the script. If this is changed, this must also be
considered in the Configuration.xml.

Microsoft Azure 2 Search resources, services, and docs (G+/) i : 7 & admin_gsa@DocusnapC... @
'DOCUSNAP CONSULTING (pocu.. W&

Home » discoverydocusnap NEW container X
= discoverydocusnap | Containers
™ Storage account

Name *
Ipsea"“—/ oo I ~+ Add container I% Upload () Refresh | [i] Delete (3 Chang 9 Restore containers ~ | [ seript ]
= Overview | D Search containers by prefix Anonymous access level @ ‘
ﬁ Activity log Showing all 1 items ‘ Blob (anonymous read access for blobs only) e ‘

¢ Tags ] Name Last modifiec

X D d sol bl A\ Blobs within the container can be read by anonymous request,
lagnose and solve problems

] siogs 23.1.2026, 16: but container data is not available. Anonymous clients cannot

enumerate the blobs within the container.
&1 Access Control (IAM)

W Data migration
~  Advanced
Events
S Storage browser
& Storage Mover
=5 Partner solutions

.:. Resource visualizer

v Data storage

= Containers I

4 File shares
T Queues

= Tables

v

Security + networking

w

Data management

v

Settings

“

Monitoring

W

Monitoring (classic)

v

Automation

> Help

Give feedback &

Add or remove favorizes by pressing CrL=Shift+F

Figure 3 — Container for Discovery-Windows.exe
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After an update of Docusnap, a new version of Discovery-Windows.exe is available. This should be uploaded
to the container as soon as possible. The clients will download the Discovery-Windows.exe from the container
with every inventory. This means that nothing needs to be changed on the clients.

= Microsoft Azure P Search resources, services, and docs (G+/) l o copilot mmiﬁf&gjzﬁ:ﬂmapcm ..B
Home > discoverydocusnap | Containers > Upload bIOb x
7 script

Container

=)
[

Ao —+ Add Directory 5 Upload E| Change access level ('_) Refresh Delete
I overview C‘)
1 seript : 1~

£? Diagnose and solve problems H y . .
Authentication method: Access key (Switch to Microsoft Entra user account) H 1file(s) selected: Discovery-Windows.exe

Ao Access Control (IAM) Drag and drop files here or Browse for files

¥ Add filter

v Settings
© | 2 Search blobs by prefix (case-sensitive)

@ Shared access tokens sowingattems . Vv -
e Overwrite if files already exist
Access policy D Name Last modified Acc
1l Properties ' Advanced
! P ] [ piscovery-Windows.exe 23,1.2026, 16:30:32 Hot {

@ Metadata
P\'_J Give feedback

Add or remove fovorites by pressing Ctrl = Shift+F

Figure 4 — Uploading and updating the Discovery-Windows.exe
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4.2 Container for the feedback files

@ Docusnap

The second container is the upload directory for the feedback files of the inventory.

The anonymous access level is set to Private. The name used in our example is exports. The name can be

chosen freely.

Important: The name is used in the Configuration.xml of the script. If this is changed, this must also be

considered in the Configuration.xml.

Microsoft Azure

P Search resources, services, and docs (G+/)

o copilot

Home » discoverydocusnap

= discoverydocusnap | Containers

Storage account

P search °

“ I ~+ Add container I$ Upload () Refresh W] Delete (& Change access level

tainers IF Edit columns

= Oveni i i
verview [2 " search containers by prefix

admin_gsa@DocusnapC... @

DOCUSNAP CONSULTING (Docu.. @&

New container X
Name *
‘ exparts N

Anonymous access level (O

i - B Private (no anonymous access] ~
& Activitylog Showing all 2 items ‘ ( Ll ) ‘
@ Tags D Name Last modified Anonyr ~ Advanced
# Diagnose and solve problems )
D 1 $slogs 23,1.2026, 16:15.02 Private
%1 Access Contral (JAM)
23.1.2026, 16:19:13 Blob

D BT script

W’ Data migration
Events

S storage browser

& storage Mover

25 Partner solutions

.:. Resource visualizer

v Data storage

I = Containers I

4 File shares
M Queues

[ Tables

W

Security + networking

v

Data management

R

Settings

W

Monitoring

v

Monitoring (classic)

s

Automation

W

Help

Give feedback &

Add or remove favorites by pressing Ctrl = Shift+F

Figure 5 - Container for Feedback files
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4.3 Shared Access Token

A shared access token is required to allow clients to store the exported data in the container without
authentication. This token needs to be created. It is important to note that the token only allows files to be
written, not read. If the token is lost to a third party, they will be able to write to the container, but not read
any content.

A shared access token with the authorizations Add, Create and Write is created in the container exports.

Microsoft Azure £ Search resources, services, and docs (G+/) i ¥ & @ & admin_gsa@DocusnapC... @
'DOCUSNAP CONSULTING (Docu.. @&

Home > discoverydocusnap | Containers > exports

&, exports|| Shared access tokens - X
Container
X« A shared access signature (SAS) is a URI that grants restricted access to an Azure Storage container. Use it when you want to grant access to storage account resources for a specific time range
without sharing your storage account key. Learn more about creating an account SAS
1 Overview
Signing method
£ Diagnose and solve problems (® Account key () User delegation key
fa Access Control (IAM) -
Signing key ©
- Settings Key 1 ~
5 Shared access tokens I Stored access policy
Access policy None Y
11! Properties Permissions * (1)
@ Metadata 3 selected hd
Start and expiry date/time (&)
Start
[o1/2312026 ][ 406:27 oM |
| (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v ‘
Expiry I
01/24/2030 [ [ 12:21:37 Am \
(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v ‘

Allowed |P addresses (O

| for example, 168.1.5.65 or 168.1.5.65-168.1.... |

Allowed protoceols @
(®) Httesonly () HTTRS and HTTR

Generate SAS token and URL

Add or remove fovorites by pressing Ctrl = Shift+F

Figure 6 - Creating and authorizing the Shared Access Token

The shared access token has an expiration date. When a token expires, the script must be modified,
repackaged, and redeployed because the token is hard coded into the script. For this reason, it is
recommended that you set a long-term validity.

When you click on Generate SAS token and URL, the blob SAS token and the blob SAS URL are displayed.
Once the token has been generated, the Blob SAS URL must be copied and saved temporarily.

The blob SAS URL is required for the execution script. If the blob SAS URL is lost, a new SAS token
must be created.

Docusnap and Intune | ©2026 Docusnap GmbH — All rights reserved Page 10 of 22
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5. Preparing the inventory

The script creates the C:\Discovery-Windows directory on each system that has been rolled out and
sets the permissions for administrators and the system account. If the directory already exists, the
existing permissions are overwritten.

The Discovery-Windows-Azure PowerShell script is used for automation. It has several functions that are
invoked via parameters. Settings and information about the SAS token are stored in a Configuration.xml file.

Both the PowerShell script and the Configuration.xml file can be downloaded from our download portal.

5.1 Script Parameter
The following parameters are available

Install
copies this script and the configuration file to a local location and configures a Windows task to run the script
regularly with the parameter -Run

Run
executes the Discovery-Windows.exe and uploads the result file to the configured Azure Storage account. The
configuration file is expected under the name Configuration.xml in the same directory as the script file.

Collect
downloads all feedback files from the Azure Storage account and makes them available in a central directory.
The feedback files are deleted from Azure Storage.

Uninstall
uninstalls the script as well as the created Windows task.

ConfigName
(optional) If a configuration file is used that differs from the default name Configuration.xml, this name can be
specified with the -ConfigName parameter. The file must be located in the same directory as the script file.

Verbose
displays additional information on the individual steps of the script. Parameter is used to analyse problems.


https://docusnap.sendsafely.eu/receive/?thread=SZNU-PE8B&packageCode=LQbDpFPkoD0DYmyYrDvGkQ140aNGJXyGcHpr7V0QxnE#keyCode=X1tPAcmcec3Bq5I0F6JCgQXMZJkVSVBWsQO6_r2jxyI
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5.2 Configuration file

First, the script for the inventory is configured. The configuration of the download script for the Docusnap
Server or a Docusnap Discovery Service is explained in the chapter Download for Docusnap.

The parameters DiscoveryExe and ResultUpload must be stored for the Configuration.xml of the script.
<RunParameter>

Specification of the parameters for the Discovery-Windows.exe. By default, the parameters -A 0, -W and -G
are defined. This means that no archive versions of the feedback files are stored. Discovery-Windows.exe is
also executed in silent mode and no network connections are recorded. The parameters can be displayed via
parameter Discovery-Windows.exe -H.

<DiscoveryExe>

Can be copied in the properties of the Discovery-Windows.exe in the corresponding Azure container. The
properties are called up via the context menu of the Discovery-Windows.exe. The URL is composed of the
name of the storage account and the container.

https://<Name des Storage Accounts>.blob.core.windows.net/<Name des Containers>/Discovery-Windows.exe

P Search resources, services, and docs (G+/) o Copilot i & aimmg=@Doa=napC_ @
DOCUSNAP CONSULTING (Docu_ &
Discovery-Windows.exe X
Blob
[E] save X Discard & Download (O Refresh [i] Delete & Changetier ¥ Acquirelease 7 Breaklease 7 Give feedback
3 x o« =
- + Add Directory T Upload (& Change accesslevel () Refresh
Overview Versions  Snapshots  Edit  Generate SAS
T Overview — .
1 sai
Fo §cove et v Properties
iagnose and solve problems
< ? Authentication method: Access key (Switch to Microsoft Entra user account) URL htps://discoverydocus... m
2o Access Control (1AM) ¥ Addfiter
« Settings LAST MODIFIED 1/23/2026, 4:30:32 PM
o [2search blobs by prefix (case-sensitive) CREATION TIVME 1/23/2026, 43032 PM
% shared access tokens Showing all 1 items VERSION ID -
Access policy Name TVRE Black blob
n Properties SIZE 212 MiB
[ piscovery-windows.exe ACCESS TIER Hot (Inferred)
Metadata
° /ACCESS TIER LAST MODIFIED N/A
ARCHIVE STATUS
REHYDRATE PRIORITY
SERVER ENCRYPTED true
ETAG (OxB8DESAQ458CT24F7
VERSION-LEVEL IMMUTABILITY POLICY  Disabled
CACHE CONTROL L ]
CONTENT-TYPE application/x-msdownload
CONTENT-MDS 41S01nMLghxFMSZKVbUYA...
CONTENT ENCODING L
CONTENT-LANGUAGE L ]
CONTENT DISPOSITION L ]
LEASE STATUS Unlocked
LEASE STATE Available

LEASE DURATION
COPY STATUS
COPY COMPLETION TIME

Undelete

Metadata

Key Value

Blob index tags

Add or remee favorites by pressing CErLaShift+

Figure 7 - Discovery-Windows.exe URL

<ResultUpload>
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Blob-SAS-URL from the chapter Shared Access Token.

Optionally, you can customise the parameters of Discovery-Windows.exe and the schedule interval of the
scheduled task. The latter specifies how often Discovery-Windows.exe is run on the systems.

File Edit Selection View Go == - e MO B8 [ o2

® Configuration_example-Clientxml| ®

ydocusanp.blob
ydocusanp.blob

Docusnap

ery-Windows

X @ Restricted Mode @ 0 A\ Ln 5, Col 17 BOM CRLF XML

Figure 8 - Parameter Configuration.xml
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6. Deployment via Intune

The following describes how to deploy the scripts by using Intune. Alternatively, you can deploy the PowerShell
scripts manually or by using other software.

6.1 Create a package

For deployment via Intune, the installation, uninstallation, and execution scripts must be packed together. The
download script is not required in the package. For packaging, IntuneWinAppUtil.exe is used.

https://github.com/microsoft/Microsoft-Win32-Content-Prep-Tool/blob/master/IntuneWinAppUtil.exe

The script, the the IntuneWinAppUtil.exe and the Configurationxml are saved in the same directory.
PowerShell is then launched in this directory as an administrator. The following PowerShell command is then
run in this directory.

SCurrentDirectory = Get-Location
.\IntuneWinAppUtil.exe -c $CurrentDirectory -s Discovery-Windows-Azure.psl -o $CurrentDirectory

The -c parameter ensures that all files in this folder are compressed into the .intunewin file. When the package
is then deployed to the target systems via Intune, the Configuration.xml is also available there.

The Discovery-Windows-Azure.intunewin package is located in the output folder

EX Administrator: Windows PowerShell — O it

-d4a3-4cee- 8]

- d4a3-4c00- 8!

file
g

bfE1f9-dd4a3-4cea- 8]

P5 C:\temp>

Figure 9 - Running IntuneWinAppUtil.exe


https://github.com/microsoft/Microsoft-Win32-Content-Prep-Tool/blob/master/IntuneWinAppUtil.exe
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@ Docusnap

6.2 Deploy package

To deploy the package, a new Win32 application is created in Intune. The previously created Intune package
Discovery-Windows-Azure.intunewin must be uploaded in the dialog.

A name and a publisher must be specified for the app information, e.g. Discovery-Windows and Docusnap.
Description etc. are optional and freely selectable.

The following installation parameters must be selected:

Install Command:

powershell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -File Discovery-Windows-Azure.psl -Install

Uninstall Command:

powershell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -File Discovery-Windows-Azure.psl -Uninstall

Install Behavior:

System

admin_gsa@DocusnapC... /@

Microsoft Intune admin center
DOCUSNAP CONSULTING P

« Home > Apps|Windows > Windows | Windows apps >

Add App - x

Windows app (Win32)

ﬁ Home

B4l Dashboard
= All services
I] Devices

EiE apps

o App information o Program

Specify the commands to install and uninstall this app:

Device restart behavior ()

‘ Endpoint security

Install command * (@ ‘ powershell.exe -ExecutionPolicy Bypass -WindowsStyle Hidden -File Discovery-... ‘
Reports
8 Uninstall command * (O ‘ powershell.exe -ExecutionPolicy Bypass -Windowstyle Hidden -File Discovery-... ‘
Ak Users
L2 Groups Installztion time required {mins) © ‘ 60 ‘
&2 Tenant administration Allow available uninstall @ T v )

Troubleshooting + support - 7
« 2 S Ilnslal\ behavior & L User ) I
—

‘ App install may force a device restart

Specify return codes to indicate post-installation behavior:

Return code Code type
E = Ja
| 1707 | ‘ Success ~ | 0]
| 3010 | ‘ Soft reboot ~ | 0]
[ 1841 | [ Hard reboct v]|@
| 1618 | ‘ Retry ~ | 0]
+ Add

Figure 10 - Intune program options



Automation of the Discovery-Windows.exe via Intune | Docusnap GmbH @ Doc u S n a p

The Detection Rules check if Run-DocusnapScript.ps1 has been stored in the protected directory. For this
purpose, the detection rule is configured as shown in the screenshot.

Attention. If the <Rootfolder> has been adjusted in the configuration file chapter, this must be considered in
the detection rules.

Path:

C:\Discovery-Windows

File or folder:

Discovery-Windows-Azure.psl

Microsoft Intune admin center i 7 & admin_gsa@DocusnapC... &
DOCUSNAP CONSULTING
& Home > Apps | Windows > Windows | Windows apps > Detection rule x
H
i Home Add App
&l Dashboard Windows app (Win32)

Create 3 rule that indicates the presence of the app,

= All services

*® .
N pevices @ sppinformation €@ Program @ Requirements  [@ Detection rules Rule type * © [ Fie ~

B Apps

Configure app specific rules used to detect the presence of the app.

path* (O ‘ Ci\Discovery-Windows v |
W tndpoint security N - ]
Rules format * @ ‘ Manually configure detection rules | .
Reports 1 File or folder * © ‘ Discovery-Windows-Azure.ps1 ~ |
& users Tvpe Path/Code Detection method * @ | Fle or folder exists ]
28 Groups No rules are specified.

Associated with a 32-bit app \: Yes M‘

&% Tenant administration on 64-bit clients @

X Troubleshooting + support

Previous

Figure 11 - Intune Detection rule

Otherwise, the application is provided with information at its own discretion and finally assigned to the desired
groups.
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6.3 Update package

The creation of a new package in Intune is necessary to completely update an older version of the script on
each system. This package can have the same name. It is recommended that a new version number be entered
in the app information.

To completely remove the outdated version, select the old package in the supersedence step and enable the
Uninstall previous version option.

The rest of the configuration settings can remain unchanged.

Microsoft Intune admin center @ 5  admin_gsa@DocusnapC... 4

DOCUSNAP CONSULTING (DOCU...

& Home > Apps | Overview > Windows | Windows apps >

ﬂ‘ Home Add APP - «
E4ll Dashboard Windows app (Win32)

= All services

© splorer @ appinformation @ Program @ Requirements @ Detectionrules @) Dependencies | @ Supersedence

Iﬁ Devices —

When you supersede an application, you can specify which apps will be directly updated or replaced. To update an app, disable
the uninstall previous version option. To replace an app, enable the uninstall previous version option. There is a maximum of 10

Frr
EiS Apps updated or replaced apps, including references to other apps outside of this view, forming a graph of apps. The total size of the

O Endpoint security supersedence app graph is limited to the maximum of 10 plus the parent app (11 total). Learn more
O Agents ) ]
Apps that this app will supersede
Reports
8 \corc Name Publisher Version Uninstall previous version
aa
22 Groups Discovery-Windows Docusnap 12 ‘.: Yes No :'
&2 Tenant administration +Add ©

X Troubleshooting + support

Figure 12 - Replacement of an old script
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7. Download for Docusnap

A download script is required to provide the result files of the Discovery-Windows.exe on the Docusnap server.
This downloads the result files from the Azure container and makes them available locally on the Docusnap
system. The Discovery-Windows-Azure.ps1 script can be used for the creation of the scheduled task. A new
configuration file is used for this. The ResultDownload parameter must be stored for the
ConfigurationDownload.xml of the script.

<ResultDownload >

A new shared access token is created for the container exports. The following authorizations are required.
Read access, delete and list. Otherwise the process remains the same.

A new Shared Access Token is created for the container exports. The following permissions are required. Read,
delete, and list. Otherwise, the process is the same.

When the scheduled task is executed for the first time, the directory C:\Discovery-Docusnap is automatically
created with the two subdirectories Download and Import. The files that can be imported into Docusnap are
stored in the Import directory. This requires a file import job in Docusnap. The automation is described in the
HowTo Inventory - Discovery Windows - script-based Windows Inventory.

File Edit Selecion View Go --- - 2 M B [ Ds

“onfiguration_example-Collecto

https://docusnapdiscovery.blob.core.windows.net/exports?sp=rdl st=2024-03-27T16:11:297

name="
name="Tu

Docusnap

c:\Discovery-Docusnap

¥ @ Restricted Mode & 0 A ces:i4  UTF-8with BOM CRLF XML Q

Figure 13 - Parameter DownloadConfiguration.xml
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To create the scheduled task, the PowerShell is started in the directory where the Discovery-Windows-
Azure.ps1 with the ConfigurationDownload.xml is located.

Make sure that you start the PowerShell in administrator mode and that this is performed on the
Docusnap system that executes the automatic import.

.\Discovery-Windows-Azure.psl -Install -ConfigName ConfigurationDownload.xml

¥ Administrator: Windows PowerShell - O X

PS C:\Discovery-Windows> .\Discovery-Windows-Azure.psl ConfigurationDownload. xm]l

PS C:\Discovery-Windows> _

Figure 14 - Automate download

The result files are automatically deleted from the Azure Blob Storage during the download. This ensures that
old result files have no impact on the costs of Azure Blob Storage.
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