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1. INTRODUCTION

The Additional Tools (Telnet / SSH) function allows you to retrieve information from SNMP devices via Telnet
or SSH by means of additional commands and to include it in the documentation. To do so, so-called
command sequences have to be created, in which the commands to be executed are defined.

The following prerequisites must be met.

e The system must already have been inventoried as an SNMP system

e The system must be inventoried again as an SNMP system when the configuration is retrieved
e Additional Tools (Telnet / SSH) must be enabled in the Options - Inventory dialog

e A command sequence must be defined for the respective device

The function described here is an “expert function”. It can be used to run any command on the SNMP systems
via Telnet / SSH — including commands that do not only retrieve information but change the state of the device
or existing configurations.

The command sequences included in the delivery are intended as examples.
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2. EXAMPLE - ADDITIONAL TOOLS (TELNET / SSH)

The following chapter describes the retrieval of additional tools using a Zyxel GS2200-8 switch with the SNMP
name AZY081 as an example. This switch was inventoried via SNMP beforehand. A matching command
sequence is available in the database. It is described in more detail below.

The Additional Tools Telnet/SSH function is located in the SNMP dialog. This option must first be enabled in
the Options - Inventory dialog.

Options — Inventory — Additional Tools Telnet / SSH
A new Additional Tools Telnet / SSH step is then available in the SNMP wizard.

Clicking Add opens a new dialog in which all systems located within the SNMP scan range specified in step 3
can be configured. Systems outside this range are not shown in the selection.

Within this dialog, the connections for the respective sequences can be checked and the stored credentials
can be saved.

&
& Add Additional Tools - 0 x
i| Sequence Name: | example S5H v
Use Addi| Timeout (sec): 5=
b Hinzufud Yser admin
v Na| Password: Exww
Bl sNMP Device:
vl B AR
v Eg Al ] MName SNMP Type Description Information
= = = =]
v L AZY081 Switch G52200-8
] NETGEARFSMT7226 Switch FSMT726V3 - ProSafe 24 FE 2 GE
J 192.168.150.63 Switch M4100-26G ProSafe 24-port Gigabit L2+ Int...
] ASWDS001 Switch Cisco Internetwork Operating System Softw...
] ASWDS002 Switch 26-Port Gigabit PoE Smart Switch
J AHPD43 Switch HP J4813A ProCurve Switch 2524, revision F....
Count 1 of 1
] »
Check Connection & Save Save Cancel
Count 2 of
Back Next Cancel

Figure 1 - SNMP dialog - Additional Tools

After a successful inventory, the result of the selected command sequence is stored in the database and can
be accessed in the hierarchical structure.
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& Inventory
Discovery
E Windows (AD) CJ sNMP
Inventory © Overview .
@ [ Docusnap GmbH
&, Infrastructure
Documentation > B Reports
W dacusaapepartscon
> [ Reports

> B PROD.DOCUSNAPSPORTS.C
» B SALESDOCUSNAPSPORTS.C
> B secure DOCUSNAPSPORTS.
3 [ Workstations

> [ Servers
> I\ Linux
> 1 Mac
) SNMP Systems.
4 3 Switch
Connect > £ 192.166.150.63
» &3 ADLD51
8 > 3 AHPD42
Physica > 2 AHPO43
Infrastructure > @ ASWDS001
> E2 ASWDS02
o
C] - &= AZY0B1
Management B3 12.08.2026 102455
> B Reports
& General

3 G SNMP Network
> = SNMP Interface
> [ SNMP ARP Cac
> [ SNMP Routing T
> 3 SNMP Explorer
~ 159 Additional Toals
8 [exampie 55 ]
» B8 11.08.2026 11:00:0
> 3 06.08.2026 11:00:0
> B8 04.08.2026 11:00:1
» 8o Documentation
> =@ NETGEAR FSM7226
CJ Thin Clients
> @D HP-UX
> BB CIFs
> B Virtualization
> G IP Systems
> [F] Active Directory
> 8 Network Services

[E Active Directory VMware 1) Microsoft 365

Data (1) Analysis Output

TITTTTITTT77777777777 Building configuration.

Current configu

vian 1
name 1
normal **
fived 1-10
forbidden **
untagged 1-10
ip address default-management 192.166.150.81 255.255.255.0
ip address default-gateway 192.168.150.1
exit
interface vian 1
exit
ip name-server 192.168.150.1
spanning-tree
spanning-tree 1
spanning-tree 2
spanning-tree 3
spanning-tree 4
spanning-tree 5
spanning-tree 6
spanning-tree 7
spanning-tree 8
spanning-tree
spanning-tree 10
mrstp 1
mrstp 2
hostname AZYDS1
time timezone 200
timesync server 46.4.12.10
snmp-server version vavac
snmp-server contact “Docusnap Support” logation “Docusnap Rack™

Additional Tools (Telnet / SSH) |

Figure 2 — Hierarchical structure - Additional Tools output
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3. COMMAND SEQUENCES

Command sequences describe the commands that are to be executed via Telnet / SSH. They can be created
and edited in the Docusnap Management.

Docusnap — Management — Additional Tools Telnet / SSH

Docusnap ships with two sample command sequences, one for SSH and one for Telnet access. They cannot
be edited, but they can be copied and used as a template.

3.1 SSH COMMAND CHANNEL
The Use SSH command channel option was added in Docusnap 15.

If the option is enabled, Docusnap requests a command channel when the connection is established (an exec
request in the SSH protocol). The server runs the command in a dedicated channel and closes it once execution
has finished. The end of the output is therefore unambiguous, which means that wait statements and regular
expressions for detecting the prompt are no longer required in the command sequence.

If the server rejects the request, processing automatically falls back to the previous stream-based
implementation — no further action is required. This mainly happens with network devices that only provide
an interactive shell. For such systems, wait statements and regular expressions remain mandatory in the
command sequence.
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3.2 CREATING A COMMAND SEQUENCE

To illustrate how a command sequence is created, the existing _example SSH sequence was duplicated. The
following figure shows the copy of the _example SSH command sequence.

@& Create Sequence - 0 x

L Add - 1 Up J Down X Delete ®3 Configure Sequence Test

WaitForString: |

ERespon seStringWait
‘WaitForString: #

ResponseCapture

Command
CommandText: show running-config

ResponseStringWait
WaitForString: #

Count 4 of 4

Apply Cancel

Figure 3 - Creating a command sequence

The sample command sequence consists of the following elements. They are explained in more detail below.

e ResponseStringWait
e ResponseCapture
o Command
o ResponseStringWait
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To describe the sequence, an SSH connection was established in parallel using the command prompt (CMD).

e ResponseStringWait — WaitForString #
This step is fulfilled as soon as a # appears in the console output. Since the string AZY081# appears
in the console, the condition is met and processing continues with the second step.

? 192.168.150.81 - PUTTY - [m| X

Figure 4 - WaitForString #

e ResponseCapture
This starts the console capture. All console output within the ResponseCapture is displayed later
under Additional Information. Commands inside the ResponseCapture are added using the
corresponding + sign.

e Command
The show running-config command is now executed on the switch

B 192.168.150.81 - PuTTY - O x

Figure 5 - Command - show running-config

e ResponseStringWait — WaitForString #
Afterwards, the sequence waits for a # in the console output again.
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3.3 GENERAL COMMAND REFERENCE

The following commands are available for creating a sequence

@ Create Sequence

—+ Add - T Up 4 Down
DelayWait
ResuliCleanRegex
ResultClean5tring
Command
ResponseRegexdWait
ResponseStringWait

ResponseCapture

Figure 6 - Adding commands

DelayWait
Creates a delay in order to postpone the execution of the next step if required. The delay is specified
in milliseconds.

ResponseRegexWait
Waits until the defined parameter is displayed in the console. The parameter for expecting a # is
defined as a regular expression as follows:

WaitForPattern: *#\s$

ResponseStringWait
Waits until the defined parameter is displayed in the console. The parameter for expecting a # is
defined as follows:

WaitForString: #

It is recommended to add a ResponseRegexWait or ResponseStringWait check between the individual
commands in order to increase stability.

Command

This executes a command on the target system, e.g. show running-config. However, it is not only
possible to run commands that return a result, but also commands that provide a required input. If,
for example, an “any key” input has to be sent in the console, this can be done with Command. The
commands should therefore be run through in the console beforehand.

ResponseCapture

This command starts the recording of the console output. Only output produced within the
ResponseCapture is recorded — commands created before it are not included in the Docusnap
output. Subsequent commands must be created as a subsequence using the + sign. As the final
command, checking for a console prompt is recommended.

Additional Tools (Telnet / SSH) | ©2026 Docusnap GmbH — All rights reserved Page 10 of 15
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The following commands must be executed within a ResponseCapture.

e ResultCleanRegex
This command identifies a string by means of a regular expression and replaces it. If, for example, all
characters after the string password are to be replaced with ******** the following expression has to
be used
RegexPattern: password\s.*
ReplaceWith; *#x**#¥x

e ResultCleanString
This command finds a string and replaces it. The following parameters have to be passed in order to
replace the string “Community Geheim#2021" with “Community ********" for example.
Find: Community Geheim#2021
Replace: Community *rxrxre

Additional Tools (Telnet / SSH) | ©2026 Docusnap GmbH — All rights reserved Page 11 of 15
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3.4 TESTING A SEQUENCE

To make creating a command sequence easier, the sequence can be tested directly. This means that a new
inventory does not have to be run every time the sequence is changed in order to test it.

L | & Check Sequence - _example 55H_61acal58-0bed-4995-ba%4-46529a8 1d6D - O =

Add + 1| Result: [12.08.2026 08:35:01 | Type: Ssh | Step: 1 | Wait: String: # -

12.08.2026 08:35:01 | Type: Ssh | Step: 1 | Resp:

12.08.2026 08:35:01 | Type: ResponseCapture | Step: 2 | ResponseCapture start, at position 0

ResponseS 12.08.2026 08:35:01 | Type: Ssh | Step: 3 | Send Command: show running-config H

WaitForstr 12.08.2026 08:35:02 | Type: Ssh | Step: 4 | Wait: String: #

2 c 12.08.2026 08:35:02 | Type: Ssh | Step: 4 | Resp: « 7«7« T«T«T«T«T«T+T+Te 7T« TeT«T«T«T«T7+7 Building configuration...
esponsel

Current configuration:

Comma
Comma

vlan 1
name 1
=

Respon norma

WaitFor fixed 1-10
forbidden "

untagged 1-10
ip address default-management 192.168.150.81 255.255.255.0
ip address default-gateway 192.168.150.1
exit
interface vian 1
exit
ip name-server 192,168.150.1
spanning-tree
spanning-tree 1
spanning-tree 2
spanning-tree 3
spanning-tree 4
spanning-tree 5
spanning-tree 6
spanning-tree 7
spanning-tree &
spanning-tree 9
spanning-tree 10
mrstp 1

mrstp 2
Count 4 of| b b e o ATVADA

~/" Verification successfull Edit configuration OK i
Cancel

Figure 7 - Testing a command sequence
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